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AHHOTALMA:

Co BpeMeH nepBhIX peanu3aiuii muHbl mporecca MOK 61850, BeimonHeHHBIX Ooniee 10 neT Ha3aj, TEXHOJIOTHH
Pa3BIIINCH ¥ IOCTHUTIIN BBICOKOTO YPOBHS 3peiocTH. Bee Gombe 1 60sbiie 000pyA0BaHHUS U TPOAYKTOB CTAHOBSAT-
Csl TOCTYIHBIMH, MPOEKTHI MEPEeNUTd OT MIJIOTOB C €JMHUYHBIMH HNPUCOEIUHEHHSAMHU K IMOJHO(PYHKIMOHAIEHBIM
U(POBEIM MOACTAHIMAM 03 TpaJUIHMOHHBIX cucTeM P3A u ynpasneHus.

Ha npumMepax HECKONBKUX PEealbHBIX KPYITHBIX MPOEKTOB C MPUMEHEHHUEM JIEKTPOHHBIX M3MEPUTEIIBHBIX TPAHC
¢dopmaropos (OUT) u ycrpoiicTB conpsokenus ¢ munoi nponecca (Y CIL) B nokiane moHUMAIOTCS 1 00CYXKIar0T-
Cs1 HEKOTOPBIE MPaKTHYeCKre BONPOCHl. OMICaHbl MPENMYIIECTBA U HEJOCTATKH Pa3INIHBIX BADHAHTOB IIOCTPOCHUS
IIMHBI IIpoIiecca M IIMHBI CTAaHIIMK U TEXHOJIOTHI pPe3epBUPOBAHNUS C TOUKH 3PEHUS MPUMEHEHNS TOYHON CHHXPOHH-
saruu mo MOK/IEEE 61850-9-3 (PTP).

MopenupoBaHue JOTHYECKUX Y3JI0B B cooTBeTcTBUU ¢ MOK61850 craHOBUTCS 0COOCHHO Ba)KHBIM, TaK Kak
MHOTHE (DYHKIMH PACIpEeNesioTCsl MO0 HECKOIbKHM YCTPOWCTBAM YpPOBHS IIPOLECCa W YPOBHS NMPUCOETUHEHUH,
TaK)Ke BCTAIOT BOIPOCHI 3((PEKTUBHOTO MHIKMHUPUHTA U TECTUPOBAHUS BTOPHYHBIX CUCTEM.

Pacmmpenne TexHONMOTHH MUQPOBBIX MOJCTAaHIMI 3a Tpeebl CaMUX TOJCTAHIMK MOBBIIAET 3¢ deKkTHBHOCTH
MX BHEJPEHHS 3a cueT OoJiee MOJHOTO MCIONb30BaHHS U(POBBIX JaHHBIX. B 3akmoueHnn a0KiIazna, MPUBOIUTCS
KpaTKuif 0030p TaKUX IPUMCHEHUH.
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Abstract:

Since the first installations of IEC 61850 process bus more than 10 years ago, the technology has evolved and
has reached or at least is nearing maturity. With more and more digital equipment becoming available, the type of
installations has moved from simple single-feeder pilot installations to complete digital substations without any con-
ventional protection or control.

After having executed a significant number of real, fully digital substations with NCITs, respectively stand-alone
merging units, a few keep topics are selected and discussed during the presentation. Different system and process
bus architectures and redundancy principles with their advantages and disadvantages are equally covered as the ap-
plication of precise time synchronization according to IEC/IEEE 61850-9-3 (PTP). Due to the distribution of func-
tions across process and bay level IEDs, the logical node modeling according to IEC 61850 is gaining increased
importance compared to traditional substations. Based on a real project example the modeling and its impact on en-
gineering and testing will be presented.

Taking digital substation technologies beyond the substation boundaries and making better use of digitized in-
formation adds values to digital substations. A brief look into applications across substations will close the presenta-
tion.
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AHHOTAUMA:

B crathe paccmarpuBatorcsa tepmunansl P3A cepun BOMII-PY npoussonactea AO «UHDA3», koTOpble OAHU U3
MEPBEIX MONYYWIN MoanepkKy nporokoaa MOK 61850 B wactu GOOSE u MMS. B HacTosmunii MOMEHT CepHITHO
BhimyckaroTess BOMII-PY ¢ momnepxkoit SV-oTOKOB, HO KpOME TPAJAMIIMOHHOTO ITU(PPOBOrO HAMpaBiie HUs CIic-
mranuctaMu AO «UDA3» npejaraeTcs BapHaHT MOITAITHOTO BHEAPEHMS U(POBBIX 3alUT ISl ACHCTBY FOLIMX
II1C.

Hosrannas monepuuzanus aeiicteyromux I1C Ha 0aze obopynoBanns AO «4DA3y:

1. TIpomoxuts BOJIC na OPVY;

2. YCTaHOBWTH BBIHOCHBIC OJOKH BOJOKOHHO-ONTHYCCKMX HM3MEPHUTCIBHBIX mpeoOpasoBareneit (BOUII) c

MOJIEPKKOM CHHXPOHHBIX IIPOTOKOJIOB Ha BBIKIIFOUATENH, TPAHC(HOPMATOPHI TOKA U HAIIPSDKEHHUS;

3. YcTaHOBHUTH OJIOKM CONpPSDKEHHS K CYIIECTBYIOLIEH peleiHOH 3amure (MHKPOIPOIECCOpPHAs WM DIIEK
TpOMEXaHH4ecKasl) WIN JIONOJHUTENIbHbIe 070K P3A ¢ mojniepXKoi CHHXPOHHBIX HMPOTOKOJIOB KaK PE3epBHBIN
KOHTYD;

4. Bgectu B paboTy BEIHOCHBIE OJIOKH Ha TpaHC(hOpMATOpax HANPsDKCHUA | U 2 cexumu;

5. Bsecru B paboty pe3epBHbIil KoHTYp P3A nnm cymectBytonme 6:1oku P3A nmepexiogarores k 6J10kaM co-
NPSOKEHHUS;

CTpyKTypa peieifHOil 3aIIuThl OCTAaeTCs HEM3MEHHOM, HO mepeiada mHpopMauuu crama [[UOPOBOM, 3A-
[IMIIIEHHOM 1 PESEPBUPOBAHHOI.

Ha stom atame [1C yxe crana nndpoBoii 1 MOKHO OCTaHOBUTH MOJICPHU3ALIHIO.

6. YcTaHOBHTH CHCTEMY CHHXPOHHM3AIMU BpeMEHH U 000pynoBaHue cBsi3u ¢ noanepxxkoit PTP u PRP;

7. 3aMeHUTH TePMHUHAIBI 3alIUTHI HA MU(PPOBBIE C MOAACPk KON TpoTokosoB MOK 61850;

8.  Ilepesectu BeiHOCHBIC Otoku BOUII Ha mepenaay SV-notokoB 1 GOOSE-coobuieHuit;

9. 3aMeHHTH 3JIEKTPOMArHUTHBIE TpaHC(HOPMATOPHI Ha H(POBBIE M BKIIOYUTH BEIHOCHBIE OJIOKH B CH CTEMY
PE3epBHOTO KOHTYpa 3aIlUThI.

[To MHEHHIO aBTOPOB CTaThH, 32 BpeMs [IOKa WET MMOITAIHOE BHEAPEHUE MEPCOHAI IIPHOOPETET OIBIT pa OOTHI C
uudpoBBIM 000pyJOBaHKHEM, BBEAYTCS B JIeliCTBIE HOBBIE periiamenTsl i TpedoBanus k L{I1C, croumocts 1udposo-
ro 000pyIOBaHUS CHU3UTHCS.
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Principles of the phased implementation of the digital substation based on JSC ""ChEAZ" technical
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Abstract:

The article reviews the relay protection and automation devices BEMP-RU series produced by ChEAZ, which
were among the first supporting the IEC 61850 protocol in GOOSE and MMS part. Currently, the BEMP-RU is
serially produced with support of SV streams, and in addition to the traditional digital approach, the specialists of
JSC “ChEAZ” offer a phased implementation of digital protections for existing substations.

Phased modernization of existing substations based on the ChEAZ equipment:

1. Build Fiber-optic line in the Open Switchgear

2. Mount external units of fiber-optic measuring converters (FOMC) with synchronous protocols support on
switches, current and voltage transformers;

3. Mount interfacing blocks to the existing relay protection (microprocessor or electromechanical) or addi
tional relay protection and automatic relay blocks with synchronous protocols support as a reserve circuit;

4. Putinto operation external units on voltage transformers of sections 1 and 2;

5. Put into operation the reserve circuit of the relay protection or switch existing blocks of the relay protec
tion to interface blocks;

The structure of the relay protection remains unchanged, but the transfer of information has become DIGITAL,
PROTECTED and RESERVED.

At this stage, the substation has already become digital and the modernization can be stopped.

6. Install a time synchronization system and communications equipment with PTP and PRP support;

7. Replace protection terminals with digital supporting IEC 61850 protocol;

8.  Switch external units to SV streams and GOOSE messages transfer;

9. Replace electromagnetic transformers with digital ones and connect external units to the reserve circuit pro-
tection system.

According to the authors of the article, in time while there is a phased implementation the staff will gain experi-
ence with digital equipment, new regulations and requirements for Digital Substation will come into effect, the cost
of digital equipment will decrease.
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AHHOTAIMA:

000 «[Tu2naCu TexHOTOMKMN» aKTHBHO 3aHUMAETCS pa3padOTKOW M MPOM3BOJICTBOM OOOPYIOBAHHUS IS ApXH-
TEKTYPHBIX pemeHui 1 noctpoenus LIIC, nMeromumx MakcuManbHble TEXHUKO-3KOHOMHUECKUE TTOKa3aTelu, 1103-
BOJISIONINE TIOJHOICHHO mpuMeHATh TexHosoruu II1C, ¢ ucmonp3oBanue 1udpoBoil munbl mpouecca mo MIK
61850-9-2, Ha noacranimax 6-220xB.. B xoxe mpoaonkuTeIbHOM pabOThl HAMU OBLIO CO3IaHO COOCTBCHHOE BH/IC-
uue koureniuu [I1C, a Takke paspaborana nuHelika obopynosanus u [10 mist moctpoenust L{IIC. Mb1 npennaraem
paccmarpuBath L{IIC B Buae undpoBbix cerMeHTOB. TakuM CETMEHTOM MOJXKET SIBISTHCS (uaep, CEeKIMs MIMH, pac-
MpeIeNuTeIbHOe YCTPOHCTBO, oAcTaHwa. OCHOBHBIM KOMITIOHEHTOM HH(POBOTO cerMeHTa siBisercs: cepsep IED
TOPAZ IEC DAS, paspabotannsrii n npousBogumbiii OO0 «[TudnCu Texnomomxm». TOPAZ IEC DAS - sT0 ce-
pHs CIENHAM3UPOBAHHBIX CEPBEPHBIX TUIATGOPM HHIYCTPHAILHOTO MCIIONHEHHS, TIpeJHa3HAYCHHAS I UCIIOTHE-
HUS aJlTOPUTMOB 3aIUTHI U yIpaBieHus moactannueil. [Ipu rakom moaxone trexnonorus LIIC mpeBpamaer Tepmu-
Habl P3A, KOHTpOIIIEpHI IPUCOSANHEHUN, U3MEPUTENBFHBIE TTPUOOPHI, PETHCTPATOPHI U AP. BTOPHYHOE 000pya0Ba-
HUE B JITOPUTMBI (IPOTpaMMHBIE MPUIOKEHHU). B 3aBUCHMOCTH OT KOJMUYECTBEHHOTO M KauyeCTBEHHOI'O COCTaBa
UCTIONTHSIEMBIX 3a/1a4 BBHIOMpaeTcsi 1 HeoOXoanMast IIPOU3BOJUTENILHOCTE cepBepa. AJITOPUTMBI 3allUTHl U yIIpaBiie-
HUSI peaM30BaHbl B BUJE MPOTPaMMHBIX NPUIOKEHHH, a X CTPYKTypa WH(POPMAIIMOHHOTO B3aHMMOJICHCTBHS BbI-
noJjiHeHa B Buje nHdopmannonHoit mogenu IEC 61850.

Hpyrum BaxueiimuM snementoM LIIIC sBnsioTcs ycTpoiicTBa colpspKeHUsl ¢ LU(POBOM INMMHOW mpolecca
TOPAZ DMU, AMU, ADMU. TOPAZ AMU (Analag Merging Unit) — ycTpoicTBO CIYKHT [Tt HHTETPAIIAN aHa-
JIOTOBBIX CHTHAJIOB, OCTyHaromux ot mmeputensHeix TT u TH, B mudpoByio muHy nporecca B COOTBETCTBHH C
IEC61869, wactn 9 u 13. OueHp 9acTo Ui aHAJOTOBBIX YCTPOMCTB COMPSIKCHHSA ACKIAPUPYETCS COOTBETCTBHE
myouKyembix 1udpoBbix orcueroB crenmdukarmun [EC 61850-9-2LE (UCA «Implementation Guidelines for
Digital Interface to Instrument Transformers using IEC 61850-9-2»), T.e. niepenada B OJHOM IaKeTe€ MIHOBEHHBIX
3HAa4YEeHUH 110 YeThIPEM KaHajlaM TOKa U YEeThIPEM KaHalaM HalpsLKEeHUsL.

OtnmunrensHblil npusHak LTIC — Hamimure nndpoBoil MUHEI polecca, 00pa3oBaHHON CETEBHIMH KOMMYTATO-
pamu. OO0 «([TuDnCu TexXHOTOMKNY TS TIOCTPOCHUS IIMHBI MTOACTAHIIMY U IIMHEI TIpoliecca pa3padoTaia JTUHEH-
Ky YHpaBisieMbIX KOMMYTaTOpoB SW5xx. 13 KIIIOUeBBIX 0COOCHHOCTEH, BaYKHBIX ISl PeallM3aliy IUHEI Ipolecca
CTOUT OTMETHTh Hoanepxky PTPv2 «IIpo3paunsie yace» / «['panudHble 4ackl» u TerupoBanue Tpaduka VLAN
IEEE 802.1Q.

Bce ycTpoiicTBa compspkeHHUS ¢ IMMHON MpOIiecca JOJDKHBI OBITh KECTKO CHHXPOHHU3WPOBAHBI MEXAY c000i# 1o
BpPEMEHH. DTO HEOOXOIMUMO AJISi KOPPEKTHOH 00pabOTKH JUCKPETHBIX COOBITHH, HO OCOOCHHO BpeMEHHasi CHHXPO-
HU3AIMsI BakKHA MEXay ycrporctBamun AMU, T.K. pacCHHXpOHHM3AIHsA YCTPOUCTB OynIeT BBIPAXXaThCS B HAIMYUHU
JIOKHOTO (ha30BOTO CABHUIA MEXKAY KPUBBIMH TOKA M HANIPSKEHUS, CHATBHIMHE C Pa3HBIX ycTpoicTB AMU, 4T0 MOXET
MIPUBECTH K JIOXKHBIM cpabaThiBaHUSAM P3A, yBeTHUCHUIO MOTPEITHOCTH MIPHU U3MEPCHUU MOITHOCTH W SHEPTHH, HC-
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Ka)KeHUIO MH(POPMAIUU [P 3alHCH aBAPUHHBIX OCHIIIIOTPAMM U
T.1. Paccuaxponuzanus qyx yctpoiicte AMU B 1MKC BBIpakaeT-
s B JIOKHOM (ha3oBoM casure B 1,08 yriIoBBIX MUHYTHI.

Jnst mutoTHOTO BHenpeHus kiactepHoil apxuTekTypsl LIIIC xommanun [TuDnCu TexHomomku OBIIO Mpeasio-
skeHo T1C 110 kB «buproneBo» komnannu [IAO MODCK. Jlannas nmoacrannus umeer OPY 110kB, BeimomHeHHOE
1o cxeMme 2 ceKuuu MmuH ¢ 00xoxHoH, 2 TpancdopmaTopa 110/10/6 kB mo 100 MBA, 3PY 10xB 4 cexuuu muH 1
3PV 6kB 2 cexnmu muH. Ha noacraniuy ObUTH BHEIPEHBI ClieyIONe NU(pPOBBIE CUCTEMBI B BUE IIM(POBBIX Kia-
CTepoB: I(POBOH PErHCTPATOp aBapUHHBIX COOBITHI (B 00BbEMe BCell MmojcTaHunm), udpoBas cucTeMa KOHTPOIIS
KavecTBa 3JIeKTpoIHeprun (B oobeme cexiuid mumH 110, 10, 6 kB), undposas cexunst 10 kB (pynkunu P3A u ACY
TII). B xauectBe mosmrona asns mudposoro PIT 6sut BeiOpan PI1-29 dunmana «Hosast Mocksay. PII 29 npencras-
JISIET COOO0M JBYXCEKIIMOHHOE AJIEKTPOCOOpYkeHue ¢ AByMs cuctemamu muH 10 kB. Kaxnas cexuus mua PY-10 kB
cocrouT u3 10 mpucoeHEHNH, BKII0Yas CEKIMOHHBIE IPUCOCTUHEHUS U JINHUH, OTXOAIINE K TpaHChOopMaTopaMm.
st B3auMHOTO pesepBUpoBaHus BBOJOB cekiuit PY-10 kB B PII 29, peanm3oBan aBTOMaTHuecKuil BBOJ pe3epBa
(ABP). PI129 yxomruiextoBana KPY Ha Ga3e kamep cOOpHBIX ofHOCTOpOHHEro obcnyxuBanus KCO-298. Bee an-
TOPUTMBI 3alIUThl U yrpasieHus peannzoBanbl B [IAK TOPAZ iSAS® (0cHOBHOM M pe3epBHBIN) Ha anmapaTHON
miatpopme TOPAZ IEC DAS MX683. Taxoke B PII ycTaHOBIIEH KOHTPOJUIEp TeEMEXaHUKH [T 0OMeHa TaHHBIMH
MeK1y IupOBOIl CHCTEMOH 3aIUTHI M YIIPaBICHUS U JUCTIETYEPCKUM ITyHKTOM 10 KaHainy LTE. 3nauenne npoek-
ta OgHMM U3 HanbOoJiee BaXHBIX penmymiecTs TexHoxoruu LIIC sBisercs BO3MOXXHOCTh pacIIMpeHHs Ka4eCTBEeH-
HOTO ¥ KOJIMYECTBEHHOTO COCTaBa (PYHKIMH CHCTEMBI 3alIUTHl U YIPABJICHHS HE YBEJIMUEeHHEM 00beMa 000pyoBa-
HUS, @ PacIIMPEHUEM IPOTrPaMMHOTO obecrieueHus! 0e3 CyIIeCTBEHHOTO M3MEHEHHs cocTaBa oOopyznoBanus. Ham
OIIBIT BHEAPEHUS MTOKA3aJl, YTO IPH MPAaBUIILHOM BBIOOpE apXHUTEKTYpHI M odope obopymosanust TexHonorus LITIC
MOXeT ObITh 3((EKTUBHON U B pacnpeAenuTeIbHbIX ceTsaX 6-35 kB. Brlmeonucannsie HUGpPOBBIE CUCTEMBI OKa3a-
JIMCh HE JIOPOKE CBOMX «TPAJUIMOHHBIX» aHAJOroB, a NpH BbiMoJHeHHH B pamkax L[IIC Heckonbkux (QyHKIMI
(P3A, ACY TII, KK3, PAC u T.1.) TeXHOJOTHS MO3BOJSECT JOOUTHCS CYIIECTBEHHOTO SKOHOMHUYECKOro 3¢ dekra.
T.e. BHenpsis, k npumepy, mudposyro cuctemy ACY TII u perucrpanuu aBapUiHBIX COOBITHH, MPU TPAMOTHOM
MOJIX0/Ie K OCHAIIIEHHIO MepBHYHOTO 00opymoBanus ycrpoiictBamu [TAC u I1/IC u mocTpoeHH0 MIMHKI TpoIiecca,
JanbHEHIIee pa3sBUTHE CUCTEMBI CBOJAUTCS K JOOABIEHHUIO alrOPUTMOB O0OpPaOOTKHM MU(POBBIX aHHBIX, IPEICTAB-
JICHHBIX B MIMHE Tporecca. M3 atoro cuemyer, uro mpu croumocTtu mugppoBeix ACY TII u PAC comsmepmnmoii ¢
CTOMMOCTBIO «KJIACCHKH», IIPU TPABWIBHOM INPOCKTHPOBAHMU OOOPYAOBAHUS yPOBHS IIMHBI IPOIECCA, CHCTEMY
P3A wmpl momygaem mo ctoumocti 10 (anroputmoB P3A). Bo MHOTOM Takol SKOHOMHYECKHH A(PQEKT CBs3aH C
TEM, YTO KaK/Abli BHEJPEHHBIN M(POBOI KlacTep MOCTPOECH Ha 000PYJOBaHUU OJHOTO BEHAEPA.
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Complex solutions for a digital substation
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Key words: digital protection and control systems, distribution networks, experience in implementing cluster ar-
chitecture of DSP

Abstract:

«PLC Technology» is actively engaged in the development and production of equipment for architectural solu-
tions for building DSPs that have the maximum technical and economic indicators, which make it possible to fully
apply DPS technologies using IEC 61850-9-2 digital process bus according at 6-220 kV substations. In the course of
our work, we created our own vision of the DSP concept. We also developed a line of equipment and software for
building of DSPs. We envision DSP in the form of digital segments. Such segment can be a feeder, a bus section, a
switchgear, or a substation.

The main component of the digital segment is the IED TOPAZ IEC DAS server, developed and manufactured by
«PLC Technology». TOPAZ IEC DAS is a series of specialized industrial server platforms designed for the execu-
tion of substation protection and control algorithms. With this approach, the DSP technology turns the relay protec-
tion and automation terminals, bay controllers, measuring devices, recorders and other secondary equipment into
algorithms (software applications). Server performance is decided depending on the complexity of the tasks. The
protection and control algorithms are implemented as software applications, and their information interaction struc-
ture is implemented as an IEC 61850 information model.

Another important element of the DSP are analog and digital merging units TOPAZ DMU, AMU, ADMU. TO-
PAZ AMU (Analog Merging Unit) is used to integrate analog signals from measuring CTs and VTs into digital pro-
cess bus in accordance with IEC61869, parts 9 and 13. Often compliance with published digital samples of the IEC
61850 specification -9-2LE (UCA "Implementation Guidelines for Digital Interface to Instrument Transformers
using IEC 61850-9-2") is declared for AMU devices, i.e. transmission of instantaneous values in one packet over
four current channels and four voltage channels.

The distinguishing feature of the DSP is the implementation of the digital process bus formed by the network
switches. «PLC Technology» has developed a line of managed switches TOPAZ SW5xx for building a substation
bus and a process bus. Among the key features important for the implementation of the process bus are support of
PTPv2 and tagging of VLAN traffic (IEEE 802.1Q).

All process bus devices must be synchronized with each other in time. This is necessary for correct processing of
discrete events. Time synchronization is especially important for AMU devices, since device desynchronization will
lead to false phase shift between the current and voltage curves measured by different AMU devices, which can lead
into false protection operations and increase in power measurement errors, distortion of information when recording
oscillograms, etc. Desynchronization of two AMU devices in 1pus results in a false phase shift of 1.08 arc-minutes.

PJSC MOESK 110 kV Biryulyovo substation was proposed for the pilot implementation of the cluster architec-
ture of the DPS designed by «PLC Technology».

This substation has 110 kV outdoor switchgear 2 bus sections with bypass, two transformers 110/10/6 kV 100
MVA, 10 kV indoor switchgear 4 bus sections and 6 kV indoor switchgear 2 bus sections. The following digital
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systems were introduced at the substation in the form of digital

clusters: a digital fault recorder (on the scale of the entire substa-
tion), a digital energy quality control system (for 110, 10, 6 kV bus sections), a 10 kV digital section (RPA and ACS
TP).

The RP-29 of the New Moscow branch was chosen as the digital distribution center. RP-29 is a two-section elec-
trical structure with two 10 kV bus systems. Each RU-10 kV bus section consists of 10 bays, including sectional
connections and power transmission lines connected to transformers. Automatic transfer switch (ATS) was imple-
mented for mutual redundancy of inputs of RU-10 kV sections in RP-29. RP-29 is equipped with a front open panel
switchgear KSO-298. All protection and control algorithms are implemented in the hardware/software complex TO-
PAZ iSAS® (main and backup) on the TOPAZ IEC DAS MX683 hardware platform. In addition, a remote control
controller is installed in the control center for data exchange between the digital protection and control system and
the control center over the LTE channel.

One of the key advantages of DSP technology is the potential of expanding functional capacity of the protection
and control systems not by simply increasing the amount of equipment, but by expanding the software without sig-
nificantly changing the composition of the equipment. Experience has shown us that by choosing the right architec-
ture and equipment, DSP technology can be effective in distribution networks of 6-35 kV as well. The described
digital systems are not more expensive than their “traditional” counterparts are, and when several functions are per-
formed within the DSP, the technology makes it possible to achieve a significant economic effect. For example with
a competent approach in choosing primary equipment and process bus building when implementing digital systems
for ACS TP and emergency event register, further development is reduced to adding digital data processing algo-
rithms presented in the process bus. From this follows that with the cost of digital ACS TP and fault recorder sys-
tems commensurate with the cost of a “classics” solution, with a smart design we can achieve Power-system protec-
tion at the cost of software (PSP algorithms).

In many ways, this economic effect is achieved due to the fact that each embedded digital cluster is built on the
equipment supplied by the same vender.
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2. Texuuueckue pemenus. llluna npouecca IEC 61850

IIpuMeHeHNe TEXHOJIOTHH «IIHHA Mpouecca» B cxemax P3A anekrpocereBbix npexnpusituii ['epmanuun

T. JInbax
Cumenc Al', x.T.H.
I'epmanus
Konrakrnoe jauno:
®UO: Tomac JInbdax
Opranusanusi: Cumenc Al
HouToBkii agpec: Universitatsallee 16, 28539, bpemen, I'epmanus
e-mail:Thomas.Liebach@Siemens.com
Ted.: +49 172 3265 924

KaroueBsie ciioBa: 1upoBast MOACTAHIMSA, IMHA TPOIECCa, YCTPOHCTBO CONpsDKeHHUs, TexHoyorus P3A, mpu-
Mepbl npuMeHeHus, ['epmanus

AHHOTAIHA:

Texuonorun L poBoii moaCTaHINHU CYIIECTBYIOT yKe Oojee 25 neT B BHIE IUPPOBBIX ycTpoicTB P3A, ot-
JENBHBIX MU(POBBIX KOHTPOJIIIEPOB IPHUCOSAMHEHUH, IUPPOBBIX CHCTEM OJOKHPOBKH, IIM(PPOBBIX CUCTEM yIIpaBie-
HUS TIOJICTAaHIINEH, a Taxoke oOMeHa nnu¢poBoi MH(POpMaIMel o mocieaoBaTeIbHBIM MTpoToKonaM. basa s kom-
myHukarun mo MOK 61850 crana nosiiarscs B EBpone okoio 20 et Hazaf.

Ceroans 1mudppoBH3aIHs MOACTAHINN MPHOOPETaeT BCe OOMBIIYI0 aKTyalbHOCTh. JlambHEHIIHA 3Tall pa3sBUTUSL
BTOPHYHBIX TEXHOJIOTMH HAdaJICs C IOSBJICHHEM IIMHBI IpoOLecca W HETPAIWIHMOHHBIX TPaHC(HOPMATOPOB TOKA U
HanpspkeHns. [1lnHa mpomecca mpeAcTaBisieT HHTEPEC ¢ TOUYKH 3PSHUS Cpa3y HECKOJIbKUX (YHKIIMOHAIBHBIX aCTIeK-
ToB. Hanpumep, pe3epBupoBaHHas mepenada AaHHBIX, OJHOBPEMEHHAs Nepefada U3MEPEHHBIX 3HAUYEHUH HECKOJIb-
KM yctpoiictBaM P3A 6e3 HE0OXOAMMOCTH CYIIECTBEHHOTO yBEIWYEHHs KOJIMYeCcTBA 000OPYHOBAHUS; HOBBIE BO3-
MokHOCTH Ooinee 3 dexkTuBHON YacTUIHOW HeHTpanm3amun GyHknmii P3A, a Takke 3HaYUTENBHOE YITyUYIICHUE B
peam3ay pe3epBUPOBaHUS 3amuT. HacTosmuil JoKia | MoKa3bIBaeT, KaK MepecMOTpP caMoil KOHLEHINH YCTPOi-
ctBa P3A mo3BosiseT co3naTh yrmy4lieHHyo cucteMy P3A MOJICTaHINH AaXke ¢ MEHBIINM KOJIMYECTBOM 3aIIUTHBIX
yCcTpoicTB. B kauecTBe mpuMepa paccMaTpUBAIOTCS 3aIUTHI JIMHAU U TPAaHC(HOPMATOPOB. ITO AEMOHCTPALUS OC-
HOBHOTO TTOJIX0O7a, KOTOPBIM omnpenessieT TeXHUUECKUH B3IJIAA Ha IIHMHY MpoIllecca CO BTOPHYHON C TOUKH 3pEHUA
BTOPHUYHBIX TEXHOJIOTHH, a TaKKe MMOKa3bIBAET YKOHOMUYECKOE 0O0CHOBaHHE.

[Iuxa nponecca ncmonb3yeT ycrpoiictBa conpsikeHus (Y C), KOTopble TECHO CBA3aHBI C OCHOBHBIM 000py0Ba-
HueM. Y C perucTpupyroT JaHHBIE C JUCKPETHBIX BXOJO0B U BBIXOJOB, OIIM()POBBIBAIOT UX U NEPEAAIOT BCE JaHHBIC B
ey nporecca mo MOK 61850. TexHomorus mUHEI Tporecca TpedyeT UCTI0NB30BaHuUs BHICOKOIIPOM3BOIUTEIHHOM
1 HaJeXHOW 0a3bl yCTPOICTB A yIOBIETBOPEHUS BBHICOKMX TPeOOBAaHMH B YacTH TEXHOJIOTHMH 3alUTHL Siemens
OepeT 3a OCHOBY IIETIOCTHYIO, THOKO afganTHpyeMyro miatdopmy ycTpoiicT moxa toproBoir Mmapkoit SIPROTEC 5.
ApxuTektypa mIaTGopMbl MO3BOJISET peaan30BaTh Ha Hel pemenus misd YC, yctpoiictB P3A, KOHTpoUIEpOB IpH
coeIMHeHus U UX (hyHKLIMOHAJIbHbIE cCoueTanus. B noknane npezcrasiieH 0030p HEKOTOPHIX PEILICHHUI.

ABTOp NMOAYEPKUBAECT, YTO YJIy4IIEHHAs pe3epBHAs 3alllUTa B COUETAHHWU C YCOBEPIICHCTBOBAaHMEM KOMIIJIEKCA
CaMOJIMarHOCTUKH YCTPOWCTB SBJISIETCS 0a3MCOM JUISl COKpAIEHHUs IEPUOJUYECKUX MPOBEPOK ycTpoiicTB P3A mim
JlaXke TOJTHOTO MCKIIFOUSHHUSI HEKOTOPBIX YacTeil 3TUX npoBepok. Llndposas cBs3b ABISETCS HEOTHEMIIEMOH YacThIO
CHCTEMBI 3alUThI, KOTOpas U3MEHSET XapaKTePUCTHKN PadOTHI MIPU CO3JAHUH U MCIIOIb30BaHUU TexHosoruH. [ox
TOTOBKa CIyX0 sKkcruryaTanuu P3A 1 omepaTHBHOTO IEPCOHANA Ha OCHOBE COOTBETCTBYIOLIMX MEP IO OOYyUCHHMIO
HTPAET HEOTHEMIIEMYIO POJIb IPH MEPEXOAe K IMUPOKOMY HCIOIb30BAHUIO HOBBIX TEXHOJIOTUH. TecHOe COTpyaHHU-
YECTBO MEXy 3aHHTEPECOBAaHHBIMH IOJIH30BATEIAMU M MPOU3BOIUTEIAMHU (POPMHUPYET OCHOBY VISl AAJIbHEWUIIErO
COBEPIICHCTBOBAHMS KOHLETIINI 3aIMThI, YMEHBIICHUS OTMEPALHOHHBIX 3aTpaT 0e3 ymepba A HaJS)KHOCTH U
6e3omacHOCTH.
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Application of the process bus for protection schemes in German utilities
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Key words: digital substation, process bus, merging unit, protection technology, application examples, Germany

Abstract:

The digital substation has existed for 25 years in terms of digital protection, separate digital bay controllers, digi-
tal interlocking system, digital substation control technology, and serial data communication. Across Europe, the
basis for the IEC 61850 communication system was created nearly 20 years ago.

Today the digitization of substations is gaining renewed relevance. A further stage in the development of sec-
ondary technology has been initiated with the introduction of the process bus and nonconventional current- and volt-
age transformers.

The process bus is of interest with respect to several functional aspects. For instance, redundant data communi-
cation, simultaneous provision of measured values to multiple protection devices without increasing hardware over-
head, the possibility for more effective partial centralization of the protective functionality, and improvement of the
backup protection concept.

This lecture shows that the revision of the protection device concept allows to build an enhanced protection sys-
tem in the substation with even fewer protection devices. As a guiding example the protection of line and transform-
ers are considered. This provides a basic approach which explains the relevance of the process bus from a secondary
technical point of view as well as demonstrates the economic justification.

The process bus is associated with the use of merging units (MU), which are closely connected to the primary
equipment. MUs record the binary inputs and outputs and consequently digitize the readings to then communicate
all data via IEC 61850 on the process bus.

The process bus requires a high-performance and reliable device base to be able to cope with the high demand
for safety in the field of protection technology. Siemens relies on a consistent, flexibly adaptable device platform
under the brand name SIPROTEC 5. The device concept allows solutions for the MU, protective devices, bay con-
trollers, and their functional device combinations.

The lecture will give an overview of selected solutions.

The author emphasizes that improved backup protection combined with an extension of the self-monitoring de-
vice complex is the basis for reduction of cyclical protection checks or complete elimination of parts. Digital com-
munication is an integral part of protection system which changes the job characteristics during construction and
operation of the technology.

The preparation of protection and operating personnel through appropriate training measures plays an integral
role when new technologies are transitioned into widespread use. The close cooperation between eager users and
manufacturers form the basis for further improvement of the protection concepts, a reduction of the operating ex-
penses without compromising availability and security.
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3. Texnuueckue pemenus. Kpoccninargopmennsle pemeHus

Hpnanune! peannzanuu kpocemnatdopmeHnbix pemenuii IIIIC ¢ npruMenennem orevyecTBeHHOI
KOMIIOHEHTHOI1 0a3b1

A.JL. Kynukos, B.M. 3unnn
HI'TY um. P.E. AnekceeBa, AO «HUTIOM»
Poccus
KoHTakTHOE JINIIO:
®UO: 3unuH Brnagumup Muxaitnosuy
Opranusanus: AO «HUIIOM»
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Tesr.: +7(960)174-14-64

KuroueBbie ciaoBa: kpoccmuiathopmennoe permenne [IIC, HIIC ¢ 3amaHHOM cTENEHbI0 HHATETPAlliN, BUPTYallb-
Hoe DY (IED), kubep3ammmennoe Y (IED), mukpomnpornieccop «mp0pycy, kommyrukarun MOK 61850

AHHOTALMA:

Vkazom IIpesunenta PO Ne 216 ot 13 mas 2019 roxa yrBepxaeHa «JloOKTprHHA SHEPTETHIECKOW OE€30IMacHOCTH
Poccuiickoit deneparum», onpeaesionas HanpaBIeHUe JalbHENIIero pa3BuTHs UMIOPTO3aMEIEHUS B CUCTEMAX
TEXHOJIOTUYECKOTO YIPaBJICHHS DIIEKTPOIHEPIETUUECKIM KOMIUIEKCOM, OOBEKTHI KOTOporo oTHocstcs k KHUU
(kpuTHueckoit HHPOPMAITMOHHON HHPPACTPYKTYpE).

[Mocne yreepxaenus 21 nexadpst 2018 rona B [TAO «Poccern» xonnenmun «L{udposoii Tpanchopmarum 20305
u BBeAeHus B aeiictBue 29 mapta 2019 roma CTO 34.01-21-004-2019 «ludpoBoit muratontuii neHTp. TpedoBaHuUs
K TEXHOJIOTHUECKOMY MPOEKTHPOBAHMIO MU(DPOBBIX MmojacTaHui HanpspkeHueM 110-220 kB u y3moBbIx mudpoBbIx
noacTaniuii HanpspkerneM 35 kB», CTO 34.01-21-005-2019 «I{udporast saeKTprudeckas ceTb. TpeboBaHHs K IPO-
EKTHPOBAHUIO IU(PPOBBIX PaCIpeIeIUTENbHBIX AIeKTpuieckux cereit 0,4-220 kB» nmosBuiImch ycioBHs Uil IPOEK-
THUPOBaHMS 0OBEKTOB JIEKTPUYECCKUX CETEH Ha HOBBIX (IIM(POBBIX) MPHUHIMIIAX. TeM He MEHEE CEeroHs OTpaCcIIeBbIe
nporpamMmbl 1o LIIC (mmudposbiM noactanmmsam), [[IC (udpoBbiM anmekTpudeckum cetsm), b (madopmanmon-
HOW 0e30I1aCHOCTH) pa3BHBAIOTCS OTAENBHO. [10 MHEHHUIO aBTOPOB JOKNIAAa, STOT (aKT yCIOKHHUT JOCTIKEHUE 1e
Jei, mocraBieHHBIX B KoHuenuuu «llugpposoit Tpancdopmanuu 2030». OtaenbHbIE NPOrpaMMBl JOJDKHBI OBITH
TapMOHH3MPOBAHBI, @ B YaCTH CHCTEM TEXHOJOTHYECKOTO YIIPABICHHSA CIIEAYEeT MPEIyCMOTPETh IOCTPOCHHE U
JlalbHENIIee pa3BUTHE JOBEPUTEIILHON BBIUMCIUTEILHONW CpPEAbl, ONUPAIOLIEHCs Ha OTEYECTBEHHbIE IIPOIPAMMHO-
annaparHble PeUIeHuUsI.

B noxiane npencrasieHa opuruHanbHas TexHonorus nocrpoerns LIIC ¢ quHaMuueckoi apXuTeKTypoi, KOTo-
past OCHOBaHa Ha JIByX KOMIIOHEHTaX: MPOTPaMMHOM, BKITfo4aromeM B cebs «Komorenepatop ympasistromero 110y,
W anmnapaTHoM, 0a3upyromeMes Ha IUPOKO IPEICTABICHHBIX HA PhIHKE CPEJCTBaX MPOMBIIIIEHHO aBTOMaTH3auu
pa3nuuHbIX npousBoauTeneid. Co3naHHbIe ¢ OMOIIBIO KoporeHeparopa MDY kpoccmiatopMeHHBIE B MOTYT «BBI
MOJHATHCS» Ha M000W anmapaTHOH miatdopme u moboit cepuitHoit OC. Pemras 3agady 1mo MMIOPTO3aMeEIIEeHHIO,
CHIDKEHHIO 3aBHCHMOCTH 3JIEKTPOdHepreTnyeckoil orpacinu P® or BHemHMX (aKTOpPOB M 00ECIIEUEHHUIO YHEPTeTH
yeckoi 6e3onacHocTH P®, nH(pOopMaMoOHHON 6€30MacCHOCTH CUCTEM TEXHOJIOTHYECKOTO YIPaBICHUS IS JIEKTPH-
YeCKUX ceTell HampspkeHueM 6-220 kB aBropsl npemiararoT pemenus mais [IIC ¢ MakcuMalbHO BO3MOXKHBIM HC-
MOJIb30BAaHUEM OTEUYECTBEHHOTO0 MHUKpomporieccopa «Iapopyc» u OC «Omsbpyc-/I» B coctaBe: DY P3A, koH-
Tposuiepo npucoenuHenni, SCADA-cucTembl, pabounx CTaHIUIH ONEPATHBHOTO U KCILTYaTAIIMOHHOTO MEPCOHA-
na.

I'mOKOCTh TEXHUYECKUX PEIIeHUI 00ecTieunBaeTCsl OpraHn3anueld KOMMYHHUKAIIMA BHYTPU BUPTYyalnbHBIX DY,
co3naBaeMbIx ¢ noMoipto «Kogoreneparopa ynpasmstouiero I1O», ¢ ucnonszoBannem MOK 61850. Takoit nonxon
no3BosisieT 3(h(HEeKTUBHO, ¢ HAUMEHBIIMMHU 3aTpaTaMu peann3oBath TpeboBanus HoBoro CTO 34.01-21-004-2019
«u¢posoif muratonmii meHTp. TpeOoBaHMSI K TEXHOJIOTMYECKOMY HPOCKTHPOBAHHUIO HU(PPOBBIX MOJCTAHIUHA
HanpspkeHueM 110-220 kB 1 y31m0BBIX HHGPOBBIX MOACTAHIMA HanpsDKeHHeM 35 kKB» n o0ecnedyuTh He0OXO MBI
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SHEPreTUKH Ha OTEYECTBEHHOW JIOBEPUTEIBHOM amnmaparHo-

MIpOrpaMMHOM matdopme.
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Principles for implementation of digital substation cross-platform solutions using domestic component
base
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Key words: cross-platform digital substation solution, digital substation with a given degree of integration, vir-
tual IED, cyber-protected IED, Elbrus microprocessor, IEC 61850 communication.

Abstract:

Decree of the President of Russian Federation No. 216 dated May 13, 2019 approved “Doctrine of the Energy
Security of Russian Federation”, which sets direction for further development of import substitution in systems of
technological control of the electric power complex, whose objects belong to the critical information infrastructure.

After approval of the concept of “Digital Transformation 2030” in PJSC ROSSETI on December 21, 2018 and
introduction of standard 34.01-21-004-2019 “Digital Power Center. Requirements for technological design of digital
substations with a voltage of 110-220 kV and node digital substations with a voltage of 35 kV”, standard 34.01-21-
005-2019 “Digital electrical network. Requirements for the design of digital distribution electric networks 0.4-220
kV” on March 29, 2019 conditions for the design of electric network facilities based on new digital principles ap-
peared. Nevertheless, today the industry programs on digital substations, digital electrical networks and information
security are developed separately. According to the authors of the report this fact will complicate the achievement of
the goals set in the concept of “Digital Transformation 2030”. Separate programs should be harmonized and in terms
of technological management systems, construction and further development of a trusted computing environment
based on domestic software and hardware solutions should be provided.

Report presents original technology of digital substation building with a dynamic architecture, which is based on
two components: software, including the “Code-generator”, and hardware, based on the widely used industrial au-
tomation tools from various manufacturers on the market. Created using Code-generator IED has cross-platform
software and can be deployed on any hardware platform and any serial OS. Solving the task of import substitution,
reducing the dependence of the electric power industry of the Russian Federation on external factors and ensuring
the energy security of the Russian Federation, information security of process control systems for electric networks
of 6-220 kV authors propose solutions for digital substation with maximum possible usage of Elbrus microprocessor
and OS Elbrus-D composed of: protection relays, bay controllers, SCADA-system and workstations of operators.

Flexibility of technical solutions obtained by organization of communications within virtual IEDs created using
the “Code-generator” software with IEC 61850. This approach allows to effectively implement requirements of the
standard 34.01-21-004-2019 “Digital Supply Center. Requirements for the technological design of digital substa-
tions with a voltage of 110-220 kV and node digital substations with a voltage of 35 kVV” and ensure the necessary
level of information security of power industry facilities on the domestic trusted hardware-software platform.
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4. Texnuyeckue pemieHusi. Tunosble pemeHust

Tunuzanusi TeXHH4eCKUX pellleHuii 1o HH(POBLIM NOACTAHIHUAM € TOYKH 3PEHHs IPOEKTHPOBINKA,
NPOU3BOAHUTENIs 000PYA0BAHNS M HHTErpaTopa
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KiroueBbie ciaoBa: KUC, LIIC, ACY TII, penelinas 3amura U aBTOMaTHKa, CUCTEMbl aBTOMAaTU3allld, CTaH-
nmaptel MOK, cucTeMbl aBTOMATH3MPOBAHHOTO MPOCKTHPOBAHUS, OOCITY)KMBAaHHE IO COCTOSIHUIO, MPOrPaMMHOE
obecriecucHHe

AHHOTALMA:

B 2015 rogy OOO «2HepronpoMABTOMATH3AIIS) BHEIPHUIIA HA 00BEKTE TeHEepallni epBhIif B Poccun ncnsiTa-
TeJIbHBIA MOJUTOH, co3ManHblil o TexHosoruu LIIIC Ha 6asze mectoro 6moka Hmxeropoackoit I'9C TTAO «Pyc-
T'uapor». OO0 «OHEpronpoMABTOMATH3AIMS BHICTYIHIIO T€HEPAIBFHBIM MIPOEKTUPOBIINKOM, T€HEPAIEHBIM IO~
PSAMYMKOM M TIOCTaBIIMKOM OOOpYZOBaHWS TPH BBINOJIHEHHH PAa0OT MO NPOEKTHPOBAHHIO, IIOCTAaBKE, ITyCKO-
HaJlaJIoYHBIM paboTaM W MPOBENCHUIO «HATYPHBIX» MCHBITaHUH. Ha mepBoM sTame mosmron BKIIOYal B ce0st KOH-
tpoutep npucoenunenus ¢ pyukuueir AMU NPT BAY, DMU NPT MicroRTU, SCADA NPT Expert npoussoa-
ctBa OOO «3nepronpomApromarusanus», MII P3A npoussoacrsa HIIIT «OKPAy, a Taxke onTHdeckue TpaHC-
(opmaTopsl Toka 1 HanpspkeHust mpousBoacTBa AO «IIpodoTex».

B nanpHelieM MOMUTOH HECKOIBKO pa3 OBLT pacIIMpeH U MOAEPHU3UPOBAH, B pe3yJbTaTe Yero cTaj MyJIbTHO-
peHaoBbIM. B "acTHOCTH OB pacmupeH coctaB nepsuuHoro obopyznoBanus (OTT u OTH), 6sumn Bruttouenst MIT
P3A (B Tom umcie ueHTpann3oBaHHble P3A) pasiuyHBIX OTEUECTBEHHBIX M 3apYOEKHBIX MPOU3BOJUTEINCH, ObLIN
uHTerpupoBanbl cucteMbl PAC, ycTpoiicTBa yueTra 3JeKTPHYECKOH HEPrUM M CUCTEMbl MH(POPMAIMOHHOW 0e3-
onacHocTH. M3MeHeHHs1 Takike KOCHYIHCh CTpyKTyphl JIBC B 4acTu MCHonb3yeMoro o00pyAOBaHUS U CTPYKTYPbI
[IMHBI CTAaHIMH U IIHHBI TIpolLecca.

[Ipn mpoeKTHPOBaHNH MOJIUTOHA OBUT BBISIBICH PSJ TPOOIEM:

—  pasHbIC TUIBI MIOPTOB Y PA3IMYHBIX MPOU3BOIUTENCH (MEIHBIC, ONTHIECCKUE, PA3IMYHBIC THITEI Pa3beMOB
JUISL OIITUYECKHX TTOPTOB);

—  He MoJAepKUBaeTcs BHIOOpP pa3HBIX THIIOB pesepBupoBanus cetd (PRP, RSTP) mis ycTpolcTB pasminaHbIX
MIPOM3BOANTEIEH, YTO MIPUBEJIO K YCTAHOBKE JOTOIHHUTEIBHOTO ceTeBoro obopynosanus (RedBox);

—  OTCYTCTBHE METOJMKW BbIOOpa MMHBI aisi opranuzauuu nepenadn GOOSE-cooOuieHunit (cTaHIMOHHAS,
6o 1mMHA npornecca). He Bce mpon3BoquTeNy Mo AepKUBAIOT BEIOOD Mepeiauu 10 Pa3HbIM IIHHAM;

—  pa3nMYHbIe CIIOCOOBI pearn3alliy IIMHEl CHHXpOoHU3auyu. He Bce ycTpoiicTBa MOAIep >KUBAIOT €ANHBIN THII
CHUHXPOHH3ALUH JUIsl MOAJIEP)KKH HEOOXOAUMOM TOUHOCTH. DTO NMPHUBEJIO K HEOOXOIUMOCTH peallU3aluy OTASIbHON
CHHXPOHM3AIIMHU II0 CETH C HCIoNb30BaHueM mpoTokosa PTPv2 u otaensroi muasl PPS. C yuetoMm Gomnpmux pac-
CTOSIHMI Ha 00beKTe, peann3anys ontudeckor muHbl PPS 1 NTP 3nauntensHO ynoposkaina penieHue.

Pazmuuns B peanmzamun npodmiass MOK 61850 ycTpoiicTB pa3iMyHBIX MPOU3BOAMTENCH, a TaK)Ke HM3MCHEHUE
MOJIENM JAHHBIX MPOMWIISA Al HEKOTOPHIX YCTPOHCTB B 3aBUCHMOCTH OT NMPOIIMBKH TEPMHHAJIA YCIOXHMIN TPO-
necc uHTerpaunu ycrpoiicts B ACY TII.
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YkazaHHBIE TPOOJIEMBI MOTYT OBITH pEmIeHB IMyTEM THITH3a-

mun TexHudeckux pemenuidi. OO0 «DHepronpomMABTOMATH3A-

[WsT» MPUHSIIO ydacTue B paboueit rpynme B pamkax HUOKP mo pa3paboTke THMOBBIX TEXHUYESCKUX PEIICHHH, KO-

topas Oputa oprarmzoBana [TAO «®@CK E3C». OO0 «OHepronpoMABTOMATH3ANNI» YKEe MOXKET TPEIOKHUTD pe-

menns mo TamoBbIM mkadgam ACY TII, onuH u3 KoTOpBIX OBUT MpeacTaBieH Ha BbicTaBke JIDIT B 2018 romy. Ha

JTAHHOM 3TaIle TUIIOBBIC PEIICHUS SBJISIOTCSA 00Jiee JOPOrOCTOSIIMMU B CPABHEHHUH C TPAIUIIMOHHBIMU PCIICHUSIMU,

HO TIPU CEPUITHOM UCIIOJIb30BaHNH, & TAKXKE MPU BHEIPCHUU THIIOBBIX PEIICHUH APYTUMH CETCBBIMU U TCHEPHUPYIO-

IIMMH KOMITAHUSMU, THIIOBBIC PEIICHHUS HE TOJNBKO MOMOTYT 3HAYUTEIHHO YIPOCTUTH IPOIECC MPOCKTHPOBAHUS,

MyCKO-HATAKA W WHTETPAIlMYA 000PYAOBaHHSA, a TAK)XKE MOTYT CTaTh 0oJice BHITOJHBIMU C (PMHAHCOBOM TOYKH 3pe-
HUSL.

www.iec61850ru.ru



http://www.iec61850ru.ru/

( MEXXOYHAPOHAS
KOH®EPEHLIMSA

LUWOPOBASA MNOACTAHLMSA
CTAHJAPT IEC 61850
LUWOPOBU3ALINA
ANEKTPUYECKUX CETEMN
MOCKBA, 2-4 MIONA 2019 FTOJA

Typing of technical solutions for Digital Substations from the point of view of the designer, equipment
manufacturer and integrator

|.E. Kumetc, S.V. Rozanov
EnergopromAvtomatizatciya LLC
Russia
Contact:
Full name: Antipova Nina Mikhailovna
Organization: LLC EnergopromAvtomatization
Postal address: 115114, Moscow, Derbenevskaya emb., 11, bld. A, BC Pollars, office 306
e-mail: antipova@epsa-spb.ru
tel.: 8 (495) 663-36-42

Key words: cortical information system, digital substation, automated process control system, relay protection
and automation, automation systems, IEC standards, computer-aided design systems, state-of-the-art, software

Abstract:

In 2015, EnergopromAvtomatizatciya LLC introduced the first testing ground in Russia at the generation facili-
ty, which was created using the DPS technology based on the sixth unit of the Nizhny Novgorod Hydroelectric
Power Station PJSC RusHydro. EnergopromAvtomatizatciya LLC acted as the general designer, general contractor
and equipment supplier in the course of design, supply, commissioning and field tests.

At the first stage, the testing groundincluded an interconnecting controller with AMU NPT BAY function, DMU
NPT MicroRTU, SCADA NPT Expert produced by EnergopromAvtomatizatciya LLC, microprocessor devices
RPA produced by EKRA, as well as optical current and voltage transformers produced by Profotech.

Later, the testing ground was expanded and modernized several times, as the result it became a multibrand. In
particular, the composition of primary equipment (OCT and OVT) was expanded, microprocessor devices RPA (in-
cluding centralized RPA) of various domestic and foreign manufacturers were included, REE systems, electric ener-
gy metering devices and information security systems were integrated.

The changes also affected the structure of the LAN in terms of the equipment used and the structure of the sta-
tion bus and process bus.

During designingthe testing ground, the list of problems was identified:

—  different types of ports from different manufacturers (copper, optical, various types of connectors for opti-
cal ports;

—  the choice of different types of network redundancy (PRP, RSTP) for devices of different manufacturers is
not supported, which led to the installation of additional network equipment (RedBox);

—  no bus selection method for organizing the transfer of GOOSE messages (station or process bus). Not all
manufacturers support the choice of transmission for different tires;

— various ways to implement a sync bus. Not all devices support a single type of synchronization to maintain
the required accuracy. This led to the need to implement separate network synchronization using the PTPv2 protocol
and a separate PPS bus. Given the large distances at the facility, the implementation of the PPS and NTP optical bus
significantly increased the cost of the solution.

Differences in the implementation of the profile of IEC 61850 devices from different manufacturers, as well as
changes in the profile data model for some devices depending on the terminal firmware, have complicated the pro-
cess of integrating devices into APCS.

These problems can be solved by typing technical solutions.

EnergopromAvtomatizatciya LLC took part in a working group within the framework of R & D on the develop-
ment of standard technical solutions, which was organized by PJSC FGC UES. EnergopromAvtomatizatciya LLC
can already offer solutions for standard cabinets of automated process control systems, one of which was presented
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at the exhibition of power transmission lines in 2018. At this stage,

typical solutions are more expensive compared to traditional solu-
tions.
However, with serial use, as well as with the introduction of standard solutions by other network and generating
companies, typical solutions will not only help to significantly simplify the process of designing, commissioning
and integrating equipment, but may also become more profitable from a financial point of view.
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DJIeKTPOHHBII KATAJI0T KOPNOpPaTUBHBIX TexHuYeckux pemenuii P3A u ACYTII ITAO «®@CK E2C»

T.B. KoBsipiinHa
AO «HTL ®CK ED2C»
Poccus

C. I1. BopoOseB
AO «CuCogdt JleBesonMenT
Poccus
KoHTakTHOE JIUII0:
®UO: T.B. KoBsipunaa
Opranmzamus: AO «HTL ®CK EDC»
IMouToBkIii agpec: 115201, r. Mocksa, Kammupckoe mocce, a. 22, kopi. 3
e-mail: Kovyrshina_TV@ntc-power.ru
Teur.: (495) 234-72-15 (n06. 212)
(daxc: (495) 727-19-08, (495) 981-94-01

KiaroueBbie cioBa: III/I(l)pOBaSI oJACTaHI v, BHCKTPOHHLIﬁ KaTaJor, KOpPIopaTUBHLIC TEXHUYCCKUC PCHICHUA,
CAIIP

AHHOTALMA:

DNIEKTPOHHBIN KaTajJor KOpHmopaTuBHBIX TexHuueckux pemeHuit P3A u ACY TII [TAO «®CK EDC» - mpo-
rpaMMHOE oOecleueHue, MpeaHa3HauYeHHOE AJIsI KOMIUIEKCHOTO MH(OpMannOHHO-MHCTPYMEHTAIBHOTO COMIPOBOX-
JICHHS TIpoliecca pa3paboTKU MpoeKTHOH mokymeHTarmu B 4acTu P3A u ACY TII anmekTpoceTeBhIXx 00BEKTOB Ha
6aze kopropatuBHbIX TexHHueckux pereHni [TAO «PCK EDCy». Pa3paboranHoe nmporpaMMHoe oOecIieueHHe sB-
asiercst 0a30BBIM JIEMEHTOM B (POPMHUpPYEMOIl cucTeMe MH(OPMALMOHHOTO COIIPOBOXKICHUS 000PYIOBAaHHS U CH-
creM P3A u ACY TII Ha Bcex cTanusix XM3HEHHOTO IUKJIa (OT MPOEKTUPOBAaHUS A0 yTHinzanun). OcHOBHOH Iie-
JBI0 DJIEKTPOHHOTO KaTajora SIBISIETCS MOBBIIIEHHE HaJIEKHOCTH OOBEKTOB AJIEKTPOCETEBOTO XO3SHCTBA 3a CYET
MPUMEHEHNSI KOPIOPATUBHBIX (THUIOBBIX) TEXHHMYECKUX PEIICHHH, aBTOMATHU3AIMH MPOIECCOB MPOEKTHPOBAHMUS,
CO3/IaHMs M BeleHHs 0a3 JaHHBIX MPOCKTHON JOKYMEHTAIMH Ha MIKa(pbl BTOPUYHBIX CHCTEM JJIS TOCIEIYIOIIETO
nepexo/1a K KOHIEHINH IPOSKTHPOBAHUS Ha OCHOBE MOJICIINPOBAHMSL.
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E-Catalog of corporate (type) technical solutions for Protection and Control Systems PJSC «FGC UES»

T.V. Kovyrshina
R&D CENTER@ FGC UES, JSC
Russia

S. P. Vorobiev
JSC "CSoft Development"

Russia
Contact:
Full name: T.V. Kovyrshina
Organization: R&D CENTER @ FGC UES, JSC
Postal address: 115201, Moscow, Kashirskoye, 22, Bldg. 3
e-mail: Kovyrshina TV@ntc-power.ru
tel.: (495) 234-72-15 (ext. 212)
fax: (495) 727-19-08, (495) 981-94-01

Key words: digital substation, e - catalog, corporate technical solutions, CAD

Abstract:

E-Catalog of corporate (type) technical solutions for Protection and Control Systems PJSC «FGC UES» - is
software designed for comprehensive informational and instrumental support of the development process of project
documentation in the part of Protection and Control Systems of substations based on corporate technical solutions of
Federal Grid Company. The developed software is the basic element in the formed system of information support of
equipment and Protection and Control Systems at all stages of the life cycle (from design to disposal). The main
purpose of the e-catalog is to increase the reliability of substations through the use of corporate (type) technical solu-
tions, automation of design processes, creation and maintenance of project documentation databases on secondary
systems for the subsequent transition to the design concept based on modeling.
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5. Tumnossbie pemiennss O0mue BONpPOCHI

Kusnennpiii unkja P3A npu uudposoii rpancpopmanun Ha yposue IIC

A.C. IllemetoB
ITAO "®CK EBC"
Poccus
KonTakTHOe 1HLI0:
®UO: Ilemeror Aunpeii CepreeBuy
Opranusanusi: [TAO "®CK EDC"
ITouToBkIii aapec: benosexckas 4b, Mocksa
e-mail:Shemetov-AS@fsk-ees.ru
Teur.: +7 495 710 9027

Karouessie ciosa: MOK 61850, mudpoBast noacTaHus

AHHOTAIHA:

BHeznpenune nngpoBbIX TEXHOJIOTHH MAYT B MepByIo odepens B cTopoHy nudposbix [1C. Ludposas IIC naér
60utb1I0N 3 HEKT OT NUCTIONB30BaHU OOMEHA JJAHHBIMU MEKAY YCTPOHCTBaMH IO KOHTPOJIMPYEMBIM KaHallaM CBSI-
3u. Ho nmdpoBuzamnust He 3akaHIMBAETCSl YCTPOUCTBOM. BaykHO pacmupuTh BHEAPEHHE MU(POBBIX TEXHOJIOTHI Ha
BECh JKU3HEHHBII IUKI 3Heproobekra. [IoTpeOHOCTh B HAKOIJICHWH M aHAIN3€ JAHHBIX BCETO XH3HEHHOTO LUKJIA
00BEKTa 3JIEKTPOIHEPTETHKH SBISETCSA BaXKHBIM 3TAIlOM IS IEpexoja Ha OOCIyKXMBaHHE TI0 COCTOSHHIO U CO3/a-
HHUIO TOYHOW ¥ MHOTOKPUTEpPHAIFHONW 0OpaTHOM CBS3M Ul HUCIpaBJICHHUS TUIOBBIX perreHuil. [lospnsiomuecs HO-
BbIE TEXHOJIOTUH TPEOYIOT MEPEOCMBICTICHHS BCEX MOAXOI0B B 00IaCTH AIIEKTPOIHEPTETUKH, U YIOPSIIOUUTH IOIY-
JaeMbl€ Pe3YJIbTAaThl OT 3TOT0 BHEIPEHUS BO3MOXKHO JIMIIG (OPMATM30BAB M OLU(pOoBaB >ku3HeHHBIH 1k [1C.
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The life cycle of the relay protection and automation in digital transformation at the substation level

A.S. Shemetov
PJSC FGC UES
Russia

Contact:

Full name: Shemetov Andrey Sergeevich

Organization: PJSC FGC UES

Postal address: Belovezhskaya 4B, Moscow

e-mail: Shemetov-AS@fsk-ees.ru

tel.: +7 495 710 9027

Key words: IEC 61850, digital substation

Abstract:

The implementation of digital technologies are primarily happens in digital substation field Digital substation
gives a great effect from the use of data exchange between devices via controlled communication channels. But digi-
talization does not end in the device level. It is important to expand the implementation of digital technologies for
the entire life cycle of the power unit. The need for the accumulation and analysis of data of the entire life cycle of
an electric power facility is an important stage in the transition to condition-based maintenance and the creation of
accurate and multi-criteria feedback aimed to correct typical solutions. Emerging new technologies require rethink-
ing of all approaches in the field of electric power industry and regulation of the results obtained from this imple-
mentation is possible only by formalizing and digitizing of digital substation life cycle.
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6. Tunosble pemenusi, KopnoparuBuelii npodguiab

KopnopatusHbiii npoduias crangapra MIK 61850 [TAO «®@CK EJC» kak cBsizymoniee 3BeHO MEKIY
HHCTPYMEHTAMM IO/JIEPKKHU MPOEKTHPOBAHNS, HAJIATKH U IKCILTyaTalluu

A.O. Anomwun, A.B. I'onosun, H.B. CBuctyHOB
000 «TEKBEJI»
Poccus
KonTakTHoe U102
®UO: Anomnn Anekceit OneroBuy
Opranusanus: OO0 «TEKBEJI»
IouToBsIii agpec: Bapmasckoe mocce, 1.9, ctp.1b, oduc 221

e-mail: aao@tekvel.com
Teur.: +7 (495) 133-02-74

KimoueBbie cioa: MOK 61850, mpodwis

AHHOTAINA.

Crangaptr MOK 61850 — 310 rnobanbHbIN CTaHAAPT Ha KOMMYHHKAIMH B 3JEKTPOIHEPTeTHKE, KOTOPHINA BKIIIO-
yaeT B ce0sl ONMcaHUe CeMaHTHYECKUX MOJIeNIel TaHHBIX, KOMMYHHUKAIMOHHBIX MIPOTOKOJIOB, S3bIKa OIMMCAHHS KOH-
¢urypanun. HaunHast co BTOpOH pelakuuy OXBaThIBAET KOMMYHHMKAIMM BO BCEX JIOMEHAX 3JIEKTPOIHEPTETHKH,
BBIXO/IS 32 PAMKH JIOKQJIBHOTO 00BEKTa (TTOJICTAaHIINN).

Coszmanne mpoduneit MOK 61850 — rnobanpHbI MupoBoit TpeHn. IIpodmim KOHKpeTH3HpyIOT TpeOoBaHUS
cragapta MOK 61850 ¢ yuétom cnennduky peanmsanun GyHKIUA Ha KOHKPETHBIX peIHKaxX. [Ipodumm obecneun-
BAlOT TUIM3AIUIO U BHICOKHH YPOBEHb COBMECTHMOCTH PEILICHUH 1Ol KOHKPETHbIE PBIHKHU. [IpuMeHeHre cTanaapT-
HBIX Mpoduiell MO3BOJSET aBTOMATU3UPOBATh ONEPaLlMK MPOSKTHPOBAHUS U HalaIKH 00OpYIOBaHUS BTOPUYHBIX
cucteM B dHepreTuke. J{si SHEProkOMIaHui MpoQuib — 3TO BO3MOXXHOCTH CO3/aTh €AWHOE WH(OpMAINOHHOE
MIPOCTPAHCTBO M OCYIIECTBIATh WHKUHUPUHT I10 €IMHBIM IpaBmiaM 0e3 OrpaHMYEeHUs] KOHKYPEHIMH MEXIY IO-
CTaBIIMKAMH.

Ha cerogasmamii 1eHs B TOM WM WHOM BHIe npodmmn crangapra MOK 61850 paspaboTansl wim pa3pabathl-
BAIOTCSl Pa3IMYHBIMH OPTaHU3AlMAMHM U cTpaHamH, BKmodas Mcmanmio (rpymma E3), Kwuraii (I'ocymapcrBennas
anekTpocereBas komnanus Kuras), @panumto (RTE), a Takke o0beanHeHNe EBpOneicKHX CHCTEMHBIX OIIepaTopoB
(ENTSO-E).

Poccus He crana uckimtodeHreM U B pamkax padoT [TAO «D®CK EDCy» 6bu1 pa3paboTaH KOPIOPATHBHBIN MPO-
¢unb crannapra MOK 61850. IIpoduns co3znan B pamkax HOKP ITAO «®CK EDC» no pazpaboTke karaiora
TunoBeIx pemenuit P3A, ITA u ACY TIIL.
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IIpoduieM KOHKPETH3UPOBAHBI U JOOTPEICICHBI TPeOOBAHMS
CTaH/apTa B CJIEAYIONINX 00IacTsIX:

e  Mogenn naunbix pynknuit P3A, ACY TII u ITA

° OrnrcaHue 3JIEMEHTOB MMEPBUYHON CXEMBI MOACTaHIINH Ha si3bike SCL

e  Crenu¢ukanys NpoTOKOJIOB Iepeaadn JaHHbBIX

e  TpeOoBaHuUS K CMEXKHBIM CHCTeMaM (CHHXpoHH3aLust Bpemenu, JIBC u i)

O6nacTh npuMeHeHus pazpadoraHHoro npoduis pacnpocrpansiercs Ha [1C 110 — 750 kB.

[Ipumenenne xoproparuBHoro npodmwis MOK 61850 mo3somsier nocturaTh Gosiee BBHICOKOH COBMECTUMOCTH
MEX1y 000pyI0BaHHEM Pa3IMYHBIX IPOU3BOIUTENEH IIPU PEeTU3aNU THIIOBBIX (YHKIHH, (hopMann3oBath TpeOo-
BaHUs K pa3pabOTKe MPOEKTHON M pabouell TOKYMEHTAIINH, a TAaK)Ke MCIIOJIb30BaTh pa3paboTaHHble (aiiibl omuca-
HUS KOH(UTypalnuy MOJCTaHIIUK Ha BCEM KM3HECHHOM IMKIIE O0BEKTA.
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IEC 61850 Corporate profile of the FGC UES as a nexus between design, commissioning and maintenance
support tools

A.O. Anoshin, A.V. Golovin, N.V. Svistunov
TEKVEL Ltd.
Russia
Contact person:
Name: Alexey Anoshin
Organization: TEKVEL Ltd.
Postal Address: 9 bld 1B, Varshavskoe shosse, office 221

e-mail: aao@tekvel.com
Tel.: +7 (495) 133-02-74

Key words: IEC 61850, IEC 61850, profile, application profile

Annotation:

IEC 61850 — is a global standard for power utility automation, incorporating the specifications of the data mod-
els, communication services and protocols, as well as the configuration language. Starting with edition 2 the stand-
ard covers communications in all power automation domains, extending the initial substation scope.

Creation of IEC 61850 profiles — is a global trend. Profiles additionally specify IEC 61850 requirements taking
into account the specific way of functions implementation for specific markets. Profiles provide typification and a
higher level of interoperability between solutions for specific markets. Application of profiles would allow to auto-
mate desing and commissioning processes to the much higher extent. A profile for a power utility is a mean to create
a common information space and perform engineering tasks following common rules without any restriction of
competition between suppliers.

To date the IEC 61850 profiles are developed or being developed by different companies and countries, includ-
ing Spain (E3 group), China (State Grid Company of China), France (RTE), as well as the European Network of
Transmission System Operators for Electricity (ENTSO-E).

Russia did not become an exception the FGC UES developed the Coprorate profile of IEC 61850 within its R&D
activities. The profile has been created as a part of the R&D project for the development of the unified solutions for
PAC.
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The profile specifies the IEC 61850 standard in the following
areas:
Data models for protection, automation and system integrity protection
Substation single line diagram modeling using SCL
Communication protocol parameters
Adjacent systems requirements (such as LAN, time sync etc.)

The scope of the profile applies to 110 - 750 kV substations.

Application of the Corporate profile of IEC 61850 allows to achieve significantly higher interoperability be-
tween the IEDs of different vendors when implementing typical functions, as well as to specify the requirements to
design documentation and use the system configuration description during the whole substation lifecycle.
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7. Tunossble pemenus. Hanaaka u sxcmiryaranus

AKTYyaJIbHbIE MPOGJIEMbI HAJIAIKH U IKCILTYaTaluu apxurekTypbl nocrpoenusi IIC II Tuna aiist 06beKToB
reHepanuu

A. Macnos I1.B. I'ypees, [1.C. lllykun, A.B. Cepenues, E.H. Konobpomos k.1.H.
000 «TEKOH-CucreMsl»
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KonTtakTHoe qu10:
®UO: Cepennes Anekceit Braanmuposud
Opranusanusi: OO0 «TEKOH-Cuctembi»
MourtoBbiii anpec: 123308, Mocksa, 3-1 XopomieBckas ynuia, 1oM 20
e-mail:serednev@tecon.ru
Teur.: (495) 730-41-12 (106. 495)
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Karouessie cioa: 1l Tun nocrpoenust apxurextypsl I11C; OO0bekTHO-OpHeHTHpOBaHHbBIe coobmmenus; [Ipodite-
MBI HHTETPAIMU HAa 00BEKTaX

AHHOTALMA:

CoBpeMeHHbIE TEHACHIIUH PA3BUTHS M MOAEPHHU3AIMH BTOPHYHOTO OOOpPYJOBAaHHS Ha OOBEKTaX JHEPreTHUKU
YKa3bIBAaIOT Ha IOCTETIEHHBIN IMepexo] K MPUMEHEHUI0 apXuTeKTypsl noctpoerns nojactanuuii (I1C) II tuma. s
YKa3aHHOTO THIIA apXHUTEKTYPHI B3aMMOACHCTBHE MEXIy MHUKpomnpoueccopHbME (MII) ycTpoiicTBamu peneitHoi
3amuTHl U aBTOMaTHKH (YP3A) BBINONHSAETCS MPU MOMOIINM 00BEKTHO-OPHEHTUPOBAHHBIX COOOIIEHNH. YKa3aHHbIC
COOOIIEHNS TOIDKHBI (POPMHUPOBATHCS. B COOTBETCTBUH €O cTaHnaptoM MOK61850-8-1 (mporokonr GOOSE). [lan-
HBIC PEIICHMS O3BOJITIOT ONTUMH3UPOBATh KaOelbHbIE CBsI3M Mexy mKkadamu P3A. IIpu 3ToM B pamKkax HajlaJlKu
1 TIOCNIEAYIONIEH SKCIUTyaTanuy NOAOOHBIX OOBEKTOB BO3HUKAIOT IPUHLUITMAIBLHO HOBBIE NMPOOJIEMBI, CBSI3aHHBIC C
OTKa30M OT TPaJUIIMOHHEIX crioco0oB B3auMoeiictere Mexkay MI1 YP3A (apxutektypsl moctpoenus [1C I tuma).

B pamkax gokiana pacCMOTpPEH psAJ Mpo0ieM, XapaKTepHbIX MPU BHEApeHUH apxuTekTyp noctpoenus I1C II tu-
na Ha o0beKkTax reHepaunu. K qaHHBIM NpoOiieMaM OTHOCST BBINOJHEHHE HACTPOMKH IM(POBBIX CBA3EH B paMKax
koHurypuposanus YP3A npu moaepHuzaunu o0bekToB Il THIa nmocTpoeHust apXUTEKTYpPhI, CyLIECTBEHHOE MOBbI-
IIEHHE HAarpy3KH Ha JIOKaJIbHYIO BbuuciuTensHyto ceth (JIBC) sHeprooOGbekTa B paMKax aBapHHHOIO Ipolecca
(undpoBoii WTOPM), a TaKKE CYIIECTBEHHOE MOBBINIEHUE TPeOOBaHUI K YPOBHIO KOMIIETCHIIMH PEJICHHOIO Mepco-
Hana B obmactu IT mHAyCcTpUH, a Takke ctangapra MOK61850. HenocrarouHoe BHUMaHKE K BBINIE O3HAYEHHBIM
npo0iemMaM Co CTOPOHBI HTPOKOB PBHIHKA BTOPUYHOTO 00OPYNOBAaHHSA, a TAKXKE MOTPEONUTENEeH PUBOANT K CHIKE-
HUIO HAZEKHOCTH PabOTHI SHEPrOOOBEKTOB M MOBBIIICHHIO 3aTPaT Ha UX SKCIUTYyaTAlUIO 10 CPAaBHEHHUIO C OOBEKTa-
MU C TPaJUIHNOHHBIMU peIeHuAME (apxutekTypsl noctpoenus I1C I tuma).

B nmoxmane taxxke npexacraBiersl nmoaxonsl ' K TEKOH mo cHmkeHWIo BIHMSHASA MPOOJIEM IPU CO3MaHUH HIIH
MOJICPHHU3AIUHN dHEProoObeKTOB ¢ apxurektyporr moctpoenus [IC Il tuna. [TomydeHHBIH CcrielMaIrMCcTaMH OIBIT
MO3BOJISIET CYIIECTBEHHO CHHM3HMTh PHCKM M ONTHMHM3HMPOBATh 3aTpaThl Ha JKCIUTyaTallMi0 OOBEKTOB I'€HEpaluu C
apxurektypoi noctpoenus I1C II Tuma.
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Actual problems of adjustment and operation of architecture of construction of substation Il type
for generating facilities

.\V. Guriev, D.S. Shchukin, A.V. Serednev, E.N. Kolobrodov, Ph.D.
OOO TECON-Systems
Russian Federation
Contact:
Full name: Alexey Vladimirovich Serednev
Organization: OO0 TECON-Systems
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e-mail: serednev@tecon.ru
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fax: (495) 730-41-13

Key words: architecture of construction of substation type Il, Object-oriented messages, Integration problems at
the facilities

Abstract:

Current trends in the development and modernization of secondary equipment at energy facilities indicate a pro-
gressive transition to the use of the architecture of construction of substation (SS) type Il. For this type of architec-
ture, the interaction between microprocessor-based relay protection and automation devices is performed using ob-
ject-oriented messages. These messages must be formed in accordance with IEC 61850-8-1 (GOOSE Protocol).
These solutions allow to optimize cable connections between relay protection and automation panel. In the frame-
work of commissioning and subsequent operation of such facilities there are entirely new problems associated with
the abandonment of traditional ways of interaction between microprocessor-based relay protection and automation
devices (architecture of construction of substation type I).

As part of the report addressed a number of problems in the implementation of architecture of construction of
substation Il type power generation facilities. These problems include the implementation of setting up digital com-
munications within the configuration of relay protection and automation devices in the modernization of objects of
the 11 type of architecture, a significant increase in the load on the local area network (LAN) of the power facility in
the framework of the emergency process (digital storm), as well as a significant increase in the requirements for the
level of competence of relay personnel in the IT industry, as the standard IEC 61850. Low attention to the above-
mentioned problems on the part of the secondary equipment market players, as well as consumers, leads to a de-
crease in the reliability of power facilities and an increase in the cost of their operation compared to objects with
traditional solutions (architecture of construction of substation type 1).

The report also presents the approaches of the TECON group to reduce the impact of problems in the creation or
modernization of energy facilities with the architecture of construction of substation type Il. The experience gained
by the specialists allows to significantly reduce the risks and optimize the costs of operation of generation facilities
with the architecture of construction of substation type 1I.
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8. Cun3ponuzauusa.SV

Ouenka He0OX0IMMOCTH CHHXPOHU3AMU BpeMeHH pyHKkuuii P3A ucnob3yonux JaHHbIe
00 aHAJIOTOBBIX BeJMYHHAX coriiacHo mporokoay MIK 61850-9-2

H.A. Jonu, M.H. besnenexunix, N.A. KomenskoB
OO0OO HIIIT «2KPA».
Poccus
KonTakTHOE J1M1I0:
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Teur.: +7 (8352) 220-110, 106. 9033

KaroueBbie ciaoBa: mudposas moactaHiys, npeodpazosatens ananoroporo curaana (ITAC), IEC 61850-9-2,
nuppoBOr OOMEH

AHHOTALMA:

B snexTposHepreTrke akKTHBHO MPUMEHSIOT Pa3IWYHbIC PEIICHHUS MO0 «IH(PPOBU3ANNN) OTPACIH, B TOM YHUCIIE B
obmact peneiHol 3amuTsl 1 aBToMaTHKH (P3A). KifoueBRIM MOMEHTOM SIBIISIETCSI CO3/IaHHME IIMHBI IIpoIlecca B
cootBercTBUH co cragmaproM [EC 61850. YacTe BOIpPOCOB MPAaKTUYECKOTO MPHMEHEHMS, KacaTelbHO IH(POBOit
WH(pOPMAIINY, ONKCAHHON B m1aBe 9-2 cranmapra Hannik cBoé orpakerue B IEC 61850-9-2LE. Ionyuenue mudpo-
BOM MH(OPMAIMU O TOKAX M HANPSDKEHUSAX Pa3IMIHBIX MPUCOSANHEHNH IN(PPOBOI MOACTAHIIMN OCYIIECTBIISICTCS C
roMonipio npeobpazosareneil ananorosslx curnanos (ITAC) wnmm, npu ucnonb30BaHUU ieKTpoMarHUTHEIX TT n
TH, aBroHOMHBIX npeoOpa3oBateneli ananoroseix curHanos (AITAC). ITomydyenue nudpoBEIX OTCYETOB CHI'HAIOB
ananoroBbix BennmunH B [IAC m AITAC mpoum3BOAHWTCS € TOMOINBIO aHAJIOTOBO-IM(POBBIX MpeoOpasoBareieit
(ALIIT). OnHOBpeMEHHOCTD (hUKCanny NU(PPOBBIX OTCUETOB JUIS BCEX HCIIOIb3YEMbIX AJIEKTPHUCCKUX BEIMYHH T103-
BOJISIET MCKIIIOYMTH HeomlpeselieHHble (a3oBbie caBuru obOpabarbiBaembix curHaioB. Crangaprom IEC 61850
MPEIYCMOTPEHO UCTOTIH30BAHNE JIOKAIBHOW CHHXPOHHU3AIMH, T 3aIIUT, paOOTaIOMIMX Ha OJHOW MOJCTAHIIUH, UITH
r100anbHOM CHHXPOHM3ALWHU, HAIpUMeEp, [UIA 3aIlUT, COCTOSIINX W3 JBYX IMOJYKOMIUIEKTOB, YCTAaHOBJICHHBIX Ha
Pa3HBIX MOJICTAHIIUAX.

B noxnane ouneHuBaercs mpenmnojaraemoe noseneHue GyHkuuii P3A mpu morepe CMHXpOHM3AIUH yCTPOICTB
P3A, npu notepe cunxponuzauuu yctpoiicts IIAC u AITAC u npu pecunxponuzauuu. IIpeninoxeHsl Mepbl, TOMO-
TaolINe HCKIIOYUTh BEPOSTHOCTh HETNPABHIbHON pabOTHI 3aIIUTHI B OMMCAHHBIX CUTyanusx. B mokmaxe paccmart-
PHBAIOTCS pa3IMdHble HAOOPHI JaHHBIX OT OJHOTO MCTOYHHKA, C Y4ETOM TpeOoBaHWH pa3nuuHbIX (QyHKIuA P3A,
KOTOpBIE MOT'YT HCIOJIB30BaTh 3TH HAOOPHI JaHHBIX, B TOM YHCIIE B PEXKHUME OTCYTCTBHS CHHXPOHU3AIMN UCTOYHH-
koB ITAC u ATTAC.
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Evaluation of necessity to synchronize protective relaying functions working with analog values data using
IEC 61850-9-2 standard

N.A. Doni, M.N. Bezdenezhnikh, I.A. Koshelkov
Ekra Ltd.
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Full name: Koshelkov Ivan Aleksandrovich
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Key words: digital substation, analog merging units (AMU), IEC 61850-9-2, digital data

Abstract:

Different solutions for “digitalization” are currently used in many domains of power systems including protec-
tion and control equipment. The key problem is creation of process bus using IEC 61850 standard. Some of the
practical tasks pertaining to digital information described in part 9-2 are reflected in IEC 61850-9-2LE. Analog
merging units (AMU) or stand-alone analog merging units (SAMU) (when inductive CT and VT are applied) trans-
mit digital currents and voltages data from digital substation bays. Digital readouts of analog values are formed by
means of analog-to-digital converters (ADC) in AMU and SAMU. The simultaneous latching of digital readouts for
all currents and voltages data eliminates undefined phase shifts of the processed signals. IEC 61850 standard stipu-
lates application of local time synchronization for standalone substation protections, or global time synchronization,
for example, for protection sets at different substations.

The report predicts relay protection behavior in case of relay protection, AMU and SAMU devices lose time
synchronization and at resynchronization. The authors propose measures to eliminate possible protection failure in
different situations. The report discusses various data sets from one source, taking into account the requirements of
various relay protection functions that can use these data sets, including modes when AMU and SAMU sources lose
synchronization.
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9. OoopynoBanue. PAC
Peanuzanus uudgposoro perucrparopa OO0 "ITAPMA" B cooTBeTcTBUM cO cTaHgapToMm MIK 61850

M.M. Iletpos, A.C. HemxoBuy, I'.C. Epmonaes
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AHHOTAIHA:

Ilocnennee necsTuaeTHE Pa3sBUTHA CUCTEM aBTOMATU3ALMM M 3alUTHI B IEKTPOIHEPTrEeTHKE XapaKTepHU3yeTCs
BHE/IPEHNEM psAJa HOBBIX TEXHOJIOTHUH M CTAaHAAPTOB, OKA3aBIINX CIJIFHOE BIMSHHE Ha OTPacib B 1esioM. OTHIM U3
Takux cTannaptoB sBiseTcs MOK 61850. Kak B pamkax «1upoBBIX» IHEPrOOOBEKTOB, TaK U JIJIsl SHEPTOOOBEKTOB,
MMEIOIIUX TPAJUIMOHHYIO CTPYKTYPY OpTraHH3allii BTOPHYHBIX IIETEH, peTUCTPATOPhI aBAPUIHBIX COOBITHH (Hajee
— PAC) nMeroT oquHaKOBOE Ha3HAUCHUE U SIBIIAIOTCS 3JIEMEHTOM CHCTEMBI MOHUTOPHHTA 3JIEKTPOMATHUTHBIX ITepe-
XOJIHBIX TPOIECCOB, MPOTEKAIONINX B aBAPUITHBIX peKUMax paOoThl: (aKT HACTYIJICHHUS aBapHHHOTO pexxuma (puk-
cupyercsi nyckoBbIMH opraHamu PAC, KOHTpoIMpyeMble JaHHBIE 3alKCBIBAIOTCS B YHEPrOHE3aBHUCHMYIO MaMSATh
YCTPOWCTBa B ompeseraeHHOM dopmaTe. JJaHHBIH (YHKIMOHANT SBISETCS 0a30BBIM /U JAHHOTO KJlacca yCTPOUCTB U
HE 3aBHUCUT OT KOHLEMUUH MOCTPOCHUsI CUCTEM aBTOMaTH3aluuu U 3amuThl. OgHako crangapt MOK 61850 BbiiBu-
raet psja NPUHOHMHATBHBIX TpeOoBanmii kK PAC. s popmanm3anun JaHHBIX TPeOOBAaHUI CTOUT OTMETHTH, YTO
crargapT MOK 61850 He Tompko yHUPHUIHPYET HHTEP(EHUCH U MIPOTOKOIBI Iepeladr JaHHBIX MEXIy YCTPOUCTBA-
MH aBTOMAaTH3aIlM{ ¥ 3aIUTHI, HO U OINpPEeNsieT OCHOBHBIC NMPHUHIIUIBI TIOCTPOEHHUS aBTOMAaTH3UPOBAHHBIX CHCTEM
Ha HEpProo0beKTax: — (PyHKIMHM BCeX MHTEIUICKTYalIbHBIX YCTPOUCTB aBTOMATH3AllMU U 3aIUTHl CTAaHAAPTH3UPOBa-
HBI U TIPE/ICTaBJICHBI B BU/IE JIOTHUECKUX Y3JI0B C YHHKAJIBHBIMH UMEHAMHU, KOTOPbIE HE 3aBUCSAT OT IPOM3BOIUTENI
000pyIOBaHUST; — IUIsl BCEX JIOTUUECKHUX Y3JIOB ONPEJCICHbl U CTaHJapTU3UPOBAaHbl O0BEKTHI JAHHBIX M UX aTpHOY-
TBI, C IIOMOIIBIO KOTOPBIX MPOHMCXOIUT HMH(POPMAIIMOHHBIH OOMEH Kak MEXIy JIOTMYECKUMH Y3JIaMH OJIHOTO
YCTpOMCTBA, TAK M HECKOJIBKHUX YCTPOICTB; — ONpPEEIICHBI ITPAaBIIIa B3aHMOICHCTBHS MEXIY JIOTHUECKUMH Y3JIaMH,
TIO3BOJISIOINNE PEATU30BBIBATh JOTUKY PaOOTHl YCTPOWCTB aBTOMATH3alMM M 3alIUTHl KaK €AWHOTO KOMILIEKCA.
Henp manHOTO mokmama — mpexactaButh BupeHne OO0 «[TAPMA» ctpykrypel PAC kak sieMeHTa «IuppoBOii»
nojcTaHuy, nocTpoeHHo corsiacHo MOK 61850. B nanHOM JT0Knaze TOM 4YMCIE PacKpbIBAIOTCS CTPYKTypa IpHU-
MEHSEMBIX JJOTHIECKUX Y3JI0B U MX B3aHMOJICHCTBHE, HCIIOIb3yeMbIe CEPBUCHI I NX OCOOEHHOCTH. B 3akmounTers-
HOW 4acTH JOKJIafia MPUBOJUTCSA OMHCAHUE CMOAEIHPOBAHHOIO NMpHMepa ucnosb3oBaHus PAC Ha mojctaHIiuu B
HOPMAJIBHBIX U aBapUIHBIX PEeKUMax paboTHI.
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The implementation of digital fault recorder PARMA LLC in accordance with the IEC 61850

M.Petrov, A. Nemkovich, G. Ermolaev
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Key words: DFR, digital fault recorder, modeling, digital substation

Abstract:

The last decade of the development of automation and protection systems in the power industry is characterized
by the introduction of new technologies and standards that have had a strong impact on the industry as a whole. One
such standard is IEC 61850.

As in the «digital» substations, and for the substations having the standard structure of the secondary circuits,
digital fault recorders (hereinafter - DFR) have the same functions and are part of a monitoring system of electro-
magnetic transients occurring in the emergency mode of operation, the fact of occurrence of emergency mode is
fixed by the DFR trigg functions, controlled data is stored in non-volatile memory devices in a specific data type.
This functionality is the basis for this class of devices and is not dependent on the construction of automation con-
cepts and protection systems.

However, the IEC 61850 standard raises a number of fundamental requirements for DFR. To formalize these re-
quirements, it is worth noting that the standard IEC 61850 not only unifies the interfaces and data transfer protocols
between the automation and protection devices, but also determines the basic principles of automated systems at
substations:

- the functions of all intelligent electronic devices are standardized and presented in a logical nodes with
unique names that do not depend on the equipment manufacturer;

- data objects and their attributes are defined and standardized for all logical nodes, by which data exchange
takes place between both nodes of one logical device or multiple devices;

- the rules of interaction between the logical nodes are defined, they allow to implement the logic of automa-
tion devices and protection as a single complex.

The purpose of this report is to present the vision of PARMA LLC DFR structure as part of the digital substa-
tion, constructed in accordance with IEC 61850.This report also includes the structure of logical nodes and their
interactions, used services and their features. Finally there is a description of a simulated example of the DFR appli-
cation in a substation in the normal and emergency operating modes.
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CucremMa perucTpainum aBapuidHbIX cOObITHIT HU(PPOBOI MOACTAHIIUN

10. B. UBanos, P.P. Myctadun
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Poccus
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KaioueBsle ciioBa: cucrema perucrpanuu aBapuiiHsix coObituii (PAC), crannapt MOK 61850, ananu3 cereo-
ro Tpaduka, npeobpazosarenu aHanoroseix curHaioB (ITAC), npeoOpasoBarenn auckpernsix curnanos (I171C),
riobanbpHbIe HaBUranuoHHele cryTHHKOBBIE cucteMbl ('HCC), mudpoBble TpOTOKOJIBI CHHXPOHU3AIMN BPEMEHH,
precision time protocol (PTP), network time protocol (NTP).

AHHOTAIMA:

[lepBbIe e MOMBITKN NMPAKTHYECKON peanu3aiy TH(POBOIl MOACTAHIINH IOKa3aJIl HEOOXOIUMOCTh B CHCTEME
perucTpanuy aBapUitHBIX COOBITHH y)ke Ha HadalbHBIX 3Talax MOHTaXa M Halmaaku. IIpu 3ToM He urpaer ocoboit
pouy, B KakoM (opmaTe 1 Macmrabe peanu3yeTcs IPOeKT — BUJIE Ja00OPaTOPHOrO CTEH[a, IOJIMIOHA Ha JeHCTBYIO-
meM 0OBEKTe WITH TTOHOIIEHHOTO NMIPOMBIIIUIEHHOTO BHEIPEHUA. B KaXK10M cilydae BaKHYIO pOJIb B YCIICIIHOM pea-
JM3alUK MIPOEKTA UTPAaeT HAIWYME ACHCTBYIOUICH CHCTEMBI PErMCTPAaLlMH aBapUHHBIX cOObITHH. /Iyt TOro 4ToObI
MOHATH, YTO MPOUCXOJUT B HIMHE MPOLECca U IIUHE CTAHIUH, B KAKOM COCTOSIHUU HaXOAATCS KOMMYHUKAIMOHHOE
obopynoBaHue u 000OpyJOBaHHE, yJIaCTBYIOIIEe B WHPOPMAIMOHHOM OOMeHe, HeOOXOIUM HEKOTOPBIH MEXaHW3M
MOHHUTOPHHTA, GYHKIIMN KOTOPOTO B TIOJIHOM MEPEe MOKET BBHIIIOJIHATH CUCTEMA PETUCTPAalny aBApUIHBIX COOBITHH.

Taxum 06pa3om, MPaKTHIECKUIl ONBIT MOKa3bIBACT, YTO CHCTEMa PETHCTPAIMN aBapUHHBIX COOBITHH 1 nud-
POBOIf MOJACTAHIMK Ja)ke Oojee BaXKHA, YeM JUId KJIACCHYECKOW M, B TOXE BpeMs, Ha JaHHBIII MOMEHT HauMEHee
oOcyxmaemasi CUCTeMa II0 CPAaBHEHMIO C APYTMMHU 3JIeMEHTaMH [uGpoBoH noacTaHImy. JlaHHas paboTa nmpu3BaHa
BOCIIOJIHUTB 3TOT HEJOCTATOK.

C y4eToM HaKOIUICHHOTO OITbITa, COBEPLICHHO OYEBUIHO, YTO CUCTEMA PETHCTPAIMU aBapUUHBIX COOBITUH M-
POBOIi MOJICTAaHIIMU 00JIaIaeT COBEPILCHHO HOBBIM (DYHKIIMOHAIOM, U K HEH, KaK K cucTeMe, He0OXO0MMO BBIpado-
TaTh HOBBIE TeXHUYecKue TpeboBanma. Hampumep, 11 co31aHus M COXPAHCHMS aBApUHHON OCIIMIUIOTPAaMMBI 3JIEK-
TPUYECKOTO PEXUMa OCHHIUIOrpady HE0OXOIMMO MOIYYHUTh 3TH IAaHHBIE IO MU(POBBIM MpoTokoigaM. Ho kak mo-
HATb, YTO OCIMIUIOrpad MpaBUIBHO WHTEPIIPETHPOBAII JaHHBIE, TIOIyYSHHBIE 10 IIHMHE MPOIecca, WK IIHHE CTaH-
LMY U 3aM1call IMEHHO OCLIJLIOTPaMMy aBapHiHHOTO pexxuMa? OJHNM U3 MEXaHU3MOB MOTIJIa OBl CTaTh Mapaieib-
Has 3aICh OCIMJIOTPaAMMBI SJIEKTPHIECKOTO PEXXKNMa U COOTBETCTBYIOMIEH €1 OCIMIUIOrpaMMBI CETEBOTO TpaduKa.

B nanHoii pabore aHaIM3MPyeTCs] HAKOIUICHHBIN OIIBIT 10 MPAKTUYECKOW pealn3alii CUCTEMbl aBapUIHBIX CO-
ObITHil LM(POBOIL MOICTAHIINY, a TAKXKE IPEIUIAraloTcsl HEKOTOPbIe TeXHHUYEeCKHe TpeOOBaHMs K HEll, C y4eTOoM cIie-
dUKY peraeMbIxX €10 3aa4 B paMKax [H(POBOM MMOICTAHIINH.
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Fault recording system of a digital substation

Y.V. lvanov, R.R. Mustafin

«Prosoft-Systems», Ltd
Russia

Contact:

Full name: lvanov Yuri Vasilievich

Organization: «Prosoft-Systems», Ltd

Postal address: Volgogradskaia 194a Yekaterinburg Russia
e-mail: ivanov@prosoftsystems.ru

phone.:+7(343) 376-28-25

fax:+7(343) 310-01-06

Key words: fault recording system, IEC 61850, computer network traffic analysis, analog measurement units,
discrete measurement units, global positioning systems, clock synchronization, precision time protocol (PTP), net-
work time protocol (NTP)

Abstract:

The first practical implementations of a digital substation reveal that a fault recording system is necessary even
at start of installation and commissioning. Here the digital substation project type does not matter. The fault record-
ing system is equally necessary for a laboratory stand, a field test or an operating digital substation. In each case,
operation of the fault record system plays an important role in the successful implementation of the project. In order
to understand what is happening in the process bus and station bus, some monitoring mechanism is needed. It should
indicate the state of communication equipment and other equipment that uses communication network. The digital
substation monitoring functions can be fully performed by the fault recording system. Thus, practical experience
reveals that the fault recording system is even more important for a digital substation than for a usual substation. At
the same time, digital substation fault recording system is unpopular discussion topic for digital substation design-
ers. This work is done to fill this gap.

If previous experience of digital substation implementation is considered, it is quite obvious that the fault record-
ing system of the digital substation has a completely new functionality. So it is necessary to develop new technical
requirements to the system. For example, to create and save a fault record of an electrical network state, the record-
ing device needs to obtain electrical parameters data by using communication protocols. However, the recording
device itself can create an incorrect record by correct data that was obtained via the process bus, or the station bus.
To prevent this problem it could be used synchronous recording of electrical network state parameters and simulta-
neous network packages data. This paper analyzes practical experience in fault recording system implementation on
digital substations. Also it offers some technical requirements for the fault recording system of a digital substation
that follow from the digital substation specific conditions.
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AHHOTAIHA:

Cy1iecTByeT MHEHHE, YTO KOMMYTATOPBI ¢ mojaepxkoii crangapra MOK 61850 — 3T0 MapKeTHHTOBBINA XOIH
OOBIYHBIE KOMMYTATOPHI TaKXe MOTYT NpUMEHAThCS ais noctpoeHuss ACY TII sueprerndeckoro o6nexra. Ho
QG poBast MOACTAHINS - 3TO CJIOXKHAS CHCTEMa W3 MHOXECTBA JIEMEHTOB, KOTOPBIE CBS3aHBI B EAMHYIO JIOKAJIEHYIO
BerauciuTensayio ceth (JIBC). Ha ocHoBe mannoit JIBC peanu3yroTcst TOpu3oHTaIbHAs U BEPTHKAIbHAS CBSI3H, a
TaKXkKe MepesaroTcs JaHHBIE OT BCEX M3MEPUTENIFHBIX YCTPOUCTB. M3-3a BBICOKOW HArpy3KH Ha CETb U CIECHUPHUKU
JJIEKTPOIHEPTETHKN K KOMMYTAaTOpaM IIPEeIbsBIICTCS BhICOKHE TpeOoBaHMA. [IpudeM, cereBoMy 000pYyZOBaHHIO
HEOOXOANMO MMETh HE TOJNBKO BBICOKHH ypoBeHb DMC, HO M peanu3oBbiBaTh crienupuunbie [T-dynkimm, Takne
Kak mojnepkka npuopuretHoit nepenaun GOOSE-coobmenmii, monnep:kka nporokona PRP, moxnepsxkka Multicast
n VLAN.

B mepByto odepenp kKoMMyTaTopaM HEOOXOIMMO MOAIePKUBATh MpHopuTeTHYIO nepenadsy GOOSE-cooOmeHmii.
D10 mo3BoJIsIeT KOMMYyTaTopam Beiiepkath “GOOSE-nasuny”. s obecrieueHus: MPUOPUTETHOMN OBICTpOH miepena-
gyu GOOSE-coo0buienunii, koMmmyTaTopy Heobxonumo nmoHumath QoS-npuopuret naketa u ero VLAN ID, a takxke
“ysnaBath”’ Ethertype GOOSE-nakera.

Bo-BTOpBIX, KOMMYTATOPHI TOJDKHEI IIepeaaBaTh MakeTsl ¢ ¢ PRP-TtpeinepoM. OTo He0OX0auMO, YTOOB! JaHHBIE
BHYTPH ceTH ¢ pe3epBupoBanneM PRP nepenasanuce 6e3 nmoreps.

Taroke moctatodHo BocTpeOoBaHHEIMHE sBisttoTcs pyakmmr VLAN u Multicast. VLAN mo3BoJsieT cerMeHTHPO-
BaTh CETh, pa3feisis e Ha BHPTyaJbHBIC MOACETH, a Mmojjaepxka Multicast mo3BossieT paboTaTh ¢ MOTOKAMH JaH-
HbIX. JlaHHBIE (YHKIMN MO3BOJISIOT YIPABIATh IIOTOKaMU AaHHBIX. Hanbosee akTyanbHO 3TO Uil yrpaBieHUs SV-
MTOTOKaMH.

JononHuTensHO K TeM TpeOoBaHMs, KOTOPBIE ObLIN 00CYKAEHBI, VI PEeaIN3allii HOBBIX MIPOEKTOB MOTPEOYyIOT-
cs mozJiepkka nporokona PTPv2, mepenava naHHBIX CO CKOpOCThIO mepenauu naHHbiX 10 ['6ut/c, pabora Ha 3
ypoBHe monenu OSI, nogaepxka HSR

s peanuzanuu cuaxponuzaunu 1no PTP HeoOXoquMo, 4TOOBI KaXKAblii KOMMYTATOp, Yepe3 KOTOPbIH HNPOXOAUT
MaKeT CUHXPOHM3AIMH, JOOABISUT B OTOT MAKET 33/IeP’KKY BPEMEHH, KOTOPYIO OH Aai npu nepenade. Kommyrarop
6e3 nopnepxku PTP atoro crnenats He MOXKET U TOOUTHCSI TOYHOCTH 1 MKC OyJIeT HE BOZMOIKHO.

SV-1I0TOKH JOCTaTOYHO TpeOOBaTEIHHBI K MPOITYCKHON CIOCOOHOCTH CeTH W mepenada naxe 20 MoToKoB dyepe3
KOMMYTaTop, CKOpOCTh MopToB KoToporo 100 Mowurt/c, sBisercs mpobiemoii. Ha kpymmHOM sHepreTHaeckoM 00beK-
TE TAKUX MOTOKOB MOXKET OBITH JOCTATOYHO MHOTO U UISl OPTaHM3aLUK MarucTpaieii moTpedyroTcst 6oNbIIne CKO-
pocth, Hexenu 1 I'6ut/c. IMeHHO mo3TOMY ceifuac CTAaHOBATCS aKTyaJbHBIMH KOMMYTATOPHI C HAJTMUHEM KaHAJIOB
TepeIady TaHHbIX co ckopocThio 10 I'ouTt/c.
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Cnoxuocts ACY TII mpoaomkaeT pacTd W KOJIHYECTBO CH-

CTEM B paMKax OJHOT'0 00bEKTa CTaHOBHUTCS Bce Oosbine. M oueHsb

4acTo Jyisl paboThl CUCTEMbI aBTOMATH3AIMH TPEOYIOTCS JaHHBIC U3 CMEKHBIX CHCTEM W UCIIOJIb30BaTh Kydy Maplil-
PYTH3aTOPOB HECKOJIBKO N30BITOYHO. I'0pa3mo ynobHee peann3oBarh moaaepxkky L3 Ha koMMyTaTopax.

PRP ceifyac Bce yare 3aMeHsIeTCsl Ha OoJiee HaeKHBIA U ObICTphIi poTokos HSR. O ouens moxoxx Ha PRP B
TOM, YTO IMAKET TAaKXKe AYOIUPYETCS M €CIIU OJUH OKA3bIBACTCS OUTHIM, TO KOHCYHOE YCTPOMCTBO UCIIONB3YET BTO-
poii. Ho HSR yxke He TpeOyeT HCIoib30BaTh B MapajuielIbHBIC CETH, a paboTaeT BHYTPH OJHOTO KoibIia. [IpocTo
OJTHAa KOIIHS MAKeTa YXOJHUT B KOJBIIEC 10 YaCOBOW CTpPEJIKE, a Ipyras MPOTUB YacOBOU. B ciydae, eciiu peus UaET o
unicast-rpaduke, TO KOMUM YHHUYTOXAIOTCSI HA KOHEYHOM YCTPOWCTBE, KOTOPbBIA NpUHHMAaeT Tpaduk, Wid Ha
redbox’e. Ecin mepenaer mupokoBemaTe bHbIH TpaduK, TO 00e KOMUH MaKETOB MPOXOIST TOJHOE KOJIBIO U YHH-
YTOXKAKTCA Ha yCTpOﬁCTBe, C KOTOPOT'O BBIITOJIHATIACH ITI€pE€aAada TaHHBIX.
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Abstract:

It is believed that switches supporting IEC 61850 are a marketing ploy, and regular switches can also be used to
build an APCS of an energy facility. But a digital substation is a complex system of multiple elements linked into a
single local area network (LAN). This LAN is used as a basis for the implementation of horizontal and vertical links
and the transmission of data from all measurement devices. Due to a high load on the network and specific features
of the electric power industry, switches are subject to strict requirements. Moreover, network equipment must not
only have a high EMC level, but implement specific IT functions, such as a priority GOOSE messaging support,
PRP protocol support, Multicast and VLAN support.

First of all, switches must support priority GOOSE messaging. This allows switches to withstand a so-called
GOOSE avalanche. To ensure fast priority GOOSE messaging, a switch has to understand the Quality of Service
priority of a packet and its VLAN ID, and to recognize Ethertype of the GOOSE packet.

Secondly, switches should transmit packets with an PRP trailer. Data within the network with parallel redundan-
cy shall be transmitted without loss.

VLAN and Multicast are also among the desired functions. VLAN allows to segment the network, dividing it in-
to virtual subsystems, and the Multicast support allows to work with data flows. These functions enable data flow
control. This is most essential for controlling SV flows.

In addition to the aforementioned requirements, the implementation of new projects will require PTPv2 support,
10 Gbps data transmission, operation at the OSI model Layer 3, and HSR support

PTP synchronization requires that each switch used to transmit a synchronization packet would add a time delay
which it gave to this packet during the transmission. A switch without PTP support will not be able to do this, and it
will be impossible for it to achieve a precision of 1 ps.

SV flows are quite strict when it comes to a network data throughput, and a transmission of even 20 flows
through a switch, the ports of which have a speed of 100 Mbps, is problematic. At a large energy facility, there
could be a large number of these flows, and highway organization would require speeds higher than 1 Gbps. That is
why switches with 10 Gbps data transmission channels are becoming so relevant today.

The complexity of APCSs continues to grow, and the number of systems within one facility becomes even big-
ger. More often than not, the operation of automation infrastructure requires data from adjacent systems, and using
of a lot of routers is somewhat excessive. It is much more convenient for switches to implement L3 support.

At the present time, PRP is replaced by a safer and faster HSP protocol. It is very similar to PRP in that its pack-
et is also replicated, and if one of them turns out to be faulty, the terminal device will use the second one. However,
HSR does not require to use two parallel networks anymore, but operates within one ring. One copy of the packet
simply travels clockwise in the ring, and another one travels counterclockwise. In respect to unicast traffic, the cop-
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ies will be destroyed at the terminal device receiving traffic or at

the redbox. If it transmits broadcast traffic, then both packet copies
pass the entire ring and are destroyed at the device which transmitted the data.
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Monutopunr u guarnoctuka GOOSE-norokoB Ha 6a3ze Ethernet-kommyraropa MOK61850
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AHHOTAIHA:

GOOSE — 310 KOMMYHHKaIMOHHBIH MPOTOKOJI, HCHOJIb3YEMbI HHTEIUICKTYAJIbHBIMU YCTPOWCTBAMH JJIEKTpUYe-
ckoit moxacranuuu (IED) s oOMeHa KpUTHYECKU-BaXKHOW TeXHOJOrn4eckoi nHpopmanmeil. Ilockonbky B mpoTo-
kosie GOOSE He 3ay10)KeH MEXaHH3M ITOATBEPIKICHUS NOCTaBKM cooOmeHui, cranmapt MOK 61850-5 nanaraer
KECTKHE TpeOOBaHUsS K MPOM3BOANUTEIHHOCTH KOMMYHUKAIIMOHHOW CETH, BKJIIOYAIOLIME JIOCTaBKYy COOOLICHHWI ¢
MUHUMAaJIBHBIME 33JIep)KKaMH B MHJUIMCEKYHIHOM IHAara3oHe. YBEIHYEHHE KOJMYECTBA YCTPOWCTB, MCIONB3YIO-
mmx GOOSE mpoToKou, U yCI0XHEHNE apXUTEKTYphl CUCTEM TpeOyeT BHeAPEHHS (D (EKTUBHBIX CPEICTB MOHUTO-
punra u guarsoctuku GOOSE moTtokoB. Oco0yio CI0KHOCTh BBI3BIBAET IHATHOCTHKA CIIydaeB, KOTJIa HACTPOMKHU
Bcex IED-ycTpoiicTB ne-(hakTo BepHBI U AKETHI C JAaHHBIMH TEPSIIOTCA I7Ie-TO «BHYTPH» KOMMYHHUKAIIMOHHOM CETH.
B atom ciydae oT uMHkeHepa TpeOyITCs IIyOOKHe 3HAaHUSI CETeBBIX TEXHOJIOTHi, OMBIT HAcTpoiiku multicast-
tpaduka, VLAN 1 KOMMyHHUKAIIMOHHOTO 000pyJoBaHHMs. [IJIs1 HH)KEHEPOB HAIaAYMKOB 3TO NPEICTABIAET OOIBIUIYIO
CJIOHOCTB. [yl onepaTopoB MOJACTAHINK KOMMYHHKAIMOHHASI CETh 3a4acTyI0 BOOOIIE SIBJISICTCS HEKUM UYCPHBIM
sKoM. COOTBETCTBEHHO, ONTHMAIIbHBIM PELIEHUEM ISl HUX SIBJUIOCH OBl MHTETPUPOBAHHOE B MMeEIOIIHECs 000-
pyZIOBaHUE CPEACTBO JUArHOCTUKH, HUHTErpupoBaHHOEe cO SCADA-cucTteMoi. Y CTaHOBIEHHON Ha MOACTAHLIUY.

B nacrosmmii MomeHT Uit BbisiBieHUs npuuuH notepb GOOSE nakeTtoB B KOMMYHUKALIMOHHOM CETH MPHUXO-
JIUTCS UCTIOJIb30BaTh CIIeNIMaIbHOE IMAarHOCTUIEeCKoe 00opynoBanue, renepupytomiee TectoBbie GOOSE-makeTsl, u
nporpaMMHOE OOecrieueHue, 3amyckaeMoe Ha paboyeit craHIMH. DTO TPeOYET 3HAYMUTEIBHBIX OTOJHUTEIHHBIX
3aTpaT U OTIENIbHOM KBaIH(UKALKY Y IIepCoHala U HECET OPraHN3allMOHHBIE CII0KHOCTH.

B nannom noknaze mpeanaraercs Meron aHanm3a M MoHutopuHra GOOSE moTokoB, KOTOpBIN peanu3yercs
BCTpOeHHBIM (pyHKIMOHanoM kommyTatopoB Ethernet. [Ipumensemoe cereBoe 00opynoBaHue HE MPOCTO MEpeaacT
GOOSE-Tpaduk, HO 1 BeIeT y4eT MOTOKOB, BBIABIISET MeCTa COOCB M COOOIIAET O HIX B CHCTEMY AUCICTICPU3AIIH
1o cTaHAapTHbIM MporokosaM tuna MMS man SNMP. OTaenpHpIM NPUMEHEHHUEM TaKOTO METOJIAa TAaKKE MOKHO
CUMTATh 3aILIUTy OT HEKOTOPBHIX BO3MOXHBIX KHOEpaTaK, CBI3aHHbBIX C 3JJOHAMEPEHHBIM BKJIIOYEHHEM B KOMMYHHKa-
LIMOHHYIO CE€Th HECAHKIIMOHUPOBAHHBIX HCTOUYHUKOB GOOSE-nakeToB.

[pumep peanuzamm MoruTopuHTra M aHanmm3a GOOSE moTokoB B peatbHOM 000pyHOBaHHH TMOKa3aH Ha 0ase
Ethernet-kommytatopos MOK 61850 cepun PT-G7x28 mpoussoactea MOXA. Berpoennas ¢yukius “GOOSE
Check” He TpeOyeT Kakux-JIMOO CTOPOHHHUX TEXHUYECKUX U MPOTPAMMHBIX CPEICTB U MOXET ObITH CaMOI0CTaTO4-
HBIM HHCTPYMEHTOM JUI yKa3aHHBIX 3a7a4.
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Abstract:

The GOOSE communication protocol is used to protect critical operations in IEC 61850 substations. The proto-
col is based on a publisher-subscriber model and a retransmission mechanism that repeats the messages at regular
intervals in a predefined manner. Because GOOSE is a connectionless communication model, the IEC 61850-5
standard has defined the key performance expectation as the delivery of messages with minimum latency, which is
typically in the millisecond range. Ethernet technologies like packet multicast and VLAN are used to control the
overall network load and improve the transmission performance between Intelligent Electronic Devices (IEDs). The
growing size and complexity of substation networks and the increasing deployment of GOOSE-based inter-
substation communication solutions present challenges to monitoring and debugging of GOOSE communication
issues.

Most substation engineers do not have the skills necessary to troubleshoot network issues. Network analysis typ-
ically requires in-depth networking expertise, which includes knowledge of VLANSs and multicast transmission. In
addition, pinpointing the source of the problem in a substation network is not always straightforward. Substation
communication networks are supposed to work like black boxes from operational point of view, which makes iden-
tifying the source of a problem a challenge for operators. Substation engineers need to understand how the GOOSE
packets are transmitted through a substation network. Once an issue in the transmission of GOOSE packets between
the 1EDs is identified, the next step is to understand if the failure point is in the IEDs or somewhere in the network.

Current solutions use a computer connected to the substation network to monitor and analyze all the GOOSE
packets passing through the network. This solution is typically based on additional injection of probing GOOSE
packets and requires the purchase and installation of the probing equipment and software. 1

In this topic, we discuss a method of analyzing substation GOOSE communication, where Ethernet switches
themselves analyze the transmitted GOOSE traffic, pinpoint any location of failure and send if needed a correspond-
ing alarm message to the controlling Power SCADA system through MMS or SNMP. The method is realized by
Moxa in PT-G7x28 Ethernet switch series. The special feature called “GOOSE Check” do not require additional
hardware or software except SCADA system from any 3rd part vendor.

www.iec61850ru.ru



http://www.iec61850ru.ru/
mailto:Ivan.lopukhov@moxa.com

( MEXXOYHAPOHAS
KOH®EPEHLIMSA

LUWOPOBASA MNOACTAHLMSA
CTAHJAPT IEC 61850
LUWOPOBU3ALINA
ANEKTPUYECKUX CETEMN
MOCKBA, 2-4 MIONA 2019 FTOJA

11. OGopynoBanue. MonoropyHknuonaabusie Y

MHuorodgyHkiuoHadbHble MY niist nudpoBbIX NoAcTAHIUI 1 THPPOBBIX ceTeil

B.H bosbikun, JI.H. YinesHoB
OOO HnxeHepHBIN HEHTp “OHEprocepsuc”
Poccus

A.B. Mokees, I.T.H.
CesepHblil (ApkTHueckuil) (penepanbHBI yHUBEPCUTET

Poccus
KoHTakTHOE JIM1I0:
®UO: Moxkees Anekceit Braaumuposud, npodeccop, 1.T.H.
Opranmsanus: (Apkrudeckuii) Geaepanpusiii yausepeutet, OO0 «MHXeHEepHBIN HEHTPp « DHEProcepBUCH
MouToBslii agpec: Poccust, 163046, r. Apxanrensck, yi. Kotnacckas, 26
e-mail: a.mokeev@narfu.ru, a.mokeev@ens.ru
Teur.: +7 8182 64-60-00, Mm06. Test. +7 911-5917591
(axkc: +7 8182 23-69-55

KiroueBble c10Ba: WHTEIUICKTYaJIbHBIC AJIEKTPOHHBIE YCTPONUCTBA, TU(POBAs MOACTAHIINA, CHHXPOHU3UPOBAH-
HBIE BEKTOPHBIE H3MEPEHHUS, IPeoOpa30BaTeIl aHAJIOTOBBIX CUTHAJIOB

AHHOTALMA:

WHTepec K MCIOIb30BaHNI0 MHOTO(MYHKIIMOHAIBHBIX MHTEIUIEKTYAJIBHBIX JIEKTPOHHBIX ycTpoicTB (UDY) cBs-
3aH CO CTPEMJIEHHEM CHHU3UTD 3aTPaThl HA CO37aHUe LU(POBBIX MOJICTAaHIMI M IUPPOBLIX cereil. [Ipu sTom pacmm-
peHne QyHKIMOHAIBHBIX BO3MOXKHOCTEH MpHCyle Kak Hanbosee BocTpeOoBaHHBIM MDY, TakuM Kak ycTpowcTBa
P3A u u3mepurensHble yCTpOCTBa, Tak U ISl IpeoOpaszoBareneil ananoroseix curuanos (ITAC).

OnHa W3 Ba)KHEHIIMX NPEIIIOCHUIOK paclupeHus (yHKIHOHAIbHBIX Bo3MoxkHOcTell [TAC cBsi3aHa ¢ TeM, 4TO
npumensieMble B [ITAC MHKpOKOHTPOJUIEPHI W/WIIM CHUTHAJIBHBIE IPOLIECCOPhI CO BCTPOSHHBIMH HHTEpdericamMu
Ethernet 06manarT 1OCTATOYHBIMH BBIYHCIATENHHBIMA MOITHOCTSIMH [UTS PEaTM3aIlii TOMONIHUTEIBHBIX QYHKIINH,
B TOM YHCJI€ AUATHOCTHUKHU NEPBUYHBIX U3MEPUTENBHBIX peoOpa3oBaTeneil TOKa U HaNpsDKEHUS, H3MEPEHHs CHHX-
POBEKTOPOB TOKa M HAIIPSDHKCHUS, BHIIOJHEHNST (QYHKIMN U M3MEpEHHs IapaMeTPOB PEXUMa JIEKTPUUECKON CETH,
perucTpaTopa aBapuiHBIX COOBITUH, pe3epBHON 3alUTHl U T.A. Takum oOpazom, [TAC B TakoM citydae BBITIOTHIET
(YHKIMH cpa3y HECKOJIBKUX MHTEIUIEKTYAIbHBIX YCTPONUCTB M JI0JDKEH MOJKIIOYaThCs HE TOJIBKO K IIMHE Mpolecca,
HO M K IIWHE nojcTaHnui. CHHXPOHM3MPOBAHHBIE BEKTOPHBIE M3MEPEHMS NPHU 3TOM MOTYT HMCHOJB30BATHCS Kak
JIbTEPHATHBA WJIHM KaK JIOTOJHEHUE K SV-TIoTOKaM.

Peammsanus B ITAC pe3epBHBIX 3amuT 0coOeHHO IenecoobpasHa, ecinu [TAC ucmonp3yeTrcs Ui pearn3aliii
MHTEIJIEKTYaJIbHOTO BBIKIIIOYATEISI CO BCTPOCHHBIMHM M3MEPUTEIBHBIMU TpaHC(HOPMATOpPaMHU TOKa. DTO JaeT BO3-
MOJKHOCTh pea30BaTh 2-X WM 3-X YpOBHEBYIO 3amuTy Ha noacraniuuu (ITAC — pesepBHas 3amura, JOKAIbHOE
yerpoiictBo P3A, nenrpannzoBanHoe ycrpoiictBo P3A) u no3sonut sdpdextrBHO obecrieunTh QYHKIUHN pe3epBH-
pOBaHHUS YCTPOMCTB 3aILUTHI.

OnHO U3 TJIABHBIX NPEUMYIIECTB cTaHAapTOB udpoBoit moactanimun MOK 61850 cBsizan ¢ opraHu3anueii ro-
PHU30HTANBHBIX CBsI3eil Mexy pasnununbiMu D, mpexae Bcero ycrpoitctBamu P3A. Oomer GOOSE-coobmieHusMu
U CHHXPOBEKTOPaMH MO3BOJIUT HMOBBICUTH OCHOBHBIE II0Ka3aTell KadecTBa (DyHKIHMOHHPOBAHMS YCTpoMcTB P3A
(6BICTpOIEHCTBIIEC, YYBCTBUTEIBFHOCTD) M YIPOCTHT peanu3amuio AuddepeHInanrsHBIX 3alluT OIHH, TpaHnchopMaTo-
POB JIMHUH U T.1I., @ TAK)KE YIPOCTUT peaTU3aIfIO0 [IEHTPAIH30BaHHBIX cicTeM P3A.

B nmoxmane paccMaTtpuBaeTcs OMBIT pa3paboTKu U BHeApeHUs MHOTOQYHKIHOHANEHEIX [TAC u UDY mus pac-
MIPEIeTUTEFHBIX YCTPOMCTB BRICOKOTO HANpPsHKEHUs, OMBIT co3nanus nudppoBsix KPY 6-20 KB HOBOTO MOKOIEHUSA
C HCTIOJIb30BaHHEM IH(POBHIX JATUYMKOB TOKA W HANPSDKEHHS, HHTEIUICKTYaIbHBIX BBIKJIIOYATENIEH CO BCTPOCHHOM
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Pe3epBHOM 3amMTON, MH(POBHIX TATINKOB ITOJIOKEHHS, TEMIIepa-

Typsl U T.A. Bce nepeunciienHble KoMInoHeHThl BHyTpu KPVY, a
TaKkke ycTpoircTBO P3A, COSOUHSIOTCS MEXITy COOOM MOCPENCTBOM pE3epBUPYEMOIl HU3KOYPOBHEBOU IIHUHBI MPO-
necca. [Ipu 3TOM MMeeTcss BO3MOXHOCTh pealli3allid pacrpezeneHHbx (GyHKiuid P3A B BuIe ABYX- MU Tpex
ypoBHeH. BcTpoeHHOE B MHTEIUICKTYaIbHBIN BBHIKIIOYATENh YCTPOHCTBO 3alTUTHl MMEET MOCTYI KO BCeW HEOOXOu-
Moii HH(pOopMaNuu Onaronaps MOIKIFOYCHUIO K HU3KOYPOBHEBOW IIMHE MpOIlecca BHYTPH SYCHKH U K IIMHE MOJ-
CTaHIMK. B HanpaBiieHWU LIEHTPAIIM30BaHHON CHCTEMBI 3alUThl, aBTOMAaTUKU U YIPABIICHUS NepEatoTCsl CHHXPO-
BEKTOPBI TOKA M HAIIPSDKEHUS, a Taroke npousBoautcst ooMen GOOSE-coobuieHusMy.
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Multifunctional IED for digital substations and digital grids
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Abstract:

The interest in the use of multifunctional intelligent electronic devices (IED) is caused by the tendency to reduce
the cost of manufacturing digital substations and digital grids. The extension of functional capabilities is inherent for
both highly demanded IED, such as relay protection devices and measurement devices, and for analog merging units
(AMU).

One of the most important prerequisites for extending the functionality of the AMUs is induced by the microcon-
trollers and/or signal processors used in the AMUs with built-in Ethernet interfaces, which have sufficient compu-
ting power to implement additional functions, including the diagnosis of primary current and voltage sensors, the
measurement of current and voltage synchrophasors, the measurement of the parameters of electric grid conditions,
fault data recorders, back-up protection, etc. Thus, the AMUSs in this case perform the functions of several intelligent
devices and is to be connected not only to the process bus, but to the substation bus as well. At that, the synchro-
phasor measurements may be used as an alternative or as an addition to the sampled values (SV).

The implementation of back-up protections in the AMUSs is particularly appropriate, if an AMUSs is used to im-
plement an intellectual breaker with built-in current instrument transformers. This gives a possibility to realize 2-or
3-level protection at the substation (AMU — back-up protection, local relay protection device, centralized relay pro-
tection device) and will effectively provide redundancy of the protection devices.

One of the main advantages of the IEC 61850 digital substation standards is associated with the arrangement of
horizontal connections between various IEDs and first of all between relay protection devices. The exchange of
GOOSE-messages and synchrophasors will allow improving the main performance criteria of relay protection de-
vices (speed, sensitivity) and simplify the implementation of differential protection for buses, power lines trans-
formers, etc., and facilitate the implementation of centralized relay protection systems.

The report reviews the experience of developing and implementing multifunctional AMUs and IEDs for high
voltage switchgears, the experience of creating a new generation of digital indoor 6-20 kV switchgears using digital
current and voltage sensors, intellectual breakers with built-in back-up protection, digital position and temperature
sensors, etc. All the above elements as well as the relay protection device are interconnected within the switchgear
by means of a redundant low-level process bus. In addition, there is an option of implementing distributed functions
relay protection devices in two or three levels. The protection device built in the intellectual breaker has access to all
required information via the connection to the low-level process bus within the cell and to the station bus. The cur-
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rent and voltage synchrophasors are transmitted to the centralized

protection, automation and control system and the GOOSE-
messages are exchanged.
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12. UcnbiTanusa.TectupoBanue

Oco0eHHOCTH MPOBeIeHNsT KOMILUIEKCHBIX HCIbITAHMIT 000pya1oBaHus Ha 6a3e ctranaapra IEC 61850

A.C. IllanumoB
HIIIT «/Iunamuka
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l'[pOI‘paMMHO-TeXHI/I‘IeCKI/II\/'I HCIIBITAaTEIbHBINA KOMILJICKC

AHHOTaNMA:

B noxnage paccMaTpuBarOTCS OCOOCHHOCTH NMPOBEICHHUS KOMIUICKCHBIX HCHBITAHUN 3JIEMEHTOB 000PYAOBaHHA
9HEProoObEKTOB, BHIMOJIHEHHBIX 110 TexHoJoruu «Ludposas noncranuums» (LII1C). TectupoBanue cucteMsl peneii-
HOU 3ammuThl U aBToMatuku (P3A) 06bekToB ¢ muHOM mporiecca (mporokonsl IEC 61850-9-2 u IEC 61850-8-1)
TIPEATIoaraeT AOTOIHUTENBHBIN 00BEM M METOOJIOTHIO COOTBETCTBYIOIINX HCIBITAHUH, CBS3AHHBIX C OTIMIHEM
HWHTEIUIEKTYalIbHBIX AJIEKTPOHHEBIX ycTpoiicTB (DY) ot Mukponponeccoprsix (MIT) Tepmunanos P3A.

PaccMoTpeHHbIE METOABI MCIIBITAHUH PUMEHSIINCH NIPU ITyCKOHANIAJI0YHBIX UCTIBITAHUAX KaK OTAENbHBIX MDY,
Tak 1 KoMIuiekcoB MDY P3A mpucoennHeHnii Ha peabHBIX YHEPrOOOBEKTaX — «IIH(PPOBBIX MOACTAHIUAXY C TPHU-
MenenneM npotokosnoB MMS, GOOSE u SV (IEC 61850-9-2LE).

TecrtupoBanue napamerpoB cpadatbiBanusi VIOV M KOMIUIEKCHBIE UCIIBITAHUS JJOMOJIHSUIMCH POBEPKAMU IOBE-
nenus MDY npu:

— I0Tepe CUHXPOHU3AINH;

— BO3HMKHOBCHUH MCKa)XEHUs MepeaBacMbIX B IOTOKax SV 3a/iepikek, IpomnajaHus U ImepeMeInBanus Hugpo-
BBIX OTCUETOB;

— Teperpy3ke JoKanbHO-BeraucnutTensHol cetu (JIBC): mHpOpMAamMOHHBIH ITOPM IO MPOTOKOoIaM SV U
GOOSE.

HIIC ¢ opranm3anueii mmHB mporecca SV Ha OCHOBE AJIEKTPOMArHuTHEIX (OM) M3MepuTenbHBIX TpaHchopMa-
TOPOB TOKa M HANIPsDKEHUS C aBTOHOMHBIMH TIpeoOpa3zoBaTesiMu aHanoroBsx curaaioB (ITAC) TpebyroT momomHu-
TEJIbHBIX POBEPOK:

— BcrpoeHHbIX B anroputM [TAC ¢yHkuuii, Hanpumep, OJIOKMPOBKY IPH HEUCTIPABHOCTH B IIETISIX HANIPSKSHUS 1
Pa3JIMYHBIX IYCKOBBIX OPIaHOB 110 CHMMETPHUYHBIM COCTABJISIONINM TOKA M HAIIPSKEHUS;

— TpoBepKa npeodpazoBanus (BoccTaHoBIeHUs (hopMbl) ycTporicTBoM [TAC aBapuitHBIX CHTHANIOB, HCKaXKEHHBIX
HachIIIeHUEM H3MepuTelIbHBIX DM Tpancdopmaropos Toka (TT) ¢ mocnenyromeit peakuueit DY Ha nomydeHHBIH
r(poBOH MOTOK;

— npoBepka DY, kak cuctemsl «TT-ITAC-MIDVY», nckax€HHOM HackIeHHeM (GOpMOIl BTOPUIHOTO TOKA, H CO-
OTBETCTBYIOIINMH UCKAXECHUSIMH JaHHBIX SV-TIOTOKOB.

— nposepka MDY, kak cuctemsl «TT-ITAC-JIBC-UDVY»: komiuiekcHble uctibiTanus MDY ¢ yaéToM HaCBICHUS
mmeputenbHex OM TT u uckaxeHuil (HampuMep, HIPOIyCKH ceTeBbIX HaketoB) B JIBC (mmHe mporecca), 4To
00BEKTHBHO 3aTPyJHSET aHAJU3 aJITOPUTMOM BoccTaHoBieHMst 1Y (opmbl aBapuitHOTO CHrHamA.

[NonHouEHHBIE KOMIUIEKCHBIE UcTIBITaHus 1DV npenbsBisioT ocobdble TpeOOBaHUS K HCIBITATENHLHBIM CHCTEMaM
B YaCTH HOJIEP)KKH COOTBETCTBYIOIIEro (pyHKIMOHAJIA MOJICIIMPOBAHMS NCKa)KEHNI CETEBBIX JAHHBIX M HachIlIe-
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Husg OM TT u ux koMOWHAIMH, a TaK)Ke BO3MOKHOCTh TEHEPAIHH

OOJIBIIOTO KOJMYeCTBa SV-IIOTOKOB IS CO3JAHHUH IMOBBIIIEHHON
uHpopmammonHoi Harpy3ku JIBC 100/1000 Mo6wut/c. Hanmnaue HEOOXOAMMOTO KOJHMYECTBA HCXOMANIUX SV-
MOTOKOB HCITBITATENIFHOTO KOMIUTEKCa Ui TecTHpoBaHus MDY ompexpensercs MaKCHMalbHBIM KOJIHYeCTBOM SV-
MMOTOKOB Ha KoTopoe noanucano DY, wiu B psae cinyqaes, pynkuus P3A DY,

Emé ogauM TpeOoBaHMeM K (YHKIIMOHATY HCHBITATEIBHBIX KoMIniekcoB st LIIC sBisercs cuctema aHaimsa
CETEeBOTO TpaduKa, a IMEHHO OLICHKA IMOTePh WU HECOOTBETCTBHS CETEBBIX JAaHHBIX IEPEJaBACMBIX 110 MPOTOKOIAM
GOOSE u SV.

C y4€TOM YCIIOKHEHHUS] TEXHUUECKHX XapakTepucTHK asteMeHToB cucteMbl P3A LIIC n yBennuenus o0bEMOB
MIPOBEPOK, JUTS MTOBBIMICHUS HAJEKHOCTH U IKCILTyaTaIl[MOHHOHM () ()eKTUBHOCTH KOMILIEKCOB P3A HE0OX0AUMBI:

1. Tunuzanus mkapoB P3A 3HeprooObeKTOB;

2. Pa3pabotka enuHOr0 NoAxo/a K 3a1anuio ycraBok B CID-daiinax DY Tunossix mkados P3A.

3. Pa3paboTka yHHBepcaJIbHOTO IMporpaMMHO-TexHIueckoro kominiekca (ITTK) ams aBTomMaTHueckoro TecTHpo-
BaHust Tunoseix mkados P3A ¢ momaepxkoit mpotokosnos IEC61850.

B Hactosimiee BpeMst OTKPBIT MPOEKT MO BHITIOTHEHUIO HAYYHO-UCCIIEI0BATENbCKON U OTIBITHO-KOHCTPYKTOPCKOM
paspabotku [ITK mns npuémku B skcruryararuro cucteM P3A u ACYTII moacrannuit [TAO «®CK EDCy», ncnoss-
syrommx ctaHgaptT IEC 61850, Ha Bcex ATamax >KH3HEHHOTO UKJIa 000PYIOBaHUS (aTTeCcTaIus, ITyCKOHAIaJOUYHbIe
paboThl, MpUEMKA B SKCILTYaTalHIO, TEXO0CTy)KUBaHHE U TIOCIIeaBapHiiHBIE TIPOBEPKH), pe3yIbTAThI KOTOPOH, METO-
JOJIOTHYECKN W HHCTPYMEHTAIBHO, 00ecTieyaT aBTOMaTH3AIHIO MTPOIECCOB HCIBITaHMi THmoBeIX mkagos P3A.
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The features of the complex testing of equipment based on the IEC 61850 standard
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Annotation:

The report discusses the features of the complex testing of the elements of the equipment of the digital
(sub)stations. Testing the relay protection and automation (RPA) system for (sub)stations with a process bus (IEC
61850-9-2 and IEC 61850-8-1 protocols) assumes an additional amount and methodology of relevant tests related to
the difference between intelligent electronic devices (IED) and microprocessor-based relay protection terminal.

The considered test methods were used for the commissioning tests of IEDs at real digital substations - using the
MMS, GOOSE and SV protocols (IEC 61850-9-2LE).

Testing of settings of the IED and complex tests were supplemented with checks of the behavior of the IED with:

— loss of synchronization;

— the occurrence of the distortion of the delays in the SV-flows, the disappearance and mixing of digital samples;

— overload of the local area network (LAN): information storm using the SV and GOOSE protocols.

Digital substation with the process bus (SV) based on electromagnetic current and voltage measuring transform-
ers with stand-alone merging units (SAMU) require additional checks:

— for functions integrated in the SAMU algorithm, for example, lock fault voltage circuits and various relays by
symmetrical components of current and voltage;

— verification of the conversion (recovery of the form) by the SAMU device of the alarm signals distorted by the
saturation of the measuring electromagnetic current transformers (CT) with the subsequent reaction of the IED to the
received digital stream;

— checking the IED as the «<CT-SAMU-IED» system, distorted by the saturation the secondary current form, and
the corresponding distortions of the SV-flows data.

— checking of the IED as the «CT-SAMU-LAN-IED» system: complex tests of the IED taking into account the
saturation of the measuring electromagnetic CT and distortions (for example, missing network packets) in the LAN
(process bus), which makes it difficult to analyze the IED recovery mode of the fault form signal.

Full complex tests of IEDs had special requirements for supporting of the test systems corresponding functionali-
ty for network data distortion modeling, CT saturation and their combinations and the possibility of generating a
large number of SV flows for create an increased information load of LAN 100/1000 Mbit/s. The presence of the
required number of SV flows of the test system for testing the IED is determined by the maximum number of SV
flows to which the IED is signed, or in some cases, the RPA function of the IED.

Another requirement for the functionality of the test systems for the digital substations is a network traffic analy-
sis system, namely, assessment of losses and inconsistencies of the network data transmitted via the GOOSE and SV
protocols.

Taking into account the complexity of the technical characteristics of the elements of the digital relay protection
system and an increase in the volume of inspections, to increase the reliability and operational efficiency of the RPA
complexes, the following are needed:
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1. Typing for IEDs of power facilities;
2. Development of a unified approach to settings in CID-files
of the IED.

3. Development of a universal software and hardware complex for automatic testing of typical IEDs with support
for the IEC61850 protocols.

Currently, a project has been launched to carry out scientific research and development of a hardware and soft-
ware complex for acceptance into service of the relay protection and automation systems and process control sys-
tems of substations of PJSC «FGC UES» using the IEC 61850 standard at all stages equipment’s life cycle (certifi-
cation, commissioning, commissioning operation, maintenance and post-accident checks), the results of which,
methodologically and instrumentally, will automate the testing processes of typical IEDs.

www.iec61850ru.ru



http://www.iec61850ru.ru/

( MEXXOYHAPOHAS
KOH®EPEHLIMSA

LUWOPOBASA MNOACTAHLMSA
CTAHJAPT IEC 61850
LUWOPOBU3ALINA
ANEKTPUYECKUX CETEMN
MOCKBA, 2-4 MIONA 2019 FTOJA

TeCTHPOBaHﬂe CHCTEM aBTOMATHU3AallUU M YIIPaABJICHUSA

T. loccur, D. Kapsannseiipa
OMICRON electronics GmbH
ABctpus
KonrakrHoe juIo:
®UO: Tomac [Moccur
Opranusanusi: OMICRON electronics GmbH
IMourossiii agpec: Oberes Ried 1, 6833Kmnayc, ABctpust
e-mail:thomas.schossig@omicronenergy.com
Teg.: +43 59495 2449
daxc::+43 59495 72449
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AHHOTAIHA:

TectupoBanue — HeoTsemsieMas yact MOK 61850, kak B cranmapre, Tak U B TeME MOJCTAHIUH B PEXKUME pe-
QJIBHOTO BpeMeHH. [Ipu BBOJIE B 9KCIUTyaTaMIO CUCTEM aBTOMATH3alMy 1ojcTaHiui (SAS) BKIIOYAIONIMX CHCTEMBI
3alIMThI, aBTOMATHKU U yrpasienus (PAC) TpaJullMOHHO OCHOBHOE BHUMAHHUE Y/AEISETCS TECTUPOBAHHIO CUCTEMbI
3aIUTHI U €€ HaCTPOEK.

[Ipu TecTUpOBaHHMHM 3aIIMUT WUCIIOJB3YIOTCS OOLIETIPUHSTHIE METO/IbI, TAKUE KaK TECTUPOBAaHHE MapaMeTPOB Kax-
noro IED-ycTpoiicTBa Win ke YyCOBEPIICHCTBOBAHHBIE METOIbI, TAKUE KaK CUCTEMHOE TecThpoBaHue. CTaHIapTH-
3anus ¥ IPaBUIIBHO NMOI0OpaHHBIE HHCTPYMEHTAIBHBIE CPEICTBA 00SCTICUCHUS UCTIBITAHNH 3HAUNTEIFHO MOBBICHIN
3¢ PEKTUBHOCTD M HAZEKHOCTh TECTUPOBAHMA 3aIIUT. ECI MOCMOTpeTh Ha BpeMsi, 3aTpadylBaeMoe Ha BBOJ B 3KC-
IUTyaTaluio, TECTHPOBAHNE CHCTEM aBTOMATHKH M CBSI3UB HACTOSINEE BPeMs 3aHUMAeT Jjake OOJIbIe BpEMEHH, YeM
TECTUPOBAHUE CUCTEM 3aIUTHL

CucremMbl aBTOMAaTHKH CTAaHOBHJIMCH Bce 00Jiee CI0XKHBIMHU, M KOJIMYECTBO PAOOTHI 10 TECTHPOBAHMIO CHCTEM
CBSI3M W TNIPAaBWIBHON pabOTBHI BCEX CHTHAJIOB, NEPEAABACMBIX B CHCTEMBI AMCIETYEPCKOTO YIpaBiIeHHs M cOopa
nanubix (SCADA), pe3ko Bo3pocio. B paHHO# cTaThe ONMMCHIBAETCS MOJX0J, KOTOPBIH OyJeT MCHOJIb30BaThCs Ha
BCEX dTalax XU3HEHHOTO IMKJIa CUCTEMbl aBTOMATHU3aIMK NoAcTaHIuil (SAS).

Hcnonb3yst BOBMOXKHOCTH NpoeKkTHpoBaHus C npumeHennem MOK 61850 u nanHble, umeromuecs B Qaiiaax
onucanus koHdurypauuu noxcranimu (SCD), MOKHO BHEIPUTH HOBBIE U Oosiee 3 (eKTHBHBIE METOBI 3aBOJICKOTO
npuemoyHoro tectupoBanus (FAT) u npuémo-caarounsle ucnbITanus Ha o0bexTe (SAT).

ITocne noBTopenus cratyca MOK 618501 BO3MOXKHOCTEH TECTUPOBAHUS C TOUKH 3PEHUS CTaHIApTU3AlLUU U pe-
aM3aluy, CTaThsl PE3IOMUPYET OMBIT IPOEKTOB MO BCEMY MHUPY. ABTOP KPaTKO ONHUCHIBAET OMBIT MO0 Ka4eCTBY IO-
maydeHHBIX SCL (ainoB u onpenenseT 31eMeHTbI, KOTOPbIE HEOOXOANMO YIydIINTb.

CymiecTByeT HEOOXOAUMOCTh B aBTOMATH3AINHI TECTUPOBAHUS, B TOM YHCIIE, JUII CHCTEMbl aBTOMAaTH3aIUN TI0/I-
crarnuii (SAS). [logxox k JaHHOMY BoTpocy OyneT OOBsICHEH U pa3padoTaH.

B crarbe OyzeT kpaTtko chOopMyJIUpOBaH B3IJIsL Ha OYAyIUEe BO3MOKHOCTH.
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Abstract:

Testing as an essential part of IEC 61850 — in the standard as well as a topic in substation live.

During the commissioning of Substation Automation Systems (SAS) with Protection, Automation and Control
(PAC) traditionally the main focus of testing is on testing the protection system and its settings.

Protection testing uses established methods, such as parameter testing per IED or advanced approaches like sys-
tem-based testing. Standardization and proper testing tools increased the efficiency and reliability of protection test-
ing dramatically. When looking at the time spent during commissioning, testing the automation and communication
system nowadays consumes even more time than testing the protection.

Automation systems became increasingly complex and the efforts for testing communication and proper opera-
tion of all signals transmitted to Supervisory Control and Data Acquisition (SCADA) systems grew dramatically.
This paper describes an approach to be used in all phases of the lifecycle of SAS.

By utilizing the capabilities of the IEC 61850 engineering process and the data available in Substation Configu-
ration Description (SCD) files it is possible to introduce new and more efficient methods for Factory Acceptance
Testing (FAT) and Site Acceptance Testing (SAT).

After repeating the status of IEC 61850 testing possibilities in terms of standardization and implementation the
paper is collecting experiences from projects around the world. It is summarizing experiences on the quality of SCL
files delivered and identifies action items to be improved.

There is a need for automated testing even for SAS. The approach will be explained and developed.

An outlook on future possibilities summarizes the paper.
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OmnpeneieHne BpeMEHHBIX 3a/1epKeK B KOMMYHUKAIIMOHHO# cpelie M(POBBIX MOACTAHIU
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I, KOMILUICKC aHaJIn3a.

AHHOTANMA:

C mepexoaoM Ha HOBBIC JUJIsl SKCIUTyaTallud IPOTOKOJBI JaHHBIX, TakuXx kak GOOSE u SV Bce octpee BcTaer

BOTIPOC 00 U3MEPEHUH BPEMEHHBIX 3a/IEPKEK B KOMMYHUKAIIMOHHOW cpejie mojcTanuu. B 5 rmase cranmapra MOK

61850 mpomnucanbl TpeOOBAHUS K TEM MM WHBIM KJIaccaM MPOW3BOJUTEILHOCTH, a TAKKE CXEMBI JJIs ONpeaeIeHHs

MIOJTHOTO BPEMEHH Iepenaun curaaiga. Ho m3mepenne BpeMeHH nepenadn curaana cormacao MOK 61850-5 neBos-

MOJKHO 0€3 JOCTyINa K BHYTPEHHHM JIaHHBIM YCTpOWCTBa. [1Jis1 TOro, YTOOBI IPOBECTH HCIIBITAHUE «UEpHOTO SIHKa
HeoO0XxoauM Apyroi Meton — Tak Ha3biBaeMbli « GOOSE munHr-nmonry». Tak ke Ui BEIYUCICHUS BPEMEHH Iepeaayun

CUTHAJIa HEOOXOIUMBIL:
) Bricokotounsrii ncrounnk GOOSE coo0mennit

o BricokoTouHas ceTeBas KapTa (C BBICOKOM TOYHOCTBHIO BEICTaBJICHHSI METKH BpEMCHHN HaKCTOB)

Bpema nepegaumn 1=, + 1, + 1,
-
I I I
e a b [ >
fi KomMMyHMKa KommyHHKa I
- LLMGHHLH LMOHHLII (1
npoueccop npoueccop
dusuyeckoe Qusuyeckoe
i D1 PD2

ycmpolicmeo ycmpolicmeo

Pucynox 1 Onpenesienne BpeMeHu nepeaayu corsiaacio MOK 61850-5
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OTa METOJ0IOTHs UCTIONb3YEeTCs JUI OLEHKH NMPOM3BOANUTENb-

HOCTH Bcero ofHoro ycrpoictsa IED. Jlns onieHkH BpeMeHHU Mmpo-

XOXKICHUS 4epe3 KOMMYHHMKAI[HOHHYIO Cpely TakK e TpeOyeTcs MCTOYHHK/TIPHEMHHMK CHTHaJa U €Ile T'eHepaTop

Harpy3o4Horo tpaduka. JJaHHBIH KOMIUIEKC MTO3BOJISIET OMPEACINTD 3aI€PKKH, KaK OTAEIBHOTO KOMMYTaToOpa, TaKk
U CETH B LIEJIOM.

Huns pemenus atux 3agad B AO «HIIT ®CK EDC» 6bu10 3aKyIUIEHO M COBMECTHO C APYTMMH OpraHHU3alusIMu
paspaboraHo 000OpyIOBaHME, OTBEYaIOlIee TPEOOBAHUSIM Ul OLEHKH 3aaepxkek BpemeHu Ha [IC. McnblTatenbHas
ycranoBka Omicron CMC 256plus u Komruiekc aHanm3a KOMMYHHKALOHHOTO B3aUMOJICHCTBHS KOMITOHCHTOB
IMAK UIIC ucnonp3yrorest st oueHku npoussoautenabHocTd |IED. Omicron CMC BeIMONHSIET pojb BEICOKOTOYHO-
ro ucrouynnka GOOSE coobmienuii, a Komriekc aHanmm3a UMeeT B CBOEM COCTaBE BHICOKOTOYHYIO CETEBYIO KapTy.
VlcTouHNK/IpUEMHHK U TE€HEpAaTOp HArpy304YHOro Tpaduka BINOIHEHB! B Kommiiekce MpoBEpKH AMHAMHUYECKHX
XapaKTepUCTHK KOMMYHHKAIIIOHHOTO B3auMozaencTBus kommoneHToB [TAK IIIC.

B urore AO «HIIT ®CK EDC» nMmeeT TeXHUUECKHE CPENCTBA IS MPOBEPKH BPEMEHHBIX 3aJ€PKEK CETH JII000M
KoH(uUrypanuu, A1t TPOBEPKU TEXHUUYECKUX PEIICHUI MO pa3rpaHUYCHUIO U IpHOpUTe3anuy Tpaduka, A co3na-
HUs 0a3bl JaHHBIX C MPOU3BOJUTENBHOCTHI0 KoMMyTaTOpoB. Yike 2 rona AO «HTI ®CK EDC» mpoBoaut paboTy
1o onpezeneHuto npousBoaurensHoctu IED. ConocraBus 2 BpemeHHbIX 3anepxku: IED otnensHo 1 IED B koMMmy-
HUKaIMOHHOHM cpesie, MOKHO ONPENEINTh CYMMAapHYIO 3aJlepKKy, KOTOpasl IMO3BOJHT JaTh OLEHKY TEXHHYECKUM
PELICHUSIM 10 OPTaHN3aIMd KOMMYHHUKAIIMOHHOH CPe/ibl OCTaHIIUH.
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Abstract:

With the maintenance transition to new data protocols such as GOOSE and SV, the issue of measuring time de-
lays in the communication environment of a substation is becoming more and more acute. In the 5th chapter of IEC
61850 standard, the requirements for certain performance classes as well as diagrams for evaluation of the total
transmission time of a signal are specified. But measuring of the transmission time of a signal according to IEC
61850-5 is impossible without access to the internal data of the device. In order to make “Black Box” test a different
method is needed known as “GOQOSE ping-pong”. Also, for calculation of the signal transmission time the following
equipment is required:

« High-precision source of GOOSE messages

« High-precision network card (with high accuracy of packet time stamping)

Transmission time: r =17, + 1, + 1,
I >
f 1, f
a b c
< Ll
Ll -’ Communication Communication -* 12
processor processor
Physical PD1 Physical PD2
device device

Figure 1 Evaluation of the transmission time of a signal according to IEC 61850-5
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This methodology is used to evaluate the performance of a sin-

gle IED device. To estimate the transmission time through the

communication environment, a signal source / receiver and a load traffic generator are also required. This setup al-
lows you to determine the delay of both a separate switch and the network as a whole.

To solve these tasks, JSC R&D CENTER @FGC UES purchased and developed jointly with other companies
the equipment that meets the requirements for estimating time delays at the substation. The test unit Omicron CMC
256plus and the Complex for analysis of the communication interaction of the components as a part of the hardware-
software complex for digital substation (HSC DS) are used to assess the performance of the IED. Omicron CMC
performs the role of high-precision GOOSE messages, and the complex for analysis contains a high-precision net-
work card. The source / receiver and load traffic generator are used in the Complex for checking the dynamic char-
acteristics of the communication interaction of the components of the HSC DS.

As a result, JISC R&D CENTER @FGC UES is provided with the hardware and software to check the time de-
lays of any network configuration, to check technical solutions for the delimitation and prioritization of traffic, to
create a database with the switches performance. For 2 years, JSC R&D CENTER @FGC UES has been working
with evaluation of IED performance. By comparing 2 time delays: IED separately and IED in the communication
environment, it is possible to determine the total delay, which will allow evaluating the technical solutions in the
planning of substation communication environment.
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13. HUT.UcnbiTanus.TectupoBanue

IIpakTHYecKHe acCHeKThl TECTHPOBAHMS H3MEPHTEIbHBIX TPAHC(HOPMATOPOB MAI0ii MOITHOCTH
¢ uaTepdeiicamn MIK 61850
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AHHOTALHA:

M3mepurenpHble TpaHchopMaTopsl (ItS) UCTIOIB3YIOTCS NIl U3MEPEHHS TOKa M HANPSIKSHHS B SHEPTOCUCTEME.
Be3 Hux sHeprocucrema He MOXKeT (YHKIMOHHPOBATh. B Hale Bpems Ha pBIHKE MOSABISIETCS BCe O0IbIIe U OObIIIe
MaJIOMOLIHBIX M3MepHTeNbHbIX TpaHcdopmaropoB (LPIT), Takike M3BECTHBIX KaK HETPAAWIMOHHBIE M3MEPUTEIb-
Hble Tpancdopmarops! (NCIT). B cBsi3u ¢ 3THM, 1TOJX0]] K TECTHPOBAHUIO TTO{OOHBIX HOBBIX YCTPOWCTB M3MEHMIICS,
4yTo omuchiBaeTcs B crangapre MOK 61869. B pamkax 3Toro m3MeHeHUsl, IPaKTUIECKHe IPOOIeMbl IIPH TECTHPO-
BaHMsI MAJIOMOIIHBIX M3MEPUTEIBHBIX TPaHCPOPMATOpOB ToKa B aboparopusix KEMA u ux pemenuns npencrasie-
HBI B JaHHOH cTaThe. OTHON M3 IPOOIIEM SBIACTCS HAMYKE MOJXOAAIICTO ATAIOHHOTO TpaHchopmaTopa Toka (CT)
BO BpEMsl HCTIBITaHHI BBICOKOM MOIIHOCTH. He cMOTpS Ha TO, YTO MaJIOMOIIIHBIE U3MEPHUTENIbHBIE TPAaHC(HOPMATOPOB
B HACTOSIIEE BPeMsi JOCTYITHBI Ha PHIHKE, OHM €IlIe HE UCIOJb30BAINCh B KAYECTBE ITAJIOHOB B JIAOOPATOPHSIX BBI-
COKHX MOITHOCTEH M3-3a OTCYTCTBHUSA OMbITA. [103TOMY OOBIYHO HO-TIPEXXHEMY CIICIHATIBHBIC TPAAUIIHOHHBIE TPAHC-
(hopMaTOphI TOKA (C BBICOKOH NMOCTOSSHHON BPEMEHH, C HU3KOW HACHIIIIAEMOCTHI0) HCIIONB3YIOTCS B KaUeCTBE 3TaNIO0-
Ha. ManoMouiHeIx usmepurelbHbie TpanchopmaTopsl (LPIT) Ha ocHOBe Karyiiek POroBckoro miv NpuMEHSFOIMX
TEXHHUKY ONTHYECKUX M3MEPEHHH, N3BeCTHBIX Kak 3¢ ekt Dapanes, He Hachimaercs. Kak ciencTeue, HCHOIB30Ba-
HHE TPaJUIMOHHBIX TPaHC(HOPMATOPOB TOKA, OCOOCHHO BO BPEMS «TeCTa MEPEXOJHOTO PEKMUMa IPH MIHOBEHHOMH
ommbOke» «transient instantaneous error test», Tpebyet onpeeneHHOro ypoBHs komreHcaiun. Eie oHo# npobiie-
MOH SIBJISI€TCS CPABHEHME aHAJIOTOBOTO 3TAIOHHOTO CHT'HANIA M HU(POBOTO IMOTOKA AAHHBIX MTHOBEHHBIX 3HAUCHHH
(SV) mo MOK 61850 mns o0bekra uctbITaHUi. B TO BpeMst Kak He3aBHCHUMBIE PEIICHHUS YK CYIIECTBYIOT JUIS JUTH-
TENBHBIX TECTOB TOYHOCTH, JUIS1 KPATKOBPEMEHHOTO TECTHPOBAHMS BBICOKOH MOIIHOCTHIO HEOOXOIUMBI APYTHE pe-
meHus. B 3Toit craThe mpencraBieHa U 00CYKIaeTcs YCTAHOBKA, MCTIOJIb3yeMast JUIsl BBIMIOJHEHUs UCTIBITAHUH TO-
KOM OOJIBLION BETMYMHBI MaJOMOIIHBIX M3MEPUTENbHBIX TpaHchopmaTtopos (LPIT). Bropas yacts aToro Bkiana
JIaeT KPaTKOE U3JI0KEHUE MPAKTHUCCKUX MPOOJIeM U HAOII0aeMBbIX OIIMOOK BO BPEMs TECTUPOBAHHS MAJIOMOIIIHBIX
n3MepuTensHbIX TpanchopmaTtopos (LPIT) mo MOK 61850.
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Abstract:

Instrument transformers (ITs) are used to measure current and voltage in the power system. Without them, a
power system cannot be operated. Nowadays, more and more low-power instrument transformers (LPIT), also
known as non-conventional instrument transformers (NCIT), are on the market. Consequently, the way of testing
these new devices has changed which is covered by the IEC 61869 series. Within this contribution, practical chal-
lenges and solutions of testing the current part of low-power instrument transformers at KEMA Laboratories are
presented. One of these challenges is the availability of a suitable reference current transformer (CT) during high-
power testing. Even though LPITs are now commercially available, they are not yet used as references in high-
power laboratories due to the lack of experience. Therefore, usually still special conventional CT’s (high time con-
stant, low saturation) are used as a reference. LPIT’s based on Rogowski coils or the optical measurement technique
known as Faraday effect, do not saturate. As a consequence, the use of conventional CTs, especially during the
“transient instantaneous error test”, requires compensation at a certain level.

Another challenge is the comparison between the analogue reference signal and the IEC 61850 digital sampled
value (SV) data stream of the test object. While independent solutions exist for long duration accuracy tests, differ-
ent solutions are needed for short-duration power testing. In this paper, the setup used to perform high-current tests
of LPITs is presented and discussed. The second part of this contribution gives a summary of the practical challeng-
es and observed errors while testing LPITs with IEC 61850.
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AHHOTANHA:

[IpumeHsieMble Ha CETOAHSIIHUN JeHb U3MEPHUTEIBHBIC YCTPOHCTBA — AIIEKTPOMarHUTHBIE TPAHC(POPMATOPHI TO-
Ka ¥ HamnpsDKeHUS 00JalaloT PSAAOM CYNIECTBEHHBIX HEIOCTATKOB W HE MOTYT OBITh MHTETPHPOBAHBI B CHCTEMBI
UG POBBIX MOACTAHIIUH, padOTAIONINX B COOTBETCTBUU co cTanmapTroM MOK 61850. HemocTaTok CymecTBYOMIMX
TpaHC(hOPMATOPOB TOKA, KAK NCTOYHHKOB MH(pOpMaIiu i ycTpoiictB P3uA, 3axmouaercs B HCKaKEHUH (HOPMBI
CUTHAJIa B MIEPEXOIHBIX PEXKMMaxX, 0COOEHHO BO BpeMs KOPOTKHX 3aMBIKAHMH, W3-32 HACBHIIICHUS MarHUTOIPOBOIA
arepruoINUYecKo U NMEepPUOJAUYECKON COCTaBJISAIONIEH TOKa, B pe3yiibTare yero TT mepenaroT HEIOCTOBEPHYIO MH-
¢dopmariro o Tokax K3, mpuBoas k 3asepxkaM M HecelIeKTUBHOM padore ycrpoiictB P3uA. Munykrusasie TH mo-
TYT BCTYNaTh B ()eppOPE30HAHC, TIPH ATOM 110 0OMOTKE BBICOKOTO HAaIpsDKEHUs TpaHchopmaropa OyayT MPOXOIHUT
HEJIOMYCTUMBIE TOKH, YaCcTO NPUBOSIINE K oBpexaeHnio TH ¢ oTkimodenneM Beer cuctemsl muH. [1pu nepexone
K CTPOMTEJILCTBY LU(POBBIX IOJCTAHIMH BBIIIEyKa3aHHBIC MPOOJIEMBI HEOOXOIMMO O0O0s3aTeNbHO pemarth, Io-
ckoibKy L{IIC — 3T0 00BEKTHI HOBOTO Ka4eCTBa C MOBBIIICHHON Ha/JEKHOCTBIO M 3KCIUTyaTallHOHHBIMH XapaKTepH-
ctukamu. rHopupys npo0GiiemMbl 000py10BaHHsI, CO3JJAHHOTO Ha 3ape SHEPTeTHKH, €CTh PUCK HE IOCTHYb HYKHOTO
HKOHOMHYECKOTO U TeXHHUYecKoro s dekra ot BHenpenus LII1C.

B noknazie onucaHbl IPeUMYIIECTBa U OCOOEHHOCTH COBPEMEHHBIX HETPAAMIMOHHBIX ITpeodpa3zoBareneil Toka 1
HarpspkeHus. Masble Bec ¥ rabapuThl, OTCYTCTBUE sBJICHUI (heppop3oHaHca. OTCYTCTBUE IONOIHUTEIBHBIX METPO-
JIOTMYECKUX MOTPEIIHOCTEH Ha BXOJe NoTpeduTenel nHpopMauu oyiaroapsi UCKIIIOYEHHIO TIPOMEKYTOUYHBIX pa3-
JETUTENBHBIX TPaHC(HOPMATOPOB M aHAIOTO-IH(PPOBBIX NMpeoOpa3oBaTeeh, MPUCYIIUX TPAJUIUOHHBIM CXEMaM.
[orpemHoCTH WM3MEpEHMsT HE 3aBHCAT OT BEJMYMHBI MOAKIIOUECHHOW Harpy3ku. IIpuMeHeHme MamorabapHTHBIX
TpaHc(opMaTOPOB TOKA C HAHOKPHCTAIMYECKUMH MAarHUTONPOBOJAMH, ITO3BOJISICT OBBICHUTh TOYHOCTH KOMMeEpUe-
CKOTO M TEXHWYECKOTO y4eTa W KOHTPOJIS 3IEKTpodHeprur. Mcnonp3oBaHue mosica PoroBckoro, mo3BosseT BBIION-
HATH IpeoOpa30BaHNE TOKa B HOMHHAIBHBIX M aBapUHHBIX PEXHUMAaX, BKIIOUYast KOPOTKUE 3aMBIKaHHA (C BBICOKOH
MpeJeTbHON KPaTHOCTEIO TI0 aMIutuTyAe He MeHee 50), B mmpokoM crektpe gacToT (ot 0 go 10kI'1m), Bkitovas mo-
CTOSIHHBIH TOK U anepuoMYecKyl0 COCTABIIIONIYIO, O€3 HACBHIILEHUS! M UCKaXeHUs! (JOPMbI KPHBOM TOKA C TOYHO-
cThi0 He Xyxe 0,2s. Pe3ynpTaTsl HCIIBITAHUN IPUBEACHBI HA PUCYHKE 1.

B noknane omucaH OIBIT NpUMEHEHUS LU(POBBIX U3MEPHUTENBHBIX MpeoOpa3oBaTeiell TOKa M HANPSDKEHHS B
paMKax MPOBEJECHUS ONBITHO-IIPOMBIIIICHHBIX 3KCITyaTalluid ¥ MPOBEACHUS MCIIBITAHUH, COBMECTHO C Pa3IUYHBI-
MU yCTPOKWCTBAMU y4Y€Ta U PEICHHOM 3aIUTHI.

[IprmMeHeHne HETPaIUIMOHHBIX IEPBUYHBIX IPeoOpa3oBaTeneii yKe CEroOmHs MO3BOIUT CO3/1aTh 000pyIOBaHNE
(sraetiku KPY, BricoxoBombTHBIE [IKY ¢ mogsecom HemocpezncTBeHHO Ha omopy JIOII), mo mene He ycrymaromiee
CYIIECTBYIOIIMM aHAJIOTaM, HO HMEIOIIEe HOBbIE Ka4eCTBa M XapaKTEPUCTUKH HEOOXOANMBIC ISl TOCTPOCHHS yM-
HBIX ceTeil. B moxiiaze mpuBeneHs! penieHus], MO3BOMIAOIMNE 000CHOBATh HE TOJIBKO TEXHMYECKH, HO M SKOHOMMIE-
CKH{ BHEJIPCHHE HETPAIUIIMOHHBIX TIEPBUYHBIX ITpeoOpa3oBarTeneil B CETIX ypOBHEM HampspkeHus 6 — 35 kB. Oxanm
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W3 TaKUX PEHICHHH MOKeT OBITh MHTerparus (QyHKIWA ydeta u

3aIUT B IEKTPOHHBIE OJIOKM M3MEPHUTENBHBIX Npeodpa3oBaTeneit
WM IPUMEHEHNE B TTape ¢ IePBUYHBIMHU IPE0Opa30BaTEISIMU COTIIACOBAHHBIX MYJIBTU(QYHKIMOHAIBHBIX YCTPOUCTB,
NPUHUMAIONINX HW3MEPHUTENbHYI0 HH()OpMAIMio HermocpencTBeHHO B TpakT ALIIl. Dtw pemenus BegyT K cymle-
CTBEHHOMY YJICIICBICHUIO BHEIPEHHS TEXHOJOTHH HU(PPOBBIX U3MEPEHHUIl B CETSAX YpOBHEM HampspkeHus 6 — 35
kB. HemanmoBakHBIM SBJISETCS M TOT (aKT, YTO BHEJPEHHUC KIACTCPHBIX IU(POBBIX MOJICTAHIUI Oe3 MPUMECHEHUS
U3MEPUTEIFHBIX MpeoOpa3oBartenell ¢ nupOBEIM BBEIXOJOM HEBO3MOXKHO. [IprMeHeHHe npeoOpazoBaTeneii CUrHa-
noB Tuma ITAC, He MO3BONUT HCKIIOYUTh HETaTUBHBIC (PAKTOPHI MPHUMEHCHHS JJICKTPOMATHUTHBIX TPaHC-
(hopMaTOpOB, a UX MPUMECHEHUE C IKOHOMHICCKON TOUKH 3PCHHS HEelleJIeco00pasHoO.
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Pucynok 1 — Curnan nosica PoroBckoro assi iepBUYHOTO TOKa C anepruoJu4eCKON COCTaBIISIOMIEH:
a — JI0 MHTETPUPOBaHUs; O — MOCJIe HHTETPUPOBAHUS U IIPUBEACHUS K IIEPBUYHOMY TOKY
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Application of Non-Traditional Primary Converters with Digital Output in 6 — 35 kV
Networks

V.D. Lebedev, A.A. Yablokov, S.N. Litvinov, E.E. Gotovkina, N.V. Lebedeva
Ivanovo State Power University, OOO NPO Digital instrument transformers
Russian Federation
Contact:
Full name: Lebedev Vladimir Dmitrievich
Organization: lvanovo State Power University
Postal address: 153003, Ivanovo, st. Rabfakovskaja, 34
e-mail: vd_lebedev@mail.ru

Key words: IEC 61850, Digital substation

Abstract:

Currently used measuring devices — electromagnetic current and voltage transformers have a number of signifi-
cant drawbacks and can not be integrated into systems of digital substations operating in accordance with the IEC
61850 standard. The disadvantage of existing current transformers, as sources of information for RPA devices, is the
distortion of the signal form in transient modes, especially during short circuits, due to the saturation of the magnetic
circuit of the aperiodic and periodic components of the current, as a result of which CT transmit inaccurate infor-
mation about the short-circuit currents, leading to delays and non-selective operation of RPA devices. Inductive VT
can enter into ferroresonance, while the high-voltage winding of the transformer will pass unacceptable currents,
often leading to damage to the VT with the shutdown of the entire bus system. In the transition to the construction of
a digital substation, the above problems must be solved, since digital substations are the objects of a new quality
with increased reliability and performance. Ignoring the problems of equipment created at the dawn of power indus-
try, there is a risk of not achieving the desired economic and technical effect from the introduction of DSP.

The report describes the advantages and features of modern non-traditional current and voltage converters. Small
weight and size, no ferro-resonance phenomena. Absence of additional metrological errors at the input of infor-
mation consumers due to the exclusion of intermediate separation transformers and analog-to-digital converters in-
herent in traditional schemes. Measurement errors do not depend on the value of the connected load. The use of
small-sized current transformers with nanocrystal magnetic cores, can improve the accuracy of commercial and
technical accounting and control of electricity. The use of the Rogowski coil allows to perform current conversion in
nominal and emergency modes, including short circuits (with a high limiting multiplicity in amplitude of not less
than 50), in a wide range of frequencies (from 0 to 10 kHz), including direct current and aperiodic component, with-
out saturation and distortion of the current curve shape with an accuracy of not less than 0.2 s. The test results are
shown in figure 1.

The report describes the experience of the use of digital current and voltage converters within experimental-
industrial operations and testing, together with various metering devices and relay protection. The use of non-
traditional primary converters today will create equipment (Switchgear cubicles, high-voltage TER with suspension
directly on the power line support), at a price not inferior to existing analogues, but having new qualities and charac-
teristics necessary for the construction of smart grids. The report presents solutions to justify not only technically but
also economically the introduction of nontraditional primary converters in networks with a voltage level of 6 — 35
kV. One such solution may be the integration of the functions of accounting and protection into electronic units of
measuring transducers, or used in tandem with the primary converters of the agreed multifunctional devices, accept-
ing measurement information directly into the tract of the ADC. These solutions lead to a significant reduction in the
cost of the introduction of digital measurement technology in networks with a voltage level of 6 — 35 kV. It is also
important that the introduction of cluster digital substations without the use of measuring converters with digital
output is impossible. The use of Analog Signal Converters will not allow excluding negative factors of application
of electromagnetic transformers, and their application from the economic point of view is inexpedient.
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Figure 1 — Signal of the Rogowski coil for the primary current aperiodic component: a — before integration; b —
after integration and reduction to primary current
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15. Hoauron.Ucnpiranus

CoBpeMeHHbIi HCNBITATENBHbIH LEHTP AJIs HCIILITAHUSA 000py10BaHNA NH(POBBIX NOACTAHIMIA
U 00y4eHNs NMepcoHaNa

B.J. JIe6enes, A.A. SA6mokos, C.H. JIutBunos, I'.A. ®unatosa, A.B. [TlaHamateHko
OI'bOY BO «BaHOBCKUI rocynapCTBEHHBIN SHepreTudeckuil ynusepcuter umenu B.U. Jleruna», OOO HIIO
«{ndpoBbie u3MepHUTENbHBIE TPAaHCHOPMATOPHI
Poccus
KoHTakTHOe JIM110:
®UO: Jlebener Baanumup JImutpueBud
Opranusanusi: ®T'60Y BO «/MBaHOBCKHH TOCYIapCTBEHHBIN YHEPTETUIECCKUN»
IouToBsiii agpec: 153003, . iBanoBo, yn. PaGdaxosckast, 34
e-mail:vd_lebedev@mail.ru

KuaroueBsie ciioBa: MOK 61850, mudpoast moacTaHus

AHHOTAIHA:

B Hacrosmiee BpeMs MHHOBAIMOHHOE Pa3BUTHE 3JIEKTPO3HEPTETUKH HAMPABICHO HAa CO3/aHHE 3JIEKTPO3HEpre-
THYECKUX OOBEKTOB HOBOTO MOKOJEHHUS — LU(POBBIX MOJCTAHIMH, paboTa KOTOPBIX MOCTPOEHA HA PeaU3alnu
MexayHapogHoro nporokora MOK 61850. Yxe cerogus B Poccnn u 3a pyOeskoM cozmaercsi 00IbII0e KOTHIECTBO
YCTPOMCTB, MpeAHa3HAYECHHBIX AT PabOThl Ha HU(POBBIX MOACTAHIMAX. He cMOTpS Ha BHOCHMYIO CTaHAAPTOM
yHI(HKanNIo, HEeKOTOphIe actiekTsl peanm3amui MOK 61850 B ycTpolicTBax pa3iWIHBIX MPOU3BOAMUTENEH OTIHNYA-
1orcst. JIONoIHUTENBHO, Ha JTaHHBIH MOMEHT OIIYLIAETCsl HEOCTATOK HE3aBHCUMBIX UCIIBITATENBHBIX LIEHTPOB, CIIO-
COOHBIX OCYILECTBUTH BCECTOPOHHEE TECTUPOBAHUE YCTPOWMCTB C MOATBEPIKICHUEM BCEX 3asBISEMBIX MPOM3BOIM-
TeJleM XapaKTepUCTHK. B CBA3M ¢ 5TMM aKTyaJIbHO CO3[aBaTh COBPEMEHHBIC UCIIBITATEIbHBIC LICHTPHI VISl TECTUPO-
BaHMs 000pynOBaHUs IN(POBBIX HOACTaHIMH. KpoMe 3TOro HeMaoBa)KHBIM BOIIPOCOM CTAHOBHTCSI O0yUCHHE IKC-
IUTyaTUPYIOLIEro IepCcoHata HOBBIM TEXHOJIOTHAM U paboTe ¢ BHeApsieMbIM o0opynoBanueM. PaccMaTpuBasi B KOM-
IUIEKCE BBIMICYNOMSHYTBIE BONPOCHI MOXKHO OTMETHTH, YTO HAWOOJbIIas MONb3a OyAET OT IEHTPOB, MMEIOIINX
KOMIIETEHIINH, KaK B 00JIaCTH WCHIBITAHNH 000pyIOBaHMSA, TaK M B 00JacTH 00y4eHus mepcoHana. B mokmane omm-
CaHa KOHLETIHUS U JOCTUTHYTHIE PE3YJIBTATHI [0 CO3AAHHIO MCIBITATEIFHOTO TIOJIMTOHA U(POBOH MOACTAaHINU Ha
6a3ze MBanosckoro I"'ocymapcTBenHOro DHepreTuueckoro YHuBepcutera coBMectHo ¢ OO0 HIIO «udpossie u3-
MepuTebHbIE TpaHCc(hopMaTopb». KoHIenmnus noaurosa colepkuT B cebe HECKOIbKO ypoBHEH. IlepBrIM siBisieTcst
YPOBEHb MOJAEIMPOBAHUS IIPOIIECCOB MIPOTEKAIOIINX B NEpBUYHOM 1ernn. OOImuMil BUA BHICOKOBOJIBTHOTO MOAYJISI U
MOMEILEHHUS IS Pa3MEIEeHUS] BTOPUYHOTO 000pYA0BaHUS MPEJCTaBICH Ha PUCYHKE 1.

-

Pucynok 1 — O0muii BUI BEICOKOBOJIBTHOTO MOAYJIS MCHBITATEIEHOTO IOJIMIOHA ¥ IIOMEIICHUS JJIsi BTOPHYHOTO
o0opynoBaHuUs
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OCHOBO#1 3TOr0 ypOBHSI SIBIISIETCSI KOMILIEKC MOJEIUPOBAHUS
B peanbHOM BpeMeHd — RTDS, KoTopblii yCTaHOBIEH COBMECTHO C
KOMIIJIGKTOM BBICOKOMOIIHBIX ycuiuTeneid. Ha BTOpoM ypoBHE MOJHMIOHA YCTAHOBICHO HU(POBOE N3MEPHUTEIILHOE
obopynoBanue — MUPPOBEIE TpaHC(HOPMATOPHI TOKa M HampsbkeHus mpomsBoactBa OO0 HITO «IUT», Ha 3TOM
YpOBHE NPOUCXOIUT OLM(pPOBKA CHUTHANA W €ro Beigada mo mpotokory MOK 61850-9.2. Koneunslit ypoBeHb cO-
JIEpKHUT IIaTHOPMy MMOCTPOCHHYIO HA 0a3¢ MPOMBIIUICHHBIX KOMMYTATOPOB, MPEIHA3HAYCHHYIO JUIS MOIKIFOYCHUS
BTOPUYHBIX YCTPOWCTB — TEPMHHAJIOB 3aIUT, CYCTYUKOB U MPOYUX YCTPOUCTB. CTOUT OTMETUTh, YTO UCIBITATEIIb-
HBI TIOJMTOH OYJET OCHAIICH COBPEMCHHBIMU YCTPOMCTBAMHU CHHXPOHHW3AIlMM W aHAJIHM3a COCTOSIHHUS JIOKAJBHO-
BBIYUCIIUTENBHBIX ceTell. Co3naBacMasi CHCTEMA MO3BOJIUT MPOBOANTH BCECTOPOHHHUE UCIIBITAHUS MPAKTHYCCKH JTFO-
6oro obopynoBanus U(POBBIX MOIACTAHIMNA B YCIOBHAX, MAKCUMAIILHO MPHUOJIMKCHHBIX K pealbHbIM. COTPYIHUKH
HUI'DY cosmectHO ¢ mpencraButesivu OO0 HIIO «IIUT» Ha npoTsbkeHun 20 j1eT 3aHUMAIOTCS pa3padOTKON H
MHTerpanuei udpoBsIX perieHnit — UQPoOBbIX TpaHCHOPMATOPOB TOKA U HAMPSIKEHHSI — ITOT KOMIIOHEHT SIBJISIET-
Csl BAXKHOM COCTABIISIFOLICH METPOJIOTHYECKUX KAHAIIOB MOJUroHa. [[piHMMas BO BHUMaHHUE BBILICONUCAHHbBIH (akT,
MOJIMTOH CMOJET YCIIEIIHO pelliaTh U CBOI BTOPYIO OCHOBHYIO 3a[ady — OPraHM3alliio TOTOKOBOTO MepeodydeHust
COTPYJHHUKOB JKCIUTyaTHPYIOIIMX OpPraHu3aluii, B paMKax MOJrOTOBKH K HHU(POBOMY MEPEBOOPYKECHHIO OTPACIIH.
Nmeroruiics mapk ycTpoHCTB U MPUOOPOB MO3BOJIIET OOYYUTH MEPCOHAT BCEM BaXKHBIM aCICKTaM SKCIUTyaTaluu
IU(POBBIX MOJCTAHIU, TIOKAa3aTh HA pealbHOM 000pPYAIOBaHHH NMPUMECHECHUE BCEX BHEIPIEMBIX cTaHmaprom MDOK
61850 TexHOMOTM. Y4eOHBIH 3aJ1 IOJIMTOHA MPECTABICH HA PHCYHKE 2.

™

Prcynok 2 — YueOHsIi 3aJ1 oMrona mudpoBoi MOACTAHIH

IIpoext nonurona nomxy4un HenocpeacTseHHyro noaaepxky [TAO «MPCK Llentpa» u ITAO «MPCK Llentpa u
[IpuBOMKBS», 3aMHTEPECOBAHHBIX B CO3JaHMM IUIOLIAJIKU I HepeoOydeHus nepcoHana. Ha ceropHsmHuil 1eHb
3aKyIJICHO OCHOBHOE 000pYyIIOBaHKE, a CHUJIaMH BhINIEYNOMHYTHIX ¢unanoB [IAO «Poccetu» HauaT mporecc pe-
MoHTa nomemniennit UI'DY, B KOTOpbIX OyAeT pa3MelleH MMOJIUIOH.
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State-of-the-art Testing Center for Digital Substation Equipment Testing and Personnel
Training

V.D. Lebedev, A.A. Yablokov, S.N. Litvinov, G.A. Filatova, A.V. Panashatenko
Ivanovo State Power University, OOO NPO Digital instrument transformers
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Key words: IEC 61850, Digital substation

Abstract:

Currently, the innovative development of the electric power industry is aimed at creating a new generation of
electric power facilities — digital substations, the work of which is based on the implementation of the international
Protocol IEC 61850. A large number of devices designed for operation at digital substations are already being creat-
ed in Russia and abroad. Despite the insertion of the standard harmonization, some aspects of the implementation of
IEC 61850 in devices from different manufacturers are different. In addition, at the moment there is a lack of inde-
pendent testing centers that are able to carry out comprehensive testing of devices with confirmation of all the char-
acteristics claimed by the manufacturer. In this regard, it is important to create modern test centers to test the equip-
ment of digital substations. On top of that, an important issue is the training of operating personnel to new technolo-
gies and work with the implemented equipment. Considering the above-mentioned issues in the complex, it can be
noted that the greatest benefit will be from the centers with competence, both in the field of equipment testing and in
the field of personnel training. The report describes the concept and the results achieved in the creation of a test site
of a digital substation on the basis of the Ivanovo State Power University together with the OOO NPO Digital in-
strument transformers. The concept of the test site contains several levels. The first is the level of processes simula-
tion occurring in the primary circuit. The general view of the high-voltage module and the room for secondary
equipment is shown in figure 1.

Figure 1 — General view of the high-voltage module of the test site and the room for secondary equipment

The basis for this level is a complex of real-time modeling — RTDS, which is installed together with a set of
high-power amplifiers. On the second level of the test site a set of digital measuring equipment is installed — digital
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current and voltage transformers manufactured by OOO NPO Dig-

ital instrument transformers, on this level the digitization of a sig-
nal and its results is performed according to the Protocol IEC 61850-9.2. The final level contains a platform built on
the basis of industrial switches, 2 designed to connect secondary devices — protection terminals, counters and other
devices. It is worth mentioning that the test site will be equipped with modern devices for synchronization and anal-
ysis of local area networks. The created system will allow to carry out comprehensive tests of almost any equipment
of digital substations in conditions as close as possible to real. Employees of ISPU together with representatives of
OO0 NPO Digital instrument transformers have been engaged for 20 years in the development and integration of
digital solutions — digital current and voltage transformers — this component is an important component of the met-
rological channels of the test site. Taking into account the above-described fact, the test site will be able to success-
fully solve its second main task — the organization of mass retraining of employees of operating organizations, in
preparation for the digital re-equipment of the industry. The available stock of the devices and appliances allows
training the personnel in all important aspects of operation of digital substations, to show an application of all
technologies introduced by the IEC 61850 standard on the real equipment. The training hall of the test site is shown
in figure 2.

Figure 2 — the learning hall of the test site for digital substations

The test site project received direct support from IDGC of Centre, PJSC and IDGC of Centre and Volga Region,
PJSC, which are interested in creating a site for staff retraining. Today, the main equipment has been purchased, and
the above-mentioned branches of PJSC «ROSSET I» have begun the process of renovating the premises of ISPU, in
which the test site will be located.
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OnbIT BHepeHus LM(POBOii peJieliHoil 3alIUTHI PA3JIMYHBIX NOCTABIIUKOB
Ha noJjurone IIIC IMAO «I"'aznpom HedTb»

M.C. 3aBropogHuii
AO «DnexTpoHMann
Poccus
KoHnTakTsI:
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Karouessie cnoBa: P3A, ludposas nogcrannust, MOK 61850-9-2LE

AHHOTAIHA:

B 2018 roxy nHama komnaHus pazpadoTaia, U3rOTOBMIIA M Haslaamiia noauroH Lndposoit moacranuunu mis [TAO
«"asnpom HedTr», BRIMOMHSAIOMNI 3amUTy OBYX HpHcoeanHeHHH 35 kB ¢ mpuMeHeHMEeM IUQPOBBIX 3amluT
Siemens, OKPA, bpecnep, Penemaruka, U1 Jueprocepsuc.

ITonuron peanmzosan Ha 6a3ze ['TIIT-6H Omckoro HII3. JlelicTBre 3alIUT OPraHU30BAHO «HA CHTHAIY.

B npoekTte paccMOTpeHBI BOIIPOCH! Pe3epPBUPOBAHMUS CETEBBIX MOAKIIOUCHHH (110 mpoTokoiry PRP), cuaxponusa-
UM TOYHOTO BpeMeHH (mpuMeHeHsl PTPv2 u PPS), paznenenus u coBMeneHUs MIMHBI IPOIiecca U MIMHBI CTAaHITHH
(c momombio VLAN), nuarnoctuxn 1mu¢poBsix yerpoiicts (MOK 61850 MMS, GOOSE).

[IpoBepena coBmecTuMocTh peanusanuu nporokonoB GOOSE, SV mexny obopynosanuem YCO (MU) u P3A
Pa3MYHBIX IPOU3BOANTEIICH, H3YUIEHBI BApHAHTHI PE3E€PBUPOBAHUS NN(PPOBBIX U3MEPEHUI BEIOOPOUYHBIX 3HAYCHUMH,
3a(hMKCHPOBAHbI OCIMIIIOTPAMMBI KaK C TEPMHHAJIOB IIU(POBBIX 3aIIUT, TaK U ¢ IU(poBoro ocummorpada.

Jis monuroHa BHeIpeHa CHCTEMa MOHUTOPHHTA ¢ KoHTposeM cBs3eit mo GOOSE Ha 6aze web-unTepdeiica.

B xoze 3aBOJICKHX HCTIBITAHUH U MyCKO-HAJIQAOYHBIX paboT mpoBepeHa padoTa 3alUT B PeXHUME IOBBIIICHHON
3arpy3Ky CeTH M IIPHU OTCYTCTBUH CHHXPOHHU3AIMHM TOYHOTO BPEMEHH, BBIBICHBI PACXOXKACHHUS B PEAKIIMH 000py-
JIOBaHMS Pa3JIMYHBIX TIOCTABIIMKOB Ha HEILITATHBIE CUTYaIMH, CYILIECTBEHHbIE UMEHHO AJISl HU(PPOBBIX MOACTAHIUMH.
ITony4enHble pe3yabTaThl MPOAHATM3UPOBAHBI pa3padoTurkamMu P3A, UTOTOBBIN ONBIT U BHIBOJIBI, KAK MBI CUMTAEM,
OyIyT MHTEpECHBI YYaCTHUKAM KOH(epeHIHH.
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Digital protection from various vendors implementation experience at Gazprom Neft digital substation
test site

M. Zavgorodnii
Electronmash JSC
Russia
Contact:
Full name: Mikhail Zavgorodnii, Head ofautomation department
Organization: Electronmash JSC
Postal address:3-d Verhny lane 12a, Saint-Petersburg, Russia
e-mail: m.zavgorodnii@electronmash.ru
tel.: +7 812 7021262 ext. 7190
fax: +7 8127021262

Key words: digital protective relays, digital substation, IEC 61850-9-2LE

Abstract:

In 2018 Electronmash has developed and erected digital substation test site for Gazprom Neft PJSC. Test site
performs protection functions for two 35 kV feeders. Digital protective devices and merging units (IED) were pro-
vided by Siemens, EKRA, “NPP Bresler”, Relematika and Engineering center ,,[Energoservice®.

Digital substation test site is located at the GPP-6N substation at Omsk refinery. Test site protections act only for
signaling, without tripping.

The project considers such issues like network redundancy (PRP protocol), precision clock synchronization (via
PTPv2 and PPS), process and station bus segregation and combination (via VLAN), IED diagnosis (via IEC 61850
MMS, GOOSE).

Merging unit and relay protection IED’s of different vendors have been tested to ensure compatibility of
GOOSE, SV.

SV input redundancy for protective relays has been tested as well.

Fault recording was performed not only by protective relay IED’s, but also by process bus fault recorder.

Test site has been equipped with monitoring system featuring GOOSE diagnosis and web interface.

During factory testing and commissioning on site process bus overload and loss of time synchronization were
tested to determine differences in IED performance for specific digital substation failures. The results were analyzed
by the IED vendors.

We believe that the final experience and conclusions will be interest for participants of the conference.
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16. Oo6yuenmne, Texnosmorus IIIC

Hcnonb3oBanue TexHosornu «lupposas noacranums» Npu NoAroToBKe CNeHaJIuCTOB
JUJISL 3JIEKTPO3HEePreTHKH

J.H. Acannos, 10.I1. I'yces, A.B.Tpodumos
HanuonaneHslil uccaenoBatensekuil yHuBepeuteT «MOW»
Poccus
D®UO: Tpodhumor Anekceli BaneHTrnHOBHY
Opranusamusi: HUY «M3WN»
IMouroBbIii agpec: 111250, Mocksa, KpacHokazapmenHas yi., a. 14
e-mail: TrofimovAvV@mpei.ru
Teur.: 8-910-423-17-61

Karouessie cioBa: ACY snekrporexHudeckuM obopynoBanneM (ACY DTO), BTopudHBIC LETN 31EKTPOyCTa-
HOBOK, IipoBas noacranmus, ooyueane ACY DTO

AHHOTANHA:

AKTHBHOE BHEJPEHHE CHCTEM aBTOMAaTH3allMU JIEKTPOYyCTAaHOBOK Ha OCHOBE TEXHOJIOTHH «IIM(POBOI MOACTaH-
I CTaBUT 3a7ayy MOATOTOBKH CIEIIMAIMCTOB IS X MPOEKTHPOBAHUS M IKCIUTyaTalluu. JTa TEXHOJIOTUS Oa3u-
pyetcst Ha cepuu ctanaaproB MOK 61850, HarpaBneHHbIX Ha YHU(UKAIMIO HTUPPOBOro 0OMEHa MEXY WHTEIICK-
TyaJIbHBIMH 3JIEKTPOHHBIMH ycTpoicTBamu (MDY). BakHBIM acrekToM NpH HOATOTOBKE CHEIMAIMCTOB SIBIISAETCS
BO3MOKHOCTh MOJTyYCHHS MPAKTUYCCKUX HABBIKOB IMpH paboTe ¢ peanbHBIM o0opymoBaHueM. Ha kadeape «mek-
Tpudeckue craHmum»y HUY «M3OU» OGonee 5 ner GyHKIHOHHPYET CHEIHMAIH3MPOBAHHBIN  y4eOHO-
uccnenoBarenbckuii momuroHn ACY O3TO, cooTBETCTBYIOMNN 3TOMY CTaHIAApTy. AKTHBHO BeIETCS pa3paboTKa Me-
TOJWYIECKOro 00ecneyeHNs Ul OYHOTO M JUCTAHIIOHHOTO 00Y4EHMS.

B cocraB yueOHO-HCCIIEI0BATENBCKOTO MOJIMIOHA BXOAAT HECKOJIBKO HATYPHBIX NMPOMBIIUIEHHBIX paclpeeIn-
TeNbHBIX ycTpoicTB (PY) pasnuunbIX HampspkeHUH, Bkiodas saeiiky KPY2-220 kB, KPY 10 kB, mmrt coOcTBeH-
HeIX HYXJ 0,4xB, mmut noctossuaoro toka 220 B. Yacts 060pynoBaHus MOJEIUPYETCsS HA CXEMHOM ypoBHe. J[is
ynpasieHus ucrnosb3yrores mkadsl ¢ UOY ¢upmsl ABb: mikad 3amur v ynpasnenus uHuei (Ha 6a3e TepMUHAIOB
3ammt REL650 n ynpasnenuss REC670); mkad 3ammr u ynpasienus 6104Horo tpancdopmaropa (Ha 6asze Tepmu-
HayoB 3amuT RET650 u ynpasnennss REC650); mkad 3amut 610Kka reHeparop-tpancdopmarop (Ha 6a3ze TepMuHa-
na 3amuT REG670) u Tpancopmaropa COOCTBEHHBIX HYXI.

B ocnHoBe mudpoBoro oomena mo cranmapry MOK 61850 nexxaT mHDOpMAIOHHBIE MOIETH, HMO3BOJIIONIINE
OMHCAaTh IEPBUYHOE ¥ BTOPHYHOE 000PYIOBAHHE NIEKTPOYCTAHOBOK M peanusyeMblie pyrxunu. Ha npumepe yaeo-
HOM 3JIEKTPOYCTAHOBKH M3y9Iar0TCsSI 0COOCHHOCTH OCHOBHBIX BUIOB (hailIoB ommcaHMs MO/eNel Ha s3bIke Substation
Configuration Language (SCL): *.SSD —ommcaHue TOMOJOTHH MOJCTAHIIMHA U TpeOyeMol (YHKIHOHATLHOCTH,
*ICD u *.CID —onmcanue hyHKIIMOHATIBHBIX BO3MOKHOCTeH DY 1 koHKpeTHYI0 peanm3anuio; *.SCD — onmcanue
CHCTEMBI aBTOMATH3ALNH LETUKOM, BKIFOUast Tonojxoruio, N0Y, G yHKINOHAIEHOCTD U CBS3H.

st u3ydenus nporueccoB nu(ppoBoro oOMeHa ¢ IOMOILBIO IPOrpaMMBbl aHanu3a Tpaduka no cetu Ethernet pac-
cMmarpuBaercst cTpykrypa nakeroB MMS (mepenaua nansaeix ot MOV Ha Bepxuuil ypoenb) 1 GOOSE (oOmena
JNaHHBIMU Mexny DY),

Jpyrum BaKHBIM C METOAMYECKOW TOYKH 3PEHUS DJIEMEHTOM HOJIMTOHA SBILSIETCSI KOMIIAKTHBINA CIIEIUATU3HPO-
BaHHBIN CTEH]I, OTPaYKAIOUIMH OCHOBHBIE MPUHINIBI Opranu3anuy 1 ¢pyHkironupoBanust ACY OTO. OH no3Bosser
HayaTh Nporecc o0y4eHus ¢ OoJiee MPOCTHIX cUCTEM. B kadecTBe 0OBEKTa YIPaBICHHUS UCIIOJIB3YIOTCS LETH 3JIEK-
TpOABHUTATENs] COOCTBEHHBIX HYXA. YIIpaBleHHE BeIETCS C KOMMYHHKAIIMOHHOTO KoHTpoiuiepa WAGO 750-
880/025-002.Ero cpema mporpaMMHpPOBaHKs BKIIIOYAET CHENUAIBHBIN KOHPUTYypaTop, 00eCeunBaAIONIMI TOCTPOE-
Hue nHpopmManuonHoH Mozenu mo MOK 61850, ca3p e€ aTpuOyTOB ¢ MPOrpaMMHBIMH MIEPEMEHHBIMH, aBTOMATH-
yeckoe ¢popmupoBanue (ainos onucanns UOY.
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JlononHUTENbHBIE BO3MOXKHOCTH TEXHOJIOTHH ITIOATOTOBKH
CIELHUATINCTOB B 00JIACTH 3JEKTPO3HEPTETHKH 00ECIEUNBACT BO3-
MOXXHOCTh HCTIONB30BaHUS pealbHOTO 00opymoBaHus neictByromeid TOIl MOU. B pamkax e€ peKOHCTPYKIIUH
ocymiecTBIsIeTCs “IM(POBU3ALUS” CUCTEMBI YNPABICHUS TCIUIOMEXaHHYECKUM U 3JIEKTPOTEXHUIECKUM 000pyI0-
BaHMEM. B "acTHOCTH, Ha IPHCOEAUHEHUAX TeHEPaTOpa U TpaHc(hopMaTopa COOCTBEHHBIX HYX[ yXKE YCTaHOBJICHBI
MHTEJUIEKTyaIbHbIe MHOTO(QYHKIIMOHAIBHBIE CU&TUnKH 3ekTposHeprun BINOM3, monnepxusatomue oOMeH JaH-
HeiMu 110 MOK 61850. Hapsiny ¢ nusmepeHreM TOKOB U HaNpsKEHUI, CYETUMKU OCHAIIEHBI IUCKPETHBIMU MOy IS~
MU BBOJA-BBIBOJIA, YTO MO3BOJIIET UCIONB30BaTh UX B KAUECTBE IEMEHTOB PACIPEICIEHHBIX CHCTEM YIIPABICHUS.
Jns oOMeHa naHHBIMH nojyiepxwuBatoTcss nporokosisl MMS u GOOSE. MudopManuonHas MOzellb yCTPOHCTBA
BKJIIOUaeT Jioruueckue y3isl usmepennit (MMXU) u ynpasnennst koMMmyTannoHHbeIMH anmapatamu (XCBR, XSWI,
CSWI)..
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Using the technology "'Digital Substation™ in training specialists for electric energy

D.N. Asainov, Y.P. Gusev, A.V. Trofimov
National Research University "MEI"
Russia
Contact:
Full name: Trofimov Alexey Valentinovich
Organization: NRU "MPEI"
Postal address: 111250, Moscow, Krasnokazarmennaya st., 14
e-mail: TrofimovAV@mpei.ru
tel.: 89104231761

Key words: automated control system for electrical equipment, secondary circuits of electrical installations, dig-
ital substation, training for automatic control systems for electrical equipment

Abstract:

The active introduction of electrical installation automation systems based on the “digital substation” technology
sets the task of training specialists for their design and operation. This technology is based on the IEC 61850 series
of standards aimed at unifying the digital exchange between intelligent electronic devices (IEDs). An important as-
pect in the training of specialists is the possibility of obtaining practical skills when working with real equipment.
For more than 5 years, the specialized department of the “Electric Power Plants” of the National Research Universi-
ty “Moscow Power Engineering Institute” has been operating a specialized training and research ground for auto-
mated control systems that comply with this standard. Actively developing methodological support for full-time and
distance learning.

The training and research site includes several full-scale industrial switchgears of various voltages, including a
KRUE-220 kV cell, 10 kV switchgear, auxiliary shield 0.4kV, DC shield 220 V. Some equipment is modeled at the
secondary circuit level. For control, cabinets with ABB IEDs are used: line protection and control cabinet (based on
RELG650 protection terminals and REC670 control terminals); protection and control cabinet for the block trans-
former (based on the RET650 protection terminals and the REC650 control); protection cabinet of the generator-
transformer block (based on the REG670 protection terminal) and auxiliary transformer.

The digital exchange according to the IEC 61850 standard is based on information models that allow describing
the primary and secondary equipment of electrical installations and the functions to be implemented. Using the ex-
ample of a training electrical installation, we study the features of the main types of model description files in the
Substation Configuration Language (SCL): * .SSD - description of the substation topology and the required func-
tionality; * .ICD and * .CID - description of the functionality of the IED and specific implementation; * .CCD - de-
scription of the entire automation system, including topology, IED, functionality and communication.

The structure of MMS packets (data transmission from the IED to the upper level) and GOOSE (data exchange
between the IED) is considered to study the digital exchange processes using the Ethernet traffic analysis program.

Another important from the methodological point of view is a compact specialized stand, reflecting the basic
principles of the organization and functioning of the automated control system of the IT site. It allows you to start
the learning process with simpler systems. As an object of control, the electric motor circuits are used. The control is
carried out from the WAGO 750-880 / 025-002 communication controller. Its programming environment includes a
special configurator that provides the construction of an information model for IEC 61850, the connection of its at-
tributes with program variables, the automatic generation of IED description files.

Additional possibilities of technology training in the field of electric power industry provides the ability to use
real equipment of the existing power plant in MPEI. As part of its reconstruction, the “digitalization” of the control
system for thermal mechanical and electrical equipment is carried out. In particular, the BINOM3 intelligent multi-
functional electricity meters that support data exchange according to IEC 61850 have already been installed at the
generator and transformer auxiliary needs. Along with current and voltage measurement, the meters are equipped
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with discrete input-output modules, which allows them to be used

as elements of distributed control systems. For data exchange,
MMS and GOOSE protocols are supported. The information model of the device includes logical nodes of meas-
urement (MMXU) and control of switching devices (XCBR, XSWI, CSWI).
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17. Metpoaorusa HHIIC

MeTponomquKoe odecneyeHune Ccpeacrs l/l3MepeHl/lﬁ B COCTaB¢ U3MEPUTEJIbHBIX KAHAJ0B ].[l/l(l)pOBOﬁ
MOACTAHIIHH

W.A. T'uHuSTYIIIUH
00O «HIIIT Mapc-2Hepro»
Poccus
KonrakTHoe 11LI0:
®UO: I'ydbapesa Upuna AnpOepToBHA
Opranmzamusa: OO0 «HIIIT Mapc-Dueproy»
IMouroBsblii agpec: 199034, Cankr-IlerepOypr, 13- uuus B.O., 1.6-8, mut.A, mom. 40H
e-mail:www.mars-energo.ru
Ted.: (812)309-03-56 no6. 144
¢axc: (812) 327-21-11 no6. 139

KaioueBble cj10Ba: METPOJIOTHUECKUI KOHTPOJb M3MepHTEeNbHEIX KaHaitoB LI[IC, kannOpoBka m nosepka CU
HIIC, nunoTHBIE MPOEKTHl HU(PPOBBIX MOACTAHLMH, 3TAJOHHBIE NOBEPOYHbIE YCTAHOBKHM, MOJIEPXKKa MPOTOKOJIA
61850

AHHOTALMA:

Ha npeanpusitun ¢ 2015 roga BeIIycKaroTcs 1aOOpaTOPHBIE 3TAIOHHBIE TOBEPOYHBIE YCTAHOBKH JJIS IIH(POBBIX
UTH, UTT.

C 2017 ronma paspabarsiBatorcst MmeToqukn usmepenust MU, CTO no npumenennto stanonHsix CU s nosepkw,
kanOpoBku CU LTIC B 1aGopaTOpHBIX YCIOBHUAX U Ha MECTAaX HKCIUIYaTaIUH.

MBI ipeutaraeM TPEHWHTY TEXHHYECKOTO MepCOHalIa, METPOJIOTOB 110 MPUMEHEHHMIO 3TaoHHbIX CU.

Pa3paboTky ¥ MPOMU3BOICTBO MPOBOAATCS B COOCTBEHHOM aKKpPEAMTOBAHHOM METPOJIOTMYEeCKON JlabopaTtopun B
Cankr-IletepOypre B COOTBETCTBHH CO CTaHAAPTOM MEHemKkMeHTa kadectBa [SO 9001, B coTpyIHUYECTBE C METpPO-
norunueckumu uHcTuTyramu BHUUM, BHUNMC, ctpykrypamu Poccrannapra u ITAO Poccern.

Co3ganne pabounx 3TAJOHOB OBUTO ObI HEBO3MOXHO Oe3 omopsl Ha 3TajoHHy 0asy BHUMM — Tocynap-
CTBEHHBIH ATAJIOH JIEKTPUIECKON MOIIIHOCTH.

B nHacrosiee BpeMs co3aTey 3TaloHa MOIIHOCTH M COTPYAHUKHU JabopaTopuu 3nekTpo3neprerukn BHUNM
pa3BUBAIOT HANpPABICHUE 3TATOHOB CIEAYIOIIETO NOKOJICHHUS I MeTposiorudeckoro obecneuenus LIIC.

B 2017 roxy 3amymieH npoekT 1o pa3padoTKe M M3TOTOBICHUIO KOMIUICKCA STAJIOHHOTO 000pyIOBaHMS VIS T10-
Bepkw, kanmuOpoku CU HIIC Ha Mecrax skcmryatanuu. [Ipoekt ocymecTisiercs mo miaHy meponpustuid HTU
«QHEepIKUHET» U cornamennto ¢ PoHIoM conelicTBUs HHHOBanusAM. HazHaueHne KoMIuiekca — M3MEpeHHe 3JIeK-
TPOIHEPTeTHIECKUX BEJMYUH W (OPMHUPOBAHHE ATAIOHHBIX CHTHAJIOB. OTIMYHE OT CYIIECTBYIOUIMX 3TaJOHHBIX
KOMIUIEKCOB COCTOUT B OJHOBPEMEHHOHN MOAJIEPKKE KaK TPAJAUIMOHHBIX CPEICTB U3MEPEHHH, TAK M COBMECTHMBIX
¢ mpoTtokoiom 61850-9-2LE.

B 2018 rony 3akoH4eHBI UcnbITaHusi npudopa DHepromonurop 61850 ¢ Bxmovyenuem B ['oc. peectp CU mon
HoMepom Ne 73445-18.

Ouepromonutop 61850 — sTanoHHBII NPUOOP HOBOTO TOKOJEHUS JISl MOBEPKH LU(BPOBBIX M3MEPUTEIBHBIX
TpaHcdopmMaTopoB ToKa, HanpspkeHust U ycrpoiictB Merging Unit (kiacc tounoctu 0,02; 0,05).

Peanm3zanust NUIOTHBIX TPOEKTOB IU(POBBIX moacTaHmil Ha o0bekTax [TAO «Pocceru» n ITAO «PCK EC» (B
gacTHOCTH, Ha 33-x o0pexTax MOC mnanupyetcs peannzoBaTh TexHoiorun L[IIC B mepuox ¢ 2014 mo 2024 r.)
JOJDKHA BKJIFOYATh alpoOaIiio TEXHOJIOTHH TECTHPOBAHUS, KAINOPOBKH, oBepku otaeabHbl CH 1 nudpoBbIX n3-
MEPHUTENBHBIX KaHAJIOB B esioM. Hapsiny ¢ pa3paOoTKOW M BHEIPEHHEM 3TAJTOHHBIX KOMIUIEKCOB JUISl TOBEPKH, Ka-
mubpoBku CU LIIC tpebyercs pa3paboTka METOINK M3MEPEHUH M OTPACIICBBIX CTAaHAAPTOB. P MexKIyHApOIHBIX
cragnaptoB Ha CU IITIC n metompl kanmuOpoBku mepeBeneH B paspsan 'OCT u npumeHsercst pa3paboTInkamMu U
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npoektupoBmukamu LIIC. OgHako TpeOyeTcst ux mepepadboTka
azlanTanys K 0COOEHHOCTSM POCCHICKONW YHEPTOCUCTEMBI, TIPHME-
HseMbiM CU 1 persiaMeHTaM MOBEPOYHBIX padoT.

B «HIIIT Mapc-DHepro» pazpaboTaHbl METOAUKH TOBepKH (3aka3zunk — DBY «PoctecT-MockBay):

- METOIMKA IIOBEPKH Ha MECTE IKCIUTyaTalliy TPaHC(HOPMATOPOB TOKA U3MEPUTENIFHBIX C IEPBUYHBIMH TOKAMU B
muamazoHe ot 5 1o 5000 A u BEIXOJTHBIM CHUTHAIOM B BUE U poBoro notoka no crannapry IEC 61850-9-2 (MU
3602-2018);

- METOJIMKA MTOBEPKH Ha MECTE IKCIDTyaTalluu TPaHCHOPMATOPOB HAIPSDKCHHST U3MEPUTENBHBIX C TIEPBUYHBIMU
HATPSDKCHUSAMU B AHana3one oT 6 10 220 kB ¥ BEIXOJHBIM CUTHAJIOM B BHJIE€ MU(PPOBOTrO MOTOKA 1o cTtanaapty IEC
61850-9-2 (MU 3603-2018).

Taxxe Ha npeanpusTun papadorano CTO «Oobmrre TpeGoBaHUSI K METPOJIOTHUECKOMY KOHTPOIIO H3MEPHUTEIb-
weix kKaHanoB LIIC» (CTO 56947007-29.240.10.265-2019, nata BBemenus: 25.03.2019, 3akasunk — [TAO «®CK
EC»). llenpto pa3paboTKu NaHHOTO CTaHIApTa SBISIETCS pa3paboTka OOMMX TpeOOBaHWH K METPOJOTHIECKOMY
obecrieueHno 1 KOHTpoutto MeTpostorndeckux xapakrepuctuk MK IIIC Ha Becex 3Tamax »U3HEHHOTO ITMKJIa BBIIIE-
YKa3aHHBIX CHCTEM H3MEpeHHs (3Tambl MPOEKTUPOBAHUSA, BBOJA B IKCIUIyaTAIllMI0 U IOCTOSHHOMN AKCIUTyaTaIllH).
Pesynbrar paboThl OyIeT MPUMEHSATHCS MPOSKTHBIMU OPTaHU3AIMAMH, OPTaHU3AIUSAMH, BBITIOTHSIONINMHA PabOTHI
0 BHEJIPECHUIO B MeTposiormdeckoMy obecrieueHnto MK mamepurensubix cucrem L[IIC Ha 3Tane BBOIA B IKCIUTya-
TaIUIo, TPOPIIFHBIMU MOIPa3IeIICHISIMH, B (YHKIIMOHATIHHON OTBETCTBEHHOCTH KOTOPHIX Pa3BUTHE W IKCILTyaTa-
Ut THQOPMAaITMOHHO-TEXHOIOTHISCKUX (M3MEPHUTEIBHBIX) CHCTEM H TOPa3eICHUSIMA METPOIIOTHIECKOTO obec-
nieuenus [TAO «D®CK EDC
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Reference equipment for digital substations (DSS)

I. Giniyatullin
Mars-Energo
Russia
Contact:
Full name: Irina Gubareva
Organization: Mars-Energo
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e-mail: www.mars-energo.ru
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Fax: +7 (812) 327-21-11, ext. 139

Key words: accuracy testing of measuring channels of digital substations (DSS), testing and calibration of
measuring instruments for DSS applications, pilot projects of digital substations, reference test systems, IEC 61850
protocol.

Abstract:

The company manufactures reference test systems of stationary type for testing digital voltage and current trans-
formers since 2015.

On this basis, the measurement procedures and industrial standards as applied to testing of DSS measuring
equipment under both laboratory and field conditions have been developed since 2017.

Mars-Energo has also developed special training programs for electricians and test operators to provide them
with the skills required for working with such reference systems.

The R&D and production facilities are sited in Mars-Energo’s 1ISO 9001-compliant test laboratory located in
Saint Petersburg. The works are held in cooperation with the All-Russian Mendeleev Institute for metrology
(VNIIM), All-Russian Research Institute of Metrological Service (VNIIMS), Rosstandart-related entities, and Fed-
eral Grid Company Rosseti.

These working standards would never be designed without such a background as the State Etalon of Electrical
Power located in VNIIM.

Now the designers of the Etalon and other specialists of the VNIIM laboratory for electrical energy measure-
ments are working on the State Etalon of next generation to be compliant with DSS channels.

In 2017, the project on the development and production of the reference setup for on-site testing and calibration
of the instruments making up digital substation infrastructure was started under the agreement with the Foundation
for Assistance to Innovations and according to the roadmap of the National Technology Initiative EnergyNet. The
purpose of the setup is to generate test signals and measure the results in the course of DSS tests.Unlike typical ref-
erence setups, the new one will support calibration of both conventional and 61850-9-2LE compliant equipment.

In 2018, the reference meter Energomonitor 61850 successfully passed the certification procedure and was in-
cluded in the National Registry of Measuring Instruments under # 73445-1.

The Energomonitor 61850 is a new reference meter (accuracy classes 0.02 or 0.05) designed to support calibra-
tion of digital CTs, VTs and Merging Units.

In view of the scale of the pilot projects on digital substations to be deployed at the sites of Rosseti and Federal
Grid Company of Unified Energy System (in particular, the DSS technologies should be implemented at 33 sites of
the Main Power Networks company within a period from 2014 to 2024), these works must also include the devel-
opment of the procedures for testing, calibration, and verification of both separate measuring instruments and DSS
measurement channels as a whole. Therefore, besides the design and implementation of the reference equipment,
there is a strong demand for the corresponding measurement procedures and industrial standards. Some international
standards for DSS and calibration methods converted into Russian State standards GOSTSs are applied by designers
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in the course of development of DSS infrastructure. However, the
adaptation of these standards to the conditions of the Russian
power system, measuring equipment in use and calibration rules and regulations is actually required.

By now Mars-Energo has developed the actual test procedures (under the order of Rostest-Moscow) for:

- On-site calibration of instrument current transformers with primary currents from 5 to 5000A and IEC 61850-
9-2 (Ml 3602-2018) digital outputs

- On-site calibration of instrument voltage transformers with primary voltages from 6 to 220 kV and IEC 61850-
9-2 (Ml 3603-2018) digital outputs.

Mars-Energo has also developed the Industrial Standard “General requirements for metrological monitoring of
the measuring channels of digital substations” (Industrial Standard 56947007-29.240.10.265-2019, date of Entry:
25.03.2019, customer — Federal Grid Company of Unified Energy System). The purpose of this standard is to estab-
lish the general requirements for the metrological equipment and the procedure of monitoring the accuracy charac-
teristics of DSS measuring channels at each stage of their life cycle (the stages of design, putting into operation and
in operation). The results of this work will be applied by the engineering companies specializing in installation and
accuracy testing of DSS measuring channels at the stage of commissioning, by the special entities being in charge
for the deployment and operation of IT and measurement systems and by the metrological labs of Federal Grid
Company of Unified Energy System.
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18. Mertpoaorus.llIuna npouecca IEC 61850
OleHKA TOYHOCTH BHIYMCJIEHHS IAPAMETPOB YJIEKTPoIHepruu Ha ocHoBe nmotoka IEC 61850-9-2LE

B.U. YxoB, 11.0. Kosiosa

000 «Komnanus [A211»

Poccuiickas ®enepauns
KourtakTHOE JIM1I0:
®UO:Kosuosa Npuna OnerosHa
Opranuszanus:000 «Komnanus I911»
IMouToBelii agpec: r. Mocksa, yi. [Togonsckux Kypcanrtos, 1.3, ctpoenue 8, aTax 2
e-mail: kovtsova_irina@mail.ru
Teui.: 8-916-344-53-31

KimoueBnie cioBa: |IEC 61850-9-2LE, u3mepenus, TOK, HAPSDKCHUE, TOYHOCTb.

AHHOTaANMA:

B nanHOM fOKIane senaeTcsl NpakTHYecKas: OlleHKa TOYHOCTH M3MEPEHHs apameTpoB O3, a HIMEHHO JIeHCTBY-
FOIMX 3HAYCHHUU TOKA W HANPSDKCHHS, HA OCHOBE MOTOKAa MrHOBeHHBIX 3HaueHuid [EC 61850-9-2LE. B moxmane
TIPUBOJUTCSL CXeMa CTeHJa, Kyaa BxoauT nudposoii renepatop depRTU — U — 2ETX un ycrpoiictBo depRTU-H-
8SV, ocymiectBisitomiee npuem notoka IEC 61850-9-2LE u pacuer ocHOBHBIX mapameTpoB 3. bbuio nposeneHo
Tpu cepun ucnbITaHuil. Ha mudpoBoM remeparope mociegoBaTeIbHO U 110 NTAPHO 33JaBATUCh NO(a3HBIe 3HAUCHUS
it Toka — 10,100, 1000, 10000 A, u ans Hanpspkerust — 100,1000,10000,100000 B ¢ gactoroii 50 T'L u 50,3 T'I.B
JIOKJIa/ie TIPUBOAATCS MOTYUCHHBIE NEHCTBYIOIINE 3HAUEHUS TOKA U HalpshKkeHus Ha ycrpoiictBe depRTU-H-8SV, a
TaKKe BEJIMYMHA OTHOCHTEILHOTO OTKIOHEHHWSI TOKA M HANpsDKeHUs B % OT 3aJaBaeMbIX 3Ha4YeHHWil Ha 1U(PPOBOI

reneparop depRTU — U - 2ETX.
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Evaluation of the electricity parameters calculation accuracy based on IEC 61850-9-2LE

V.I. Ukhov, 1.0. Kovtsova
LLC "Company DEP"

Russian Federation
Contact:
Full name:Kovtsova Irina
Organization: LLC "Company DEP"
Postal address: Moscow, st. Podolsk cadets, 3, building 8, floor 2
e-mail: kovtsova_irina@mail.ru
tel.:+7-916-344-5331

Key words: IEC 61850-9-2LE, measurement, current, voltage, accuracy.

Abstract:

This report makes a practical assessment of the accuracy of measuring the EE parameters, namely the operating
values of current and voltage, based on the stream of instantaneous values of IEC 61850-9-2LE. The report shows
the layout of the stand on which measurements were made for various values of current, voltage and frequency. The
digital oscillator depRTU — U — 2ETX was used as a signal source. The report presents the obtained current values
of current and voltage on the device depRTU-H-8SV, as well as the magnitude of the relative current and voltage
deviations in% of the specified values. It gives practical recommendations on the organization of calculations.
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19. Oxenyaranus. IIIC

Ilepexoa Ha o6cay:kuBaHue Mo cocTossHuIo yerpoiictB P3A, ACY TII u cpeacts uzmepenuii I1C

I1.B Ka6anos, O.B.Kupuenko
000 «DHepronpoMABTOMATH3AIIHS
Poccus
KonTakTHOE JINIIO:
®UO: Anrunoa Huaa MuxaiinoBHa
Opranmsamusa: OOO «3HepronpoMABTOMAaTH3ALMA»
IMouroBsrii agpec: 115114, r. Mocksa, [lepOeneBckas Ha0., a. 11,xopm. A, cexrop 1, BI] "[Tomnape, oduc 306
e-mail:antipova@epsa-spb.ru
Teur.: 8 (495) 663-36-42

KuroueBblie cjioBa: o6mas uapopmarmonnas moaenb, CIM, KUC, P3A, ACY TII, cpeactBo m3mepenus (CH),
CHCTeMbl aBTOMartu3anuu, ctanaaptel MOK, oOcnykuBaHHE MO COCTOSIHUIO, TEXHHYECKOE OOCIYy)KHBaHHE U pe-
MoHT, TOUP, mporpammHoe obecrievueHue.

AHHOTAIHA:

B Hacrosiiee BpeMst Bce OoJibliiee BHUMAHHE yJEISETCs MTOBBIICHHIO S (QEKTUBHOCTH TEXHUIECKOT'O 00CITYKH-
BaHus ycrpoiictB P3A, ACY TII u cpencts u3MepeHHid, HOCPEACTBOM IEPEX0oaa OT CUCTEMBI (PUKCAlMU JeHCTBUI
repcoHaa B OyMaXXHBIX JKypHAJIaX K CHCTEME BBIIIOJIHEHUS JIOJPKHOCTHBIX O00S3aHHOCTEH MO 3a/laHHBIM allrOpHUT-
MaM C y4eTOM OIICHKH (PaKTHYECKOTO COCTOSIHHSA O0OPYIOBaHHUS U XpaHEHHEM Pe3yJbTaTOB B JIEKTPOHHOM BHIE.
[Ipu mepexone k nuppoBOMY IPEACTABICHUIO HHOOPMAIIMH O TEXHUYECKOM OOCITYKHBAaHHH 1€I1eco00pa3HO OIHU-
paThCsi Ha MEXIyHApOIHbIE CTaHAAPTHI 110 XpaHeHHIo U oOMeHy uHpopmanuei. Hanbornee yHUBepCcalbHBIM Cpeji-
CTBOM JIJIsl PELICHHs AaHHOTO Kpyra 3ajad sBJsIeTCsl TPYIa CTaHIapTOB, MOCBsIIEHHAs o0mieil nHpopManoHHOH
mozean (Common Information Model - CIM) — MBK 61968, MOK 61970 u MBOK 62325.

B pamkxax HUOKP TTAO «®CK EBC» «Pa3paboTka cHCTEMBI aBTOMATHYECKOH NHATHOCTUKU W TIOBBHIIICHHS
a¢ddextuBHOCTH OOcmy)uBaHus yctpoiictB P3A, ACY TII u cpencte m3mepenmit [IC» kommanmein
000 «3uepronpomABToMaTuzauus» B coctaBe KoHcopuuyma ¢ AO «HTL ®CK E3C» u OO0 «Penemarukar»
Obl1a pazpaboTaHa KOPHOPAaTHBHAs CHCTEMAa aBTOMATHYECKOH AMAarHOCTHKH M MOBBIMEHUS 3P deKTHBHOCTH 00CITy-
xuBaaus yerporcTB P3A, ACY TII u cpencts usmepenwii [1C (manee — [ITK «Oxcmryaramusy). OCHOBHOH HETbI0
coznanus IITK «OxcmmyaTanusy» SBISETCS OCYIIECTBICHHE OCTEIIEHHOTO Mepexoa OT INIAHOBOTO OOCITYKUBaHUS
K 00CITY>KHBAHHIO 110 COCTOSHHIO.

s peanusanuu stoit nenu ITK «OxcmmyaTtanus» BBINOIHSAET aBTOMATH3AIMIO IIPOLIECCOB HEMIPEPBIBHOTO, Te-
PHOANYECKOTO U CHTYAallHOHHOTO MOHUTOPHHIa Ha OCHOBE JaHHBIX 00 YCTPOWCTBaxX, a TakKe cOOMpaeMbIX Ha
ypoBHe I1C cursanoB 1 oCHIIIIOrPaMM.

B pamxax npouecca HenpepsiBHOro MmonuropuHra B IITK «3Dkcmnyaranus» pemaroTcs CleAyrolne 3a1aqm:

—  xiaccu(UKanus IUarHOCTHYECKHX CUTHAJIOB;

—  aHaJIM3 JUarHOCTHUYECKUX CHTHAIIOB;

—  aHaJIN3 U3MEPUTENBHBIX TPAKTOB;

- aHanu3 nepegauu Aanueix no JIBC I1C;

—  (opmupoBaHHe COOBITHI 1 OMOBENICHUN IIEPCOHAIA;

—  (opMmupoBaHHE CTATUCTHYECKUX AAHHBIX.

B pamxax npouecca nepuoandeckoro monuropunra B IITK «Okcrmyararusy penrarorces 3aaqi aBTOMAaTH3AIIH
o6uznec-nporieccoB TOuUP, koTopsie BeayTcs dKcmyaTtaiinoHHbIM niepcoHasioM [TAO «PCK EDCy, u HakomaeHus
CTaTUCTUYECKHUX JTaHHBIX.

B pamxax npouecca cutyanuonsoro moautopunra B IITK «Okcmryatamus pemaroTcs CIeAyoIue 3a1a4m:
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—  OmIpejAeieHHE BPEMEHHBIX PpaMOK TEXHOJIOTHYECKOIO
HapyLICHUsI U MIEPEYHs YCTPOICTB, yU4acTBYIOUIMX B HAPYILICHUH;
—  aBTOMAaTHYECKHi cOOp u 00BeIMHEHNE OCIFIIIOTPaMM B 0000IIEHHYIO OCHMIIOTPaMMY;

aHaJIN3 IPaBUILHOCTH paboTHI yCTpoiicTB P3A;

(dhopMupoBaHHe COOBITHIA M OTIOBEIICHHH ITepCOHAa;

—  (dopMHpOBaHHE CTATUCTHYCCKUX JTAHHBIX.

Ha ocHOBE COBOKYITHOCTH JaHHBIX, MOJIYYACMBIX MPHU PEIICHUH 3a/1a4 HEMPEPHIBHOTO, MEPHOAUICCKOTO U CUTY-
aronHoro mouutopunra [ITK «3Dkcrutyaranusy mo3BOJIUT B MEPCIEKTUBE MEPEUTH HA 0OCITYy)KMBaHUE MO COCTOSI-

HHIO.
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Transition to service as RRA devices, APCS and substation measuring instruments

P.V. Kabanov, O.V. Kirienko
EnergopromAvtomatizatciya LLC
Russia
Contact:
Full name: Antipova Nina Mikhailovna
Organization: LLC EnergopromAvtomatization
Postal address: 115114, Moscow, Derbenevskaya emb., 11, bld. A, BC Pollars, office 306
e-mail: antipova@epsa-spb.ru
tel.: 8 (495) 663-36-42

Key words: general information model, CIM, CIS, RPA, APCS, measuring instrument (SI), automation systems,
IEC standards, maintenance by condition, maintenance and repair , software

Abstract:

Currently, more attention is paid to improving the efficiency of maintenance of relay protection and automation
devices, APCS and measuring instruments, by moving from fixing personnel actions in paper journals to the job
performance system for given algorithms, taking into account the assessment of the actual equipment condition and
storing the results in electronic. In the transition to a digital representation of information about maintenance, it is
advisable to rely on international standards for storing and sharing information. The most universal means for solv-
ing this range of tasks is the group of standards dedicated to the Common Information Model (CIM) - IEC 61968,
IEC 61970 and IEC 62325. As part of R & D of PJSC FGC UES «Development of an automated diagnostics system
and improving the efficiency of maintenance of relay protection and automation devices, automated process control
systems and measuring instruments substation» by EnergopromAvtomatizatciya LLC as part of a consortium with
STC FSK UES and LLC Relematika the system for automatic diagnostics and improving the efficiency of servicing
the relay protection and automation devices, automated process control systems and measuring instruments of the
substation (hereinafter referred to as the «Exploitation» hardware and software complex). The main purpose of cre-
ating a program-technical «Exploitation» is the implementation of a gradual transition from scheduled maintenance
to maintenance as needed. To achieve this goal, the software and technical complex «Exploitation» automates the
processes of continuous, periodic and situational monitoring based on data on devices, as well as signals and wave-
forms collected at the substation level. In the framework of the process of continuous monitoring, the following
tasks are solved in the program-technical complex «Exploitation» such tasks are solved:

— classification of diagnostic signals;

— analysis of diagnostic signals;

— analysis of measurement paths;

— analysis of data transmission over LAN substation;

—  formation of events and staff alerts;

— generation of statistical data. As part of the periodic monitoring process in the program-technical complex
«Exploitation », the tasks of automating MRO business processes, which are carried out by the operating personnel
of PJSC FGC UES, and accumulating statistical data are solved.

As part of the situational monitoring process in the complex «Exploitation» such tasks are solved:

—  determination of the time frame of the technological violation and the list of devices involved in the viola-
tion;

— automatic collection and integration of waveforms into a generalized waveform;

— analysis of the correct operation of the relay protection devices;

—  formation of events and staff alerts;

—  formation of statistical data.
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On the basis of a set of data obtained in solving problems of

continuous, periodic and situational monitoring of program-
technical complex «Exploitation» will allow in the future to switch to maintenance on the current state.
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20. IpoexTupoBanue LIIC

Oco0eHHOCTH MPOEeKTHPOBaHHS cucTeMbl P3A npu HOBOM CTPOUTENHCTBE U PEKOHCTPYKIMH HH(PPOBBIX
MOACTAHIHI

A.B. I'ypsoes, JI.A. Hecmesinos, 1.10O. Jleontben
OO0OO HIIIT «2KPA»
Poccus
KonrakTHoe 110:
®UO: I'yppeB Anexcanap BsaeciaBoBud, [ 1aBHBIN HH)XEHEP IPOEKTa
Opranusanusi: OO0 HIIIT «OKPA»
IMouroBsbIii agpec: Poccus, 428020, Uysamickas Pecrybnuka, r. Yebokcapsl, np. W. SIkonesa, 1. 3
e-mail:guryev_av@ekra.ru
Teur.: +7 (8352) 220-130 n06. 9022
(axkc: +7 (8352) 220-110

KaroueBnble ciioBa: nndpoBas MOJCTaHIUS, IPOCKTUPOBAHNE, TEXHHUYECKHE PEIICHHs, BEIOOp 000pyIoBaHMS,
apxurektypa JIBC, Bormpocs! HaieKHOCTU

AHHOTALMA:

OpHOM U3 IITaBHBIX MPOOJIEM MpOoeKTHpoBaHMs MH(POBEIX moacTannuii (ganee — LIIC) B Poccun sBnsercs ot-
CYTCTBHE OTE€UECTBEHHBIX HOPMATHBHBIX JOKYMEHTOB B 3TOH oOmactu. He permaMeHTHpOBaHBI Takue BakKHBIE ac-
MEeKTH KaK BBIOOpP 000pyMOBaHMA, COCTaB MIPOEKTHON TOKYMEHTauuu, (opMaTt e€ mpeacraBieHus, mpolece coria-
COBAHHMS C KOHEYHBIM NTOTPEOHTENIEM B MHOTOE JIpyroe. ®akTHIECKH eJUHCTBEHHBIM JOKYMEHTOM, OMHMCHIBAIOIINM
texHonoruu «L{ndposas noacranims», e€ 000pyIoBaHNE U MPOLIECC MPOSKTUPOBAHMS Ha CETOHSIIIHAHN JICHD SIBIIS-
etcs caM cranaapt MOK 61850. IIpu aToM ykazaHHBIN CTaHAAPT OCTaBJISIET PEIIEHHE MHOTUX BOIIPOCOB 3a MPOEK-
THPOBIINKOM U 3aKa3yukoM. [IpuBeneM HECKOJIbKO IPUMEPOB:

1. BIOOp apXUTEKTYphI JOKaJIbHO-BEIYMCIUTENBHBIX CETCH NP MOCTPOCHUH TEXHOJIOTHYECKHUX LIMH: pasJielie-
Hue mwmHel Ha Tpu (SV, GOOSE, MMS), nonHoe wim uvactuynoe oObenuneHueM (SV+GOOSE+MMS,
SV+GOOSE, GOOSE+MMS), pa3nenenue mun P3A u AMUCKYD u 1.1.;

1. Beibop unTepdeiica noakmodenus: BOJIC wnu Butas napa;

Br16op ckopoctu nepenaun nanueix: 10, 100, 1000 M6ut/c;

HeobxomumocTs moanepkku cuaxponusaiuu mno nporokonay IEEE 1588-2008 PTP;
Heo6xoaumocTs pe3epBHpOBaHNUS 110 MUTAHHIO;

Br16op mpoTokomna pezepsupoBanus cetu: PRP, RSTP, MRP u 1.1.

a bk~ wn

Bce 3ti 1 MHOTHE IpyTHE BONIPOCH! B KAXKIOM KOHKPETHOM CIIy4ae PeIaroTcsl HHANBHAYAIbHO, B 3aBUCHMOCTH
oT BHJa paboT (HOBOE CTPOMTEIHCTBO, PEKOHCTPYKIHS), OIO/UKETa CTPOUTENBCTBA, IJIABHONH CXEMBI, «TIIyOHHBD)
mudpoBuzanuy noactanuuy. [Ipn 3TOM OKOHYATENFHOE PEIICHNE 3a49acTyIO CBSI3aHO C HEOOXOIMMOCTBIO IPOBEIE-
HUSI HATYPHBIX WCTIBITAaHUN AT MOATBEPKACHHUS pacdeToB. Kak mpaBmiio, MoJ0OHBIE MCIIBITAHUSI COBMELIAIOTCS C
3aBOACKMMU MPUEMO-CIATOUHBIMHU C IEMOHCTpAIiel PaBIIIBHOCTH BEIOOPA TEXHHUECKUX PELICHUI.

Kpome Toro, cranaapT He periaMeHTHPYET BONPOCHl pabOThl YCTPOHCTB B PA3IMYHBIX KPUTHYECKUX M aBapHid-
HbIX CUTYyalUAX, HATIPUMEDP, IMTOBCJACHNUC CUCTEM aBTOMATU3allMU B ClIyda€ OTKa3a OTACIIbHBIX yCTpOﬁCTB, CCTMCHTOB
JIBC, c00st CHHXpOHHU3aLUU BPEMEHH H T.JI.

OTcyTCTBHE OTEYECTBEHHONH HOPMATHBHOW 0a3bl MPUBOAUT K BOZHHKHOBEHHUIO Y MPOEKTUPOBIIMKA BOIPOCOB U
JIPyTOTO XapakTepa:

- IOJDKHBI JIM TEXHUYECKHEe PeIIeHUs N0 IMudposm3anuu npucoenuaeHuil 110 kB u BbIe IpUMEHATHCS U A
KJ1acca HanpspkeHus 6-35 kB?

- KakuM 00pa3oM OpPraHM30BaTh B3aNMOACHCTBHE MU(PPOBOTO KOMIDIEKCA C TPAAUIIUOHHBIM?
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- KAKHE PEIICHUS JOJDKHBI OBITH MPUMEHEHBI B YaCTH CIICIH-

(hudecKknx MOICUCTEM TOACTAHIINH, HAIPUMEpP LEHTPAILHOW CHUT-
HaIM3aInu?
Bce BhImeckazanHoe IPUBOIUT B TIEPBYIO 0Yepeib K TOMY, UTO Kaxablid n3 nmpoekToB LII1C TpeOyeT 3HaUnTEH-

HBIX TPYyZO3aTparT.
B noknazne paccMoTpeHBl BOMPOCH! MPOEKTUPOBAHUS KOMIUIEKca peneiiHoi 3amuThl 1 aBTomaTuku LI1C, Bo3-

HUKIIHE B pamkax peannzoBanHbIx OO0 HIIIT «OKPA» 06bexToB.
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Peculiarities of relay protection system design at new construction and reconstruction of digital
substations

A.V. Guryev, D.A. Nesmeyanov, L.Y. Leontyev
EKRA RPE Ltd.
Russia
Contact:
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Key words: digital substation, design, technical solutions, selection of equipment, LAN architecture, reliability
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Abstract:

One of the main problems of the design of digital substations (hereinafter referred to as DSS) in Russia is the ab-
sence of domestic regulatory documents in this area. Such important aspects as selection of equipment, the composi-
tion of the design documentation, the format of its presentation, the process of coordination with the end user and
much more are not regulated. In fact, the only document describing the Digital Substation technology, its equipment
and the design process today is the IEC 61850 standard. At the same time, this standard leaves many issues to be
resolved by the designer and customer. Here are some examples:

1. The choice of local area network architecture for building process buses: splitting a bus into three (SV,
GOOSE, MMYS), full or partial integration (SV + GOOSE+MMS, SV+GOOSE, GOOSE+MMS), separation of relay
protection and AIMSCE (automated information and measuring system of commercial energy metering buses), etc.;

1.  Selection of the connection interface: FOCL or twisted pair;

Selection of the data rate: 10, 100, 1000 Mbit/s;

The necessity of synchronization support via IEEE 1588-2008 PTP;
The necessity of power supply redundancy;

Selection of network redundancy protocol: PRP, RSTP, MRP, etc.

AII these and many other issues in each specific case are solved individually, depending on the type of work
(new construction, reconstruction), construction budget, main scheme, “depth” of the substation digitalization. In
this case, the final decision is often associated with the need for field tests to confirm the calculations. As a rule,
such tests are combined with factory acceptance tests with a demonstration of the correct choice of technical solu-
tions.

In addition, the standard does not regulate the operation of devices in various critical and emergency situations,
for example, the behavior of automation systems in case of failure of individual devices, LAN segments, time syn-
chronization failure, etc.

The lack of a domestic regulatory framework causes other issues a designer has:

1. Should technical solutions on the “digitalization” of 110 kV and above bays be applied for a voltage class of
6-35 kV?

2. How to organize the interaction of the digital system with the traditional system?

3. What solutions should be applied to specific substation subsystems, such as central signaling?

All of the above leads primarily to the fact that each of the DSS projects requires significant labor costs.

The report addressed the design of a DSS relay protection and automation system, which arose in the framework
of the facilities implemented by EKRA.
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AHHOTAIHA:

o nosenenns cranpapra IEC 61850 He cymiecTBOBaJIO €AMHOTO 1OX0/1a, aJITOPUTMA, CIIOoco0a paboThI C TaKHU-
MU MEXaHM3MaMH Kak:

- HacTpOWKa 1 BEIOOP yCTaBOK;

- pabota ¢ COOBITUSIMU;

- BEJICHUE JKypHAJIa;

- o011as MOJIeNIb TaHHBIX.

PazpaboTtka mpoekTa, a Tem Oonee BBeaenue LIIIC B skcruryaTaruio, TpebOBaIl 04eHb BHICOKOW KOMIETCHIIMH
Yy4acTHHKOB Tporecca. He 06xoaunoch 6e3 MHOTOKPATHBIX MPABOK U U3MEHEHHH NPOEKTa, KaOeNbHbIX KYPHAIIOB U
JpyToit MPOEKTHOM JoKyMeHTanuu. Ha sTane pa3paboTku 4yacTo He XBaTajao MH(YOPMALUMK O TIPONPUETAPHBIX AJIr0-
puTMax paboTsl ycTpoicTB P3A ¢ BEIIIenepedncIeHHBIMI MEXaHU3MaMH, IIPH ATOM BCE TATOTHI PUXOIUINCH KaK
Ha paspabotunka ACY TII, Tak 1 0coOeHHO Ha HaJlaAguKa (dTAll MyCKO-HATAJOYHBIX PadoT).

C mosiBirerneM cranmapra MOK 61850 curyarus mommkaa OblIa MPUHIUITHAIEHO U3MEHUTECA. UUTast CTpaHUIIBI
CTaH/apTa, HAYMHAENb TOHUMATh — BOT OH, TOT caMmblii [ paainb, KOTOPHIi Bce nckamu. JleHCcTBUTENbHO, CTaHAapT
JeTaIbHO MPopaboTaH, OH OYEHb CTPOTO CIEAYEeT BCEM IPHUHIMUIAM OOBEKTHO-OPHEHTHPOBAHHOIO IIPOrPaMMHPO-
BaHu (OOII) u uMeeT mocTaTOYHBIE BO3MOXHOCTH PAaCHUIMpeHHs. 3a cueT NMpUMeHeHHs Takux npuHimnos OOII,
KaK HacJie/IOBaHUE U MOJMMOPGH3M, Y Pa3IMYHBIX MPOU3BOAUTENCH HE IOJKHO OBITH MPOOJIEM COBMECTHMOCTH.

Ho uto MbI BuinM Ha npaktuke? J[ymaercs, HU OJMH HbIHEIIHUN NpoekT «I{ndpoBoii moacTaHMN» HE BBHITIIS-
JIUT TaKKMM OecrpoOJIEMHBIM, KaK 3TO HPeANoarajoch B craHnaprTe (0cOOEHHO MPH UCTIONIb30BaHUK 000PYA0BaHUS
pasHbIx npousBonutenei). [Ipn HamuIuK GONBIIOro KOJIMYECTBa HHCTPYMEHTOB Aist mpoekTupoBanus LIIIC B psge
ciydaeB emé coxpaHseTcs HeoOxommMocTh pydHoi mpaBku SCL-gaitnmoB. UToOB 00Jer9uTh Mpolece, KakIoMy
MIPOM3BOINTENIO MHTEIUIEKTYabHbIX ycTpoiicTB (IED) mpuxoaurcst pa3pabarsiBaTh CBOM MHCTPYMEHTHI IJISI MX
KOH(UTYpHUpPOBAHMUSL.

Kak 056110 yHOMSIHYTO BBIIIE, CTAaHAAPT MCHONB3YET OOBEKTHYIO MOJIENb JAHHBIX U OPUEHTUPYETCS Ha OCHOBHBIC
npunnunel OOIN, Hanbosee BaxkHbie U3 KOTOphIX u3BecTHH Kak SOLID (Single responsibility, Open-closed, Liskov
substitution, Interface segregation u Dependency inversion).Ha Harn B3rjsit, 0JHON W3 NMPUYUH HECOBMECTUMOCTH
MEXAY pa3InYHBIMH, TPOU3BOIUTEISIMH SBJISIETCS HApyIIeHne oHOoro U3 npuHImnoB SOLID, a UMeHHO — NpHUHIH-
na noactanoBku bapOaper JInckos (The Liskov Substitution Principle), koTopoMy MOXHO JIaTh KpaTKoe OIHUCaHHE!
«DyHKIMY, UCHONB3YIONIME 0a30BBIi THII, JOJUKHBI HMETh BO3MOKHOCTH MCIIOJIB30BaTh MOATUIBI 0a30BOr0 THIIA,
He 3Hast 00 aTom» (Pobept C. MapTuh).

[Tpobnema 3akmroyaeTcst B TOM, YTO CTAHAApPT MO3BOJIET Pa3pabOTUMKaM HCIONIB30BATh PA3IMYHBIC PaCIIMpe-
Hus. Tak, pacmupsisi CBOM MOJENH 3JieMeHTaMHu <Private/>, MpOW3BOIUTENH M00ABIAIOT (HYHKIIMOHAJ, KOTOPBIi
MOJKET HapyMINTh JaHHBIH npuHnun. Hampumep, ecinu BHecTn B Private anemenTs! nH(OpManuio o GopMUPOBaHUT
i ucnonp3oBann noamucku Ha GOOSE wiu SV, To npyrue mpou3BOIUTENH HE CMOTYT paboTaTh C TAKHM «pac-
mupeHHbIM» TunoM. Ho ¢yHKIMoHan 0a30BOro Tuma He JOJDKEH HM3MEHSThCs monarunamu! Private-aiemeHTs
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JOJDKHBI PacIIUpATh (YHKIIMOHAN, a HE M3MEHATH €ro. JTO ele

oauH u3 nmpuHIMNOB SOLID — nmpuHIUIT OTKPBITOCTH/3aKPBITOCTH
(The Open Closed Principle),kOoTOpBIH TJIACHT: «IPOTPaMMHBIC CYIIHOCTH (KJIACChl, MOIYIH, QYHKIWHA W T. II.)
JOJDKHBI OBITh OTKPBITHI TS PACIIMPEHHUS, HO 3aKPBITHI I H3MEHCHUA».

OnucanHas po6JieMa akTyalnbHa I HAC, TIOCKOJBKY Tpymma koMmmanauid «4YDA3» sBiseTcs pa3paboTInKOM He
Toabko obopynoBanus st L{IIC (mmpoxoro accopriuMenTta mkadoB 1 TepMuUHaIoB cepur bOMII), HO Takxke MH-
CTPYMEHTOB TPOEKTHPOBaHus, B ToM uucie yposus nojcranuuu («CHEAZ IED Configuration Tool»,«CHEAZ
Substation Configuration Tool»). B pamkax padot no teme LI[IIC MBI cTankuBaeMcsi ¢ HEOOXOIMMOCTBIO HHTETpA-
LMK YCTPOWCTB Pa3HBIX MIPOU3BOAUTEIEH.

Ecmu npomsBourenn OynyT npuaepxkuBaThest ocHOBHBIX npuHIUNoB OOIT u SOLID, To mpobiem coBmecTH-
MOCTH CTAQHET 3HAYHUTEJILHO MEHbIIE, 1 POLIECC TPOCKTUPOBAHUS CTAHET NIEHCTBUTENBEHO OECIIOBHBIM.
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Abstract:

Before the advent of the IEC 61850 standard, there was no single approach, algorithm, way of working with such
mechanisms as:

- Setting and selection of settings

- Work with events

- Journaling;

- Common Data Model.

Development of the project requires of a very high competence of the process participants.

Not without multiple edits and changes to the project, cable journals and other project documentation.

At the development stage, often, there was not enough information about proprietary algorithms for working
with the above mechanisms and all the difficulties passed both on the developer of the automated process control
system, and especially on the setup men (commissioning works phase).

With the IEC 61850 standard, the situation should have changed a lot. When reading the pages of the standard,
you begin to understand - here it is, the Grail that everyone was looking for. Indeed, the standard has been worked
out in detail, and it follows all the principles of object-oriented programming, and has incredible extensibility possi-
bilities. And due to such principles as inheritance and polymorphism, different manufacturers should not have com-
patibility problems.

But what do we see in practice? | think no one modern project of "Digital Substation" does not look as trouble
free as described by the standard (especially when using equipment from different manufacturers). With a large
number of tools for designing digital substation, in some cases, there is still a need to manually edit the SCL files.
To facilitate the process, each IED device manufacturer has to develop its own configuration tools.

As mentioned above, the standard uses an object data model and focuses on the fundamentals of OOP, the most
important of which are known as SOLID (Single responsibility, Open-closed, Liskov substitution, Interface segrega-
tion u Dependency inversion). In our opinion, one of the reasons for incompatibility between different manufactur-
ers is the violation of one of the SOLID principles — The Liskov Substitution Principle. This principle has a complex
mathematical definition that can be replaced by: «Subtypes must be substitutable for their base types» (Robert C.
Martin).

The problem is that the standard allows developers to use various extensions. So, expanding their models with
<Private /> elements, manufacturers add functionality that may violate this principle. For example, if you add in-
formation about use of a GOOSE or SV subscription to private elements, then other developers cannot work with
this “extended” type. The functionality of the base type should not be changed by subtypes! Private-elements should
extend functionality, not change it. This is another of the principles SOLID — The Open Closed Principle, which
reads: «software entities (classes, modules, functions, etc.) should be open for extension, but closed for modifica-
tion».
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The described problem is relevant for us, since the CHEAZ
group of companies is a developer of not only equipment for digi-
tal substation (a wide range of equipment and IEDs of the BEMP series), but also configuration tools, including sub-
station level («<CHEAZ IED Configuration Tool»,«CHEAZ Substation Configuration Tool»). As part of the work on
the digital substation, we are faced with the need to integrate devices from different manufacturers.
If manufacturers follow the basic principles of OOP and SOLID, then compatibility issues will become signifi-
cantly less and the design process will become truly seamless.
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21. Cranpaprt IEC 61850. KondurypupoBanue

IMpumenenue crangapta IEC 61850 npu koH(PUTYpHPOBAHNH TEPMHUHAJIOB peJieiiHON 3aIUThI IS ud-
POBBIX NOACTAHUMIA
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AHHOTAIHA:

OpxHUM W3 HaNpaBJICHUH MPUMEHEHHS NHU(POBBIX TEXHOJIOTHH Ha MOJCTAHIUAX SBISETCS 3aMEHA, KaK IPaBHIIO,
JMCKPETHBIX CBs3el Mexay ycTpoiictBamu P3A u ITA, nepBHYHBIM KOMMYTAIIMOHHBIM U CHJIOBBIM 000pYIOBaHHEM,
KOTOpBIE BBIITOJHSIACH IIPH ITOMOIIK KOHTPOJBHBIX Kabesei Ha nuppoBoil 0OMEH ¢ MCIOIB30BAaHMWEM CTaHIAPTA
IEC 61850-8-1 GOOSE. Hcnonb3oBaHKHe AaHHOTO CTaHAApTa MO3BOJISIET PEATM30BATh MOCTOSHHYIO JHATHOCTHKY
COEIMHEHUS MEeXAY yCTPOHCTBAMHU, KOHTPOJIMPOBATH BPEMs JOCTAaBKH COOOIICHNI U TEM CaMBIM ITOBBICHTH HAIEXK-
HocTh cucteMbl P3A. Ognako Mexanm3mbl oomMeHa GOOSE-coo0mennsaMu, onmucanneie B TekcTe, cranmapra [EC
61850, maror nuIe OOIIME aNTOPUTMBI 00OPaOOTKU MpHEMa U Mepeaaddl COOOIICHUH, KOTOPBIC MOTYT MO-pa3HOMY
TPaKTOBAThCS PA3IMYHBIMU IpOU3BOIUTEIIMU. Kpome Toro, B cTaHAapTe HE pacCMaTpUBAIOTCS BOIIPOCHI TyOJIHpO-
BaHUs NCTOYHUKA CUTHAJIOB W MTOBeeHUs cucTeMbl P3A mpn oTkaszax B nmepenade curaaioB mo GOOSE cooOrieHu-
siM. L{enpio HacTOsIIEro JOKIana sIBISETCS ONMCAHUE HanboJiee 3HAYMMBIX IIPOOJIeM, BO3HUKAIOMINX PH peasn3a-
i oomerna GOOSE-coobieHusiMu B ycTpoiicTBax P3A 1 mpakTHYSCKUE PELICHUs 3TUX MpobiieM Ha 000pyaoBa-
Hun OO0 «PenemaTuka.

HUcnons3oanne GOOSE cooOlienuii gaeT npenmylnecTsa nepe] NpUMeHEHHEeM KIIaCCHYECKUX CBSI3eH MEexXIy
yerpoiictBamu P3A. GOOSE cooOuienust paccMarpuBaroTes it «uupoBH3ALUE» MIEPBUYHOIO 000PYIOBaHMUS,
pacnosnoxxenHoro Ha OPY: koMMyTallMOHHBIX annaparos, npuBoaoB PITH, coopa TexHonornueckoi nupopmanuu ¢
CHJIOBBIX TpaHC(HOpPMATOpoB H Tp. Vcnosib3oBaHNE IMMPOKOBEIIATENBHBIX PACCHIIOK BBOIUT IOHATHE MCTOYHHKA
GOOSE coobuiennst (TepMHHAN, KOTOPBIE OTIPABISET CBOM CHUTHAJBI B OJHOM HIIM HECKOJIBKHX COOOIICHMAX) U
npueMHIKOB GOOSE coo0mennst (TepMHHANBI, KOTOPEIE MOIYyYaloT H 00pabaThIBAIOT CHTHANBI M3 COOOIICHHN).
OpHako, Ha CETONHSIITHIN JICHb, TIOBEACHNE HCTOUYHIKOB U TprueMHUKOB GOOSE coo0mennit He T0CTaTOYHO TOYHO
ompeneneHo B craHgapre. Kpome toro, curnaisl, nepenaBaemble B GOOSE coo0meHnsx, MOTYT IMETh Pa3JInIHbIH
XapakxTep, CTETIeHb BaXKHOCTH, KOJTMIECTBO HCTOYHHKOB.

B noxiane paccmarpubaercs nosenaeuue uctoyHukoB GOOSE cooOrieHuii, KoTopoe B OCHOBHOM 3aKJIa [bIBACT-
cs u3 onpezaencuus Bpemenu xkusHu (TAL) GOOSE coobuienus. JlaH-Hbli mapaMeTp OnpesesseT JOCTOBEPHOCTD
JIAHHBIX B 3TOM COOOIIEHHHM JUIs TPUEMHUKOB, OJIHAKO JUISl Pa3HBIX CHI'HAJIOB Ha ITOJCTAHIMU OH MOXET OBbITh pas-
HBIM. B 3TOM 11aHe He0OX0MMO NPaBUIIBHO KIaCCHU(DUIIMPOBATH OTIPABIISIEMbIE CUT'HAJIbI.

Taxoke B TOKIazie paccMaTpUBalOTCS BONPOCH! HACTpolKku napaMeTpoB npueMHukoB GOOSE coobmenwuii. [Tpu-
e€MHHUKaM IpucyIne 00jee CI0XKHOE IIOBEICHNE, KOTOPOE TOIKHO 00pabdaTeIBaTh Pa3IMIHbBIE CUTYAIHH:

- motepto ogaoro GOOSE coolbmienus;

- mmtensHyo norepio GOOSE coolbmenwnit;

- HAJIMYUe TyOIMPyIOIEeTro HCTOYHUKA JTUCKPETHOTO CUTHANIA M 3HAUYCHHE €TI0 CUTHAJIOB;

- IPOTUBOIOI0KHOE 3HAYEHUE CUTHATA MEXKIY ABYMsI yOIHPYIOIUMH HCTOYHUKAMH.
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PaznmnuHoe moBeneHHEe MOXKET OBITh Takke O0YyCIIOBJICHO Xa-
paKTepoOM CaMoro CHI'HaA!

- CUTHAIIbI, 3HAYE€HHE KOTOPBIX MOXKET OBITh KaK YCTAHOBJIICHHOE, TAK U COPOIIEHHOE (II0JI0KEHHUE BBIKITIOUYATENS,
pa3beAMHATEIIS)

- CUTHAJIbl, UMEIOIINE JUINTEIHHO COPOIIEHHOE 3HAUYEHNE M yCTAHABIMBAIOIIUECS TOJIBKO B aBapUHHBIX CHUTYya-
LUSIX;

- CHTI'HaJIbl, IMEIOIINE JUTUTEIEHO YCTaHOBJIEHHOE 3HAUE€HHE M COPachIBAIONINECS] TOJIBKO B ONPEJEICHHBIX CH-
TyaIusx;

st xaxxnoro Bonpoca ¢ 0OMEHOM JaHHBIMH, PACCMOTPEHHOTO B JOKJIAJIE, IPeJUIaraeTcs ero NpakTuieckoe pe-
menue, peannzoBanHoe OO0 «PenemaTrka» 1 anpoOMPOBaHHOE HA KOH-KPETHBIX ITPOEKTaX.

HpeﬂCTaBHeHHBIﬁ JOKJIaa HarIAgHO HJUIIOCTPUPYET BBICOKYIO BAXXKHOCTH pC€aiv3alilui HAIACKHBIX U FHy6OKI/IX
anroputMoB 00pabotkun GOOSE-coobmienuit Mexay ycrtpoiictBamu P3A, kak (yHmaMeHTa 00CCIECYHBAIOIICTO
HaJIeKHYI0 1 Oe3aBapuiinyto padoty mudposoii noa-cranuuu. [loguepknBaer BaKHOCTh y4yeTa ocoOeHHOCTel pabo-
TBHI PA3IUYHBIX TUIOB UCTOYHUKOB U npueMHUKOB GOOSE- cooOmenuil 1 obecrnedeHnss OCHOBHOTO IMPEUMYyIIie-
cTBa U(POBOro oOMeHa JAaHHBIMU - paHHEH JMArHOCTHKU HapylleHHi B pabore oOopynoBanusi P3A u xaHanoB
Tiepesiaun JaHHBIX. B oKmae npuBosTCS TEXHNYECKHE PeleHns, obecreunBaiomue Haaexnyto padotsr LITIC mpu
00paboTKe BHEIUTATHBIX CUTYyalHii, 32 CYET UCIIOIH30BAHHS BO3MOXXHOCTEH PE3epBUPOBAHMS U TPAMOTHOTO yIIPaB-
JeHus: OOMEHOM JIaHHBIMH MEXIy 0OOpyIOBaHHEM J0 BOCCTaHOBIICHHS pabOTOCHOCOOHOCTH BCEX KOMIIOHEHTOB
HIIC.
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Abstract:

One of the areas of application of digital technologies at substations is the replacement, as a rule, of discrete
connections between the relay protection devices, primary switching and power equipment. Control cables are re-
placed with digital exchange using the standard IEC 61850-8-1 GOOSE. The use of this standard allows realizing
permanent diagnostics of the connection be-tween devices, controlling the time of message delivery and thereby
increasing the reliability of the relay protection system. However, the mechanisms for the exchange of GOOSE mes-
sages, described in the text of the IEC 61850 standard, provide only general processing algorithms for receiving and
transmitting messages, which can be interpreted differently by different manufacturers. In addition, the standard
does not address the issues of duplication of the source of signals and the behavior of the relay protection system in
case of failure of GOOSE messages. The purpose of this report is to describe the most significant problems arising
in the implementation of the exchange of GOOSE messages in the relay protection and automation devices and
practical solutions to these problems on the equipment of Relematika.

The use of GOOSE messages offers advantages over the use of classic links between re-lay protection devices.
GOOSE messages are considered for “digitalization” of primary equipment located on the switchgear: switching
devices, on-load tap-changer drives, collecting technological information from power transformers, etc. The use of
broadcasts introduces the concept of a source of GOOSE messages (a terminal that sends its signals in one or several
messages) and GOOSE message receivers (terminals that receive and process signals from messages). However, to
date, the behavior of sources and receivers of GOOSE messages is not precisely defined in the standard. In addition,
the signals transmitted in the GOOSE messages may have a different character, degree of importance, number of
sources.

The report discusses the behavior of sources of GOOSE messages, which is mainly based on the definition of the
lifetime (TAL) of the GOOSE message. This parameter determines the reliability of the data in this message for the
receivers, however, it may be different for different signals at the substation. In this regard, it is necessary to proper-
ly classify the signals sent.

The report also addresses the issues of setting parameters for GOOSE message receivers. Receivers have more
complex behavior that should handle different situations:

- loss of one GOOSE message;

- lasting loss of GOOSE messages;

- the presence of a backup source of a discrete signal and the value of its signals;

- the opposite value of the signal between two duplicate sources.

Different behaviors may also be due to the nature of the signal itself:

- signals, the value of which can be both set and reset (the position of the switch, disconnector)

- Signals that have a long-reset value and are set only in emergency situations;

- signals that have a long-established value and are reset only in certain situations;
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For each question with data exchange, discussed in the report,
its practical solution is proposed, implemented by Relematika and
tested on specific projects.

The presented report vividly illustrates the high importance of implementing reliable and deep algorithms for
processing GOOSE messages between relay protection devices, as the foundation for ensuring reliable and trouble-
free operation of a digital substation. Emphasizes the importance of taking into account the peculiarities of the work
of various types of sources and receivers of GOOSE messages in order to ensure the main advantage of digital data
exchange - early diagnosis of disturbances in the operation of relay protection equipment and data transmission
channels. The report provides technical solutions to ensure reliable operation of the digital substation when handling
emergency situations, by using the redundancy capabilities and competent control of data exchange between the
equipment until the operation of all digital substation components is restored.
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22. lndpoBuzanus
Indposoii ABOITHNK 1JIA pacnipeleJUTeJbHbIX JIEKTPUYECKHUX ceTeil

E.B. Huxutuna
000 «Cumenc»
Poccus
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AHHOTAIHA:

B THIOBOIi SHEPTOKOMIIAHMH CYLIECTBYET TOJIBKO OJHA (pr3ndeckas aJIeKTpHYECcKas CeTb, OJHAKO y 3TOH 3JeK-
TPUYECKOH CETH €CTh AECSATKH NPEICTABICHUH B Pa3lUUHbIX MojpasfeneHusx. Kaxaas Moaenb UCHoiIb3yeTcs s
Ppas3HbIX Iieeld ¥ B pa3HbIX IPOrpaMMHBIX oOecrieueHHsIX (Harpumep, Ul IPOBEACHHS PacyeToB CETH, TUCIIETYEPH-
3aliH, YIPaBJICHHUs aKTHBAMH, B CUCTEME yueTa U T.J1.). HecooTBEeTCTBUS TaHHBIX B PAa3HBIX MOJPA3AEICHUIX MOTYT
MPpUBOANTH K HETOYHOCTAM 061_[[6171 MOJACIIN CETH, HEONTHUMAaIbHOU MMPONU3BOAUTCIIBHOCTH CUCTEMBI U YPE3MEPHOMY
PYYHOMY TPYAY IO aKTyaJIM3alMK JaHHBIX MOZEIIEH.

3HepFOKOMHaHI/II/I B HACTOAWICC BPEMs IMNMPHUKIAABIBAIOT MHOI'O yCI/IJ'[I/II\/'I, 4T00BI 00€ECIIEYNTH MOCTOAHHYIO CHUH-
XpOHM3ALMI0 Mojeiel. VI oHM BKJIaABIBAIOT MHOTO YCHJIMH, YTOOBI OOECIEUYUTDH JIETKHH OOMEH NaHHBIMH MEXIY
9TUMH CUCTEMAMHU, B TOM YUCJIC C COCEAHUMU DOHEPTOKOMITaHHUAMU.

B otpacnu cymecTByeT HECKOJIBKO (PakTOPOB, KOTOPHIE ACNAIOT 3TY NMpobIeMy Bce Oosiee CI0XKHON / ToporocTo-
AMIeH JUIs peIICHNs C TOMOIIBIO PYYHOTO TPy/a.

udpoBoii TBOWHKUK — 3TO CBA3YIOIIEE 3BEHO, KOTOPOE 0OBEIUHSCT BCE JJTaHHBIE B COBPEMEHHOM IHEPTOKOMIIa-
HuM. OH aBTOMaTHYECKH OOECIIeUMBAET CHHXPOHU3ANMIO JAHHBIX, TAKUM 00pa3oM, 4TO OJHA HH(POBAs MOJEIH
COOTBETCTBYET OJTHOHM (PU3NUECKOMN IEKTPUIECKON CETH.

Hinke npuBeieHbl MPEUMYILECTBA HCIIOJIb30BaHUS LU(PPOBOTO ABOMHUKA:

e  [loBbIlIEHHE TOYHOCTH U COTJIACOBAHHOCTH MOJIENH (€JMHOT0 UCTOYHUKA MH(POPMAIMK) VISl TIPOBEICHHS
pacyeToB M KCILTyaTallu

° CHmxeHue BEPOATHOCTU CEPLE3HBIX IKCIITyaTallMOHHBIX / IIJIAHOBBIX OIHI/I6OK, BbI3BAHHBIX HCKOPPCKTHBI-
MU JaHHBIMH B MOACIIN.

e OrcnexuBaHWE M3MEHEHUI MOJENN C BO3MOXKHOCTBIO BOCCO3JAHUS CIy4aeB IOCJIE M3MEHEHHH («KOH-
TPOJILHBIN )KypHAID)

*  BO3MOXHOCTbH B3aMMOJICHCTBHS C KITIOYEBBIMU NCTOYHUKAMH JAHHBIX ¥ (QYHKIMSAMH, HAIIPUMED, CHCTEMOM
ynpasieHus akruBamu, [ VIC.

e  [loBeimenue 3pGeKTHBHOCTH ¥ ONTUMH3ALHS [IPOLECCOB B INIAHUPOBAHNUH M 3KCILTyaTallnu

*  VYcTpaHeHHe CYHIECTBYIOIIUX TYOJMPYIOIINX MPOLIECCOB (COBMECTHOE HCIIOJIb30BAHUE MOJICNIU CETH IPH
TUIAaHWPOBAHUH U SKCILTyaTalnH)

e ABTOMaru3ainus IpoLeccoB (HanpuMep, aBTOMaTHYECKOE NOCTPOSHHE MOJICIIU PacIIpEACIUTEIILHON CETH)

*  YHuduoupoBaHHBIN NPOIECC MOACIUPOBAHUS U YIPABICHUS TaHHBIMU JUISl PA3IMYHBIX (QYHKIHHA

e  Oo0ecrieueHne Oosee MPOCTOH MHTErpanuy MOJCHCTEM B OyAylleM U yBelnnueHue oOuieil nndpoBuzanuu
KOMITaHHN:,

. Bonee > dexTrBHOE HCHOIB30BAHUE PECYPCOB CETH (PKCILTyTamus ONrke K (PO3MOXKHBIM IPEaeTbHBIM
3HAYCHUSIM)

o AJnanTUBHBIE YCTaBKHU PEIEHHON 3aIIUTHI
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. VYrpasienne Mpou3BOIUTEIBHOCTHIO aKTHBOB (Oyaromapst
CBSI3H TOTIOJIOTHH, OIIEPAaTUBHOMN MH(POPMAIMN U JIaHHBIX 00 aKTH-
Bax CETH)
. N3bexanmne/oTcTpodKa HEOOXOAMMOCTH YCHUIICHHS CETH
e  MogenupoBaHue B peKUME PEaJbHOIO BPEMEHH, HAPUMED, NPEJIOTBPAIICHHE OTKIIIOUEHHS IEKTPOIHEp-
THH TTOCPEIICTBOM TUHAMHYCCKON OICHKU W OLICHKU 0€30ITaCHOCTH 3aIl[UTHI, IPOTHO3 HA JICHB BIEpPE]
B xoxe noknaga OynyT mpencTaBicHBI PEMICHHS s IUQPOBOTO JBOWHUKA PACIPENCIUTEIFHON CETH C TIpUME-

paMu peajin3alu paCCMOTPEHHBIX peIHeHHﬁ.
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Digital twin for electrical networks

E.V. Nikitina
LLC Siemens
Russia
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e-mail: elena.nikitina@siemens.com
tel.: +7 916 814 3749
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Abstract:

There is only one physical power grid, but a typical utility has dozens of different digital models of their grid.
Each model is used for a different purpose & by a different software system (e.g. system planning, control room /
operations, protection, asset management, metering, etc.).Inconsistencies in model data across these domains result
in model inaccuracies, sub-optimal system performance, possible regulatory violations, and excessive manual labor.

Utilities currently spend a lot of manual effort to ensure that these data models remain synchronized on a daily
basis. And they spend a lot of effort to ensure that data can easily be exchanged between these systems — including
with neighboring utilities.

There are several drivers in the industry which are causing this problem to be more and more complex / expen-
sive to solve with manual labor & approaches.

A Digital Twin is the digital thread that weaves together all of the data in a modern utility .It automatically en-
sures data is synchronized — giving the impression of one digital model to match the one physical grid. Data ex-
change between and within individual utility domains + software systems is seamless.

Advantages of a Digital twin are presented below:

= Improved model accuracy and consistence (single source of information) for development and operation

Reduced likelihood of serious operating/planning errors stemming from bad models

»  Tracking of model changes with ability to recreate cases after changes ("audit trail")

. Extensibility to interface with key data sources and functions, e.g., Asset Management, GIS

= Improved efficiency and process optimization in planning and operations.

. Eliminate existing duplicate processes (co-use core system model in planning and operations)

. Facilitate automation (e.g., automatic distribution model build with -90% effort saving)

. Unified modeling process and data governance across different functions

=  Pre-requisite for advanced benefits and future digitalization use cases with advanced analytics, e.g.:

. Higher grid utilization (ability to operate closer to the physical limit)

e Adaptive relay settings

*  Asset performance management (linking topology, operational and asset data)

*  Avoidance/postponement of reinforcements

. Real-time simulations e.g., blackout prevention via dynamic and protection security assessment, day ahead
forecast

In the presentation real cases for digital twin in distribution network will be presented.
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Or aBTOMaTPBl/lpOBaHHOﬁ JJICEKTPOIHEPIreTUKH K HHTEPHETY JHEPIruu
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AHHOTAIHA:

udposas Tpanchopmarys 371eKTpOCETEBOr0 KOMIUIEKCA — IBOJIIOLMOHHBIN MPOLIECC B X0/ KOTOPOTO JIOJKHBI
OBITH YYTCHBI TEXHUYECKUE U PETYIATOPHBIE orpaHudeHus. [lepBpIM marom takod TpanchopMaIiy J0JKHO CTaTh
(dopmupoBanne uHGpacTpykTypsl uHTepHeTa 3Heprun (IoE), B pamkax koTopoil OyayT (GyHKIMOHHPOBATH HOBBIE
U(POBBIE TEXHOJOTHH, 00ECHEUNBAIOIINE CYIIECTBEHHOE IOBBIIICHHE 3((GEKTUBHOCTH M HAAEKHOCTH PabOTHI
U(PPOBOI ANMEKTPUUECKON CETH C MHHUMANbHBIMU TPAH3aKIIMOHHBIMU M3JIeP’KKaMHU B HHTEpEcax BCEX YYaCTHHKOB
OM3HEC-TIPOLIECCOB B AJIEKTPOCETEBOM KOMIUIEKce. BMecTe ¢ HOBOI HOpMaTHBHOM 0a30ii Takas MH(PPACTPYKTypa
CTaHYT OCHOBOH Pa3BHUTHs HOBBIX BOCTPEOOBAHHBIX PHIHKOM JOBEPEHHBIX CEPBHCOB U nporieccoB loE.

Hudposuzamus snekrpocereBoro komiwiekca (DCK) - HeoOxommmerid must obecriedeHuit 3 HEeKTHBHOCTH H
Ha/Ie)KHOCTH TI€Peiavyy M paclipeAeeH st 3JeKTposHeprun (33) OTBET Ha COBPEMEHHBIE BHI30BBI, OCHOBHBIC CPEIN
KOTOPBIX WHTCHCHUBHOE BHEAPCHHE CPEACTB pacipenenénHoi reHepamun (BUD, HakomuTeneit 93), MyIbTHATCHT-
HOE B3aMMO/ICHCTBHE Ha BCEX YPOBHSX TEXHOJOTHYECKHX M OM3HEC-TIPOIECCOB, POCT MHTEUICKTYAIH3aUH CHCTEM
YIpPAaBJICHUSI U JUArHOCTUKH TepBUYHOrO oOopynoBanus. Kak ykaspiBaercs B koHuenuuu «Lludposas tpancdop-
marust 2030» ITAO «POCCETW», oTBeT Ha 3TH BHI30BHI BO3MOKEH TOJBKO MPHU MIAPOKOM aBTOMATHUYECKOM H aB-
TOMAaTHU3UPOBAHHOM YIPABJICHUU HA BCEX YPOBHAX YIPABICHUSA — OT 3JIEKTPOCETEBOTO MPEANPHUATUS A0 PEKUMOB
paboThl KOHEYHBIX MoTpeduTeneil. Takoe ynpapieHHe NOApa3yMeBaeT NPUMEHEHNE COBPEMEHHBIX IU(POBBIX TEX-
Honoruit —BigData, nHTennexkryanpHelii yuer DD u ynpasnenue norpedneruem, SCADA ¢ GyHKUIUSIMHU HCKYyC-
CTBEHHOTO MHTEJIJIEKTAa U MHOTHE Apyrue. BakHee MeCTO cpely HUX 3aHHMaeT NPOMBIIUICHHBIH HHTEPHET Bemei
IIoT, sBasrouIMiicss OCHOBOM MEXMAIIMHHOIO aBTOMAaTHMYECKOIO B3aHUMOJCHCTBHUS YCTpOWCTB U cucteM M2M, a
TakkKe TIaTGOpPMON U yJacTHs B MpoIeccax omepaTtopoB win norpedureneit 33 - H2ZM u H2H. C yuetom cre-
mupuku ICK rtakoit [IoT npasunsHee Ha3piBaTh MHTEpHETOM SHepruu (IoE), KOTOpBIHi COBMECTHO ¢ caMOMW BIleK-
Tprudeckoit ceTsio (DC) 0Opa3yeT Kubep-pU3NIECKYIO CHCTEMY.

CylIlecTBYIOT pa3IUyuHbIC B3I HA (POPMUPOBAHKE TAKOW KHOSP-(PU3UUECKON CUCTEMBI, OOIIMM JJI1 KOTOPBIX
SBJISIETCS TUIATPOPMEHHO-TIPOLIECCHBII MoaXxo. B To e Bpems lajneko He BCeraa yYMTBHIBAIOTCS OrpaHUYeHHUS,
HaKJIa/IbIBaeMble 3aKoHaMu (yHKIMOHHpOBaHMs JC, SBISIONIEHCS TEXHOJOTMYECKUM HHTETPAaTOPOM JTOM CHCTe-
MBI, OCYIIECTBISIIOLIMM Tiepeady HoTokoB D3. He MeHee BayKHBIM SIBIISETCS HEOOXOAUMOCTD y4eTa TOTo, 4To (-
poBast OC co3naeTcs He Ha roJIOM MECTE, @ Ha OCHOBE CYILIECTBYIOIEH BePTUKAILHO OPTaHU30BAaHHOIO U B 3HAYM-
TenpHOM Mepe aBToMaTusupoBanHoro DCK. IToatomy mepexon k mudposoit IC BOZMOXKEH TONBKO BOJIOIMOHHBIM
ITyTeM, TPSIMO OTOBOPEHHBIM B KoHIenun «L{udposas tpancdopmanus 2030» [TAO «POCCETN».

B xozxe aToro mepexoma OynyT omnpenencHbl KOMOMHAIMS HOBBIX M COXPAHAEMBIX TEXHOIOTHYECKUX U OM3HEC-
npoueccoB B DCK, m3MeHeHHsT poJieil yIaCTHUKOB 3THX NPOIIECCOB M PACIIONIOKEHUE IIEHTPOB OTBETCTBECHHOCTH,
CpelICTBa U METOJbI TapaHTHUPOBAaHUS WHPOPMAIMOHHON 0€30MacHOCTH CHOPMHUPOBAHHON KHOEp-(hU3MUECKO CH-
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creMbl. OJHOBPEMEHHO OJDKHO OBITh COXPAHEHO TEXHOJIOTHYE-
ckoe equHCTBO DC ¢ OJTHOBPEMEHHBIM YIIyYIIEHHEM €€ HaOIroaa-
€MOCTH U YIPABIAEMOCTH Ha OCHOBE:

- MIPUMCEHEHUSI YHUBEPCATBHBIX THOKMX MacIITaOUPyeMBIX TEXHUYECKUX PELICHHUH, MO3BOJISIONNX PEaTn30-
BaTh CaAMOIIOJOOHOCTh CETH HA BCEX YPOBHIX TEXHOIOTHYECKOTO IMpoIecca OT npuema 33 OT BCEX UMEIOLINXCS B
3C HCTOYHUKOB 0 pacIpeaeIeHus ee 110 KOHEYHBIM ITOTPEOUTEIIsIM;

- UCIIONIb30BAHMS OTKPBITBIX CTAHAAPTOB U MPOTOKOJIOB, 0OECIICUNBAIONINX IIPUMEHEHHSI PELICHUH pa3iny-
HBIX [TOCTaBIIHKOB;

- ydeTa peryJsTOpHBIX OrpaHWYEeHHH WM (OPMHUPOBAHUS M COIJIACOBAHMUS INMPEIJIONKEHUH MO M3MEHEHHIO
9THX OTPAaHUYECHUH.

C yyeroM 3TOro B KauecTBe mepBoro mara nugposoit sBomonnn ICK npemaraercs chopmupoBarh Ha Oaze
JICUCTBYIOILICH AIEKTPUUECKON CETH MepapXHUYecKyr0 HHPPacTpyKTypy 1uppoBoit DC, 00beIUHSIONIYIO TOCTOSHHO
pacumpsIonye HHTEIUICKTyalbHble (YHKIMK TPaJAUIIMOHHBIE CHCTEMBI B HOBbIe cpenacTBa IoE, B paMkax koTopoit
OyayT GyHKIMOHMPOBATH BCE BBINIC MEPEUHCICHHBIE TEXHOJIOTHH. OrpaHHYEeHHOE KOIWYECTBO KOHTPOIUPYEMBIX
BXOJIOB 3TOi1 MHPpacTpyKTypy o0jerdut obecrneueHre HHOOPMALMOHHOM 0€30NaCHOCTH Ha HA4alIbHOM 3Tarne -
pogoii Tparchopmaru ICK. Omerr OO0 HIIIT «9KPA» mo pa3paboTke U BHEIPEHUIO TEXHUUECKUX PEIICHUN IS
U(pPOBOH IIEKTPOIHEPTETUKH, B TOM YHCJIE MIPEACTABICHHBIN B APYTHX JIOKJIAJaX COTPYJHUKOB KOMITAHUH B pam-
kax Hacrosimed Kondepennun, noarsepxnaet 3phekTHBHOCTH TAaKOTO IOIX0/1a.

WHTerpanus TeXHOJNOTHIA W TaHHBIX B HOBOU H(poBoii DC, MOBHIIIICHHE HA 3TOH OCHOBE HMHTEIUICKTYaIN3aI[IH
TPaANIOHHBIX CHUCTEM W IIpUMeHeHHe 0a30BbIX penreHuil IoE mo3Bomut obecnednTts BBICOKYIO 3()(EKTHBHOCTD U
HaJ&KXHOCTh pabOThl 3TOM CETH ¢ MUHMMAJIbHBIMM TPaH3aKI[MOHHBIMHU M3AEP)KKAMH B MHTEPECax BCEX yYaCTHHKOB
6usnec-npoueccoB ICK. CucreMHble MPUHIMIBI U TpaBuia (yHKIHoHHpoBanus DC, 3aKpeIuieHHbIe B HOBOH CH-
CTeMe HOPMAaTHUBHO-TIPABOBBIX U HOPMAaTHBHO-TEXHUYECKHX JTOKYMEHTOB CTaHYT OCHOBOM Pa3BUTHUs HA CO3JaHHOM
UH(PACTPYKType HOBBIX BOCTPEOOBAHHBIX PHIHKOM JOBEPEHHBIX CEPBHUCOB U mpoueccoB IoE u manpHeiimero co-
BEPIICHCTBOBAHUS CaMOi HH(YPACTPYKTYPBHI.
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Step by step to the Internet of energy of I0E (evolutionary approach to digitalization of power industry)
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Abstract:

Digital transformation of a power grid — evolutionary process during which technical and regulatory restrictions
have to be considered. Formation of infrastructure of the Internet of energy (IoE) within which the new digital tech-
nologies providing significant increase in efficiency and reliability of work of a digital electrical network with the
minimum transaction expenses for the benefit of all participants of business processes in a power grid complex will
function has to become the first step of such transformation. Together with the new regulatory base, such infrastruc-
ture will become a basis of development of the demanded by the market new trusted services and processes of I10E.

Digitalization of a power grid complex (PGC) - the answer to modern challenge, necessary for ensuring transfer
and power distribution efficiency and reliability. The main among it is intensive penetration of the distributed gener-
ation (RES, stores EE), multiagent interaction at all technological and business processes levels, growth of intellec-
tualization of control systems and diagnostics of primary equipment. As the PJSC ROSSETI concept "Digital trans-
formation of 2030" is specified, the answer to these challenges is possible only at wide using automatic and auto-
mated control at all levels — from the power grid enterprise to end users operating modes. Such control means use of
modern digital technologies — BigData, smart metering and demand respond, SCADA with artificial intelligence
functions and many others. Important place among them is taken by the Industrial Internet of Things 10T, which is
a basis of intermachines and intersystems automatic interaction M2M and the platform for operators or consumers
participation in processes - H2M and H2H. Taking into account PGC specifics such 10T is more correct to call the
Internet of Energy (IoE) which together with the most power grid (PG) forms a cyber-physical system.

There are different views on formation of such cyber-physical system, the common among which is platform and
process approach. At the same time there are not always considered the restrictions imposed by laws of functioning
PG, which is power transfer technological integrator of this system. In addition, it is not less important to take into
account the fact that digital PG is not starting from scratch, but based on existing vertically organized and the con-
siderably automated PGC. So transition to digital PG is possible only in the evolutionary way, which is directly stip-
ulated in the PJISC ROSSETI concept «Digital transformation of 2030».

During this transition it will be defined a combination new and kept technological and business processes in
PGC, changes of roles of these processes participants and location of the responsibility centers, means and methods
of the created cyber-physical system information security guaranteeing . At the same time, it must be kept the tech-
nological unity of PG and simultaneous improvement of its observability and controllability on a basis:

- uses of the universal flexible scalable technical solutions allowing to implement self-similitude of network at
all levels of technological process from power reception from the all sources which are available in PG up to distri-
bution power to end users;

- uses of the open standards and protocols providing the different suppliers solutions applications;
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- taking into account the regulatory restrictions or forming and
approval of sentences on change of these restrictions.

Taking this into account as the first step of digital evolution of PGC it is proposed to create on the basis of the
contemporary electrical grid the hierarchical infrastructure of digital PG uniting the constantly expanding the intel-
lectual functions traditional systems and new IoE means within which the listed technologies will function. The lim-
ited quantity of the controlled infrastructure gates will facilitate ensuring of cybersecurity at the initial stage of digi-
tal transformation of PGC. The NPP EKRA, Ltd experience on development and deployment of technical solutions
for digital power industry, including presented in other reports of the company staff within the Conference, confirms
efficiency of such approach.

Integration of technologies and data in new digital PG, increase on this basis the traditional systems intellectual-
ization and the basic solutions IoE application will allow providing high performance and reliability of PG perfor-
mance with the minimum transaction expenses for the benefit of all PGC business processes participants. The sys-
tem principles and rules of functioning of PG, which will be fixed in the new system of legal and technical docu-
ments will become basis for development demanded by the market the new trusted services and processes of 10E on
the created new infrastructure and further improvement of this infrastructure.
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Apxurtekrypa Uutepnera s3nepruu (IDEA): HoBBIii MOAX0/ K MOCTPOEHHI0 TPAHCAKIUOHHOM IJHEPTeTHKH

N.C. Yaycos, JI.B. Xonkun, U.A. Bypaun
Wndpacrpyxrypnsiit nentp EnergyNet (®onn «LICP Cesepo-3anan»)
Poccus
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e-mail: igorchausov@gmail.com
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KioueBble clioBa: apXUTEKTypa SHEPreTukd, VHTepHET 3HEpruu, TPAHCAKIIMOHHASI SHEPreTHKa, MUKPOTPHII,
WHTepHeT Belleid, MepBUYHOE PEryIHPOBAHUE, PACTIPEIC/ICHHAs] YHEPreTHKA, YIpPABJICHHE CIIPOCOM, dHEpreThde-
CKHE CEPBUCHI

AHHOTAIHA:

DJIeKTPOIHEPTeTHIECKNE CHUCTEMBI, IOCTPOCHHBIE II0 TPAJUIMOHHOHM, LEHTPAJIM30BAHHOW apXHUTEKType, K
HACTOSIIIIEMY MOMEHTY MPAaKTUYECKH MOJHOCTHIO HcUepraiu cBoit pecypc addexruBroctu. Ha HUX OKa3bIBalOT Cy-
IIECTBEHHOE J]aBJICHWE HOBBIC BHI30BBI BPEMEHH: OBICTPOE M3MEHEHHE XapakTepa Clpoca MOTpeOuTesel, pocT u3-
JICpIKEK M CHM)KEHHE COOCTBEHHOI YKOHOMHUUECKON S((PEKTUBHOCTH, IHEPIreTHUECKHI Mepexol, He0OX0JUMOCTh
3¢ GeKTUBHOI dneKTpudUKAIIMK U OCBOCHHS HOBBIX TEppUTOpHi. [[si oTBeTa Ha 3TH BBI3OBHI TpeOyeTCsl HOBas ap-
XHUTEKTYpa 3JEKTPOIHEPTETUUCCKUX CHCTeM — apxutekrypa Mutepuera sueprun (IDEA - Internet of Distrinuted
Energy Architecture). CasaTre TpaHCaKIIMOHHBIX H3JEPIKEK — KITFOUeBas 3aa4a HOBOM apXHUTEKTYpbI, IO3TOMY OHa
JOJDKHA 00NafaTh TpeMsl KIFOYEBBIMH CBOMCTBAMU: JOJDKHA OBITH TPAHCAKUMOHHOW W TOIACPKUBATH MHOTOYKC-
JICHHBIC OBICTpBIC TPAHCAKLMU MEXAY IMOJB30BaTEIIMH, MHTEIICKTYalbHOH, TO ecTh moajepxusaTh plug&play
NPUCOCANHEHHE K KOHTYpaM yIIpaBJieHHs, 1 ObITh YCTOHYMBOM M TMOKOM, moanepkuBas plug&play npucoenvneHue
K JIEKTPHYECKUM CETSIM C TOJUICP)KAHUEM YCTOIYMBOCTH CHCTEMbI. MIHTEpHET SHEpruM — apXUTEKTypa pacrpene-
JICHHOM DHEPreTHKH, OTBEYAIOIlas 3THM TPEOOBAaHHUSM — 3TO Takas JCLECHTPAIM30BaHHAs JIEKTPOIHEPTreTHIEeCKas
CHCTEMa, B KOTOPOH peaaM30BaHO HHTEIUIEKTyaJbHOE paclpelielIeHHOE YINPABIECHHE, OCYIIECTBISIEMOE 3a CueT
9HEPreTUYECKUX TPAHCAKIUI MEXAY ee IMOJb30BaTeIIMH. JHEpPreTH4eckas TPAaHCAKLIUS — aKT TEXHHYECKOTO U
9KOHOMHYECKOT'0 B3aMMOJICUCTBUSI MEX/y MOJIB30BATEISIME U X 000pYyJIOBaHUEM, IIPH KOTOPOM OCYIIECTBIISIETCS
COIJIaCOBAHHOE yIpaBJeHHE IapaMeTpaMH paboThl 3TOro o0OPYJOBAaHUSA, 3a CUET YETO OAUH M3 IONb30BaTeNeil
npHoOpeTaeT HEKOTOPOE OJIE3HOE KaYeCTBO, LICHHOCTD, a IPYToil I0JIb30BaTellb MOTyYaeT OIUIATY 3a OTY LEHHOCTS.
DOHepreTuyecKkas TpaHCAKIHS MPEACTABIET cO00il €IMHCTBO TpeX B3aUMOJCHCTBUI MEXIY MOJB30BATEISAMH H HX
o0opynoBaHHeM: (HHAHCOBO-IOrOBOPHOr0, HHOOPMAIIMOHHON YIPABISIOMET0 U (PU3MYECKOT0, DIEKTPHYECKOTO.
IDEA ctpoutcst Ha 00beTUHEHUHT TPEX CHCTEM:

* cucTeMbl (POPMHUPOBAHUS, KOHTPOJIS UCIIOJHEHNS ¥ OIUIATHI CMapT- KoHTpakToB Transactive energy (TE);

* CHCTEMBl MEXMAIIMHHOTO B3aUMO/ICHCTBUS M OOMEHa YHPaBISIOIUMU BO3ACHCTBUSMHM MEXIY dHEpreTnye-
CKHMH sUeHKaMu 1 dHepreTHueckum obopynosanuem Internet of Things (10T);

* CUCTEMBI PSKUMHOTO yIpaBJICHUs, OAJIep KaHHs OajaHca MOITHOCTH M 00ecTieueH sl CTaTHYECKO# 1 ANHAMU-
yeckoit yctoitunBocTr sHeprocuctembl Neural Grid (NG).
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Internet of Distributed Energy Architecture (IDEA): new approach on transactive energy
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Abstract:

Conventional centralized architecture of power grids and power industry in the whole has exhausted to a consid-
erable degree its potential of effectiveness. In the context of challenges that emerge for power industry on a global
scale, its outdated architecture can no longer be considered capable of addressing these challenges effectively.

The most distinctive challenges that power industry faces in its development are:

changes in the nature of consumer demand, namely increasing its diversity and moving to so-called “digital de-
mand”;

the decrease in efficiency due to low utilization of existing grid and generating capacities and increasing operat-
ing costs of power systems;

“Energy transition” (decarbonization, decentralization, digitalization): rapid spread of renewables, DER (dis-
tributed energy resources), new business models and services based on digital technologies;

development of uninhabited and underdeveloped territories: remote and isolated areas require effective power
supply.

The power grid based on new architecture will become:

Transactional: Economic interactions between users should be based on peerto- peer-transactions that allow im-
plementation of wide range of services that provide users with customized values. Within this paradigm the users
can play various roles.

Smart: Simplicity of integration (plug&play) of power equipment into the loops of automated control of various
services.

Sustainable and flexible: physical connection of equipment units with the grid should be established in a conven-
ient and user-friendly way using plug&play technologies to ensure static and dynamic stability of the system where
large number of devices and equipment units influence each other. Users integrate into the system through specific
interfaces and become participants of new services and business models.

They can carry out transactions that will lead to optimal and coordinated work of power equipment while the
sustainability of power system is ensured. The Internet of distributed energy represents a decentralized power grid
where smart distributed control is performed through energy transactions among users of the system.

The Internet of distributed energy represents a System of Systems which is composed of three integrated plat-
forms:

Transactive Energy (TE): a system where smart contracts are composed, implemented and paid;

Internet of Things (IoT): a system of machine-to-machine interaction and exchange of control actions between
power cells and power equipment;

Neural Grid (NG): a system that provides mode control, power balance maintenance, and ensures the static and
dynamic stability of the power grid.
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AHHOTAIHA:

Ha ceronusiiiamii 1eHp, BCsl 3JIEKTPOIHEPTeTHKA CHIILHO 3apeTyINpoBaHa M 0e3 akTHBHOTO Y4acTHs TOCyIapcTBa
W COTJIACOBAaHHBIX AEHCTBUI NMPO(ecCHOHATIBHOrO COO0IIEeCTBa HEBO3MOXKHO C(OPMUPOBATH HOBBIE MOJIENH B3aH-
MoelicTBus (OU3HEC-MOEIN).

B oToii CBA3M, HYXXHO JABHTAaThCS HECKOJIBKHMH COTJIACOBAHHBIMM (CHHXPOHHM3MPOBAHHBIMH) MEXIy COOO0M
HalpaBICHUSIMH:

1.  Crparerust pa3BUTHS 3JICKTPOIHEPIETUKH CTPAHBI C TIPUMEHEHUEM LIU(PPOBBIX TEXHOJOTHH, C LIEJBIO OIpe-
JIETICHHS LIEIEBOTO COCTOSIHUS YHEPTETHKH CTPAHBI B «PIMEPHBIX TOUKAX.

2.  ®opmupoBanue u peanmzanus nporpammbl HUOKP B paMkax NOCTHKEHHS PE3yNbTaToB, 3aJ0KCHHBIX B
CTpaTeru, ¢ MoCIeAyIOIIM MacITAONPOBAHNUEM M THPAKUPOBAHUEM HAMITYUIINX PEIICHUI.

3. Coszganne ycnoBuil i muiotupoBanus pe3yinbTaroB HUOKP (monuroHsl, HCnbITaTeIBHBIC IICHTPEI, HOP-
MaTHBHas 0a3a).

4. CpoeBpeMeHHasl CHHXPOHHM3ALMsI HOPMATHBHO-TIPABOBOTO M HOPMAaTHBHO-TEXHHUYECKOTO MOJIA T10J[ CTpaTe-
THIO Pa3BUTHS MIEKTPOIHEPTETHKH CTPAHBI U MONOKUTenbHbIe pe3ynsTatel HUOKP.

5. IloBblmeHue 30HBI MPUCYTCTBUS U aKTUBHOTO yJYacTHS B pa3paboTKe COOTBETCTBYIOUINX MEXIyHApPOIHBIX
CTaHJapTax.

AO «PACY» sBnssacs unrerpatopom B koHType I'K «Pocatom» o HampasnerusaMm 6usHeca «ACY TID», «maek-
tporexHuka u «L{udposas sHepreTMkay 3aHUMAaETCs CO3IaHMEM HE TOJIbKO HOBBIX NMPOAYKTOB, BOCTPEOOBaHHBIX
PBIHKOM, HO ¥ (JOPMHPYET Cpe Ly AJIs MOBBIIICHHUS X BOCTPEOOBAHHOCTH 3a CUET N3MCHEHHS HOPMaTHBHOTO TTOJISL.

B gactHOCTH, 111s1 pasButusa nudposoii TemMatukun AO «PACY» comectHO ¢ AO «KonmepH Pocareproatom» u
JpYTMMH 3aHMHTEPECOBAHHBIMU OPTraHM3AIMAMHI B HacTosllee BpeMs (GOpMHUPYET MPOIYKTOBYIO CTPATETHIO Pa3BH-
i ['K «PocaTomy, BKITIOYArOIIYIO B ce0s Takue MUPpOoBBIe MPOAYKTH Kak nupposas moactannus (LI1C), TexHo-
noruu 1EdpoBoro paiioHa snekrpuueckux cereit (LUPDC), mmaTdopMeHHble pemeHus st HyKA YHEPTeTHKH, TeX-
HOJIOTMM TUArHOCTUKHU U CaMOJMAarHOCTHKH, NPEIUKTUBHON aHATUTUKU U Apyrue. IIpu 3ToM NpoayKThl co3aaroTcs
HE TOJIBKO MCXOMsI U3 BHYTPEHHETO CIIPOca, a B TOM YHCIIe U AJIS IPOJak Ha MEXTyHapOJAHOM PBIHKE.

Hamma niens - BBIXOJ Ha PBIHOK YCIIYT IO MOAEPHU3ALMHU CYIIECTBYIOIIHUX SHEPTOCUCTEM CTPAH, PELIMBIINX pas-
BUBATh y ce0sl aTOMHYIO T'€HEepaltIo, Uil KOM(MOPTHOH MHTErpanuu B HUX Kak ADC, Tak M KeJTaloUMX BHEIPATH
HOBBIE LIU(POBHIC PEIICHHS.
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«RASU» JSC is an integrator in the circuit of Rosatom State Corporation in the areas of business
of automated process control systems, electrical engineering and digital power engineering
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Key words: digital energy, regulatory framework, digital substation , markets

Abstract:

Today, the entire electric power industry is highly regulated and it is impossible to form new interaction models
(business models) without the active participation of the state and concerted actions of the professional community.

In this regard, it is necessary to move in several directions (synchronized) with each other:

1. The strategy for the development of the country's electric power industry with the use of digital technologies
in order to determine the target state of the country's energy sector at “rapper points”.

2. Formation and implementation of the R & D program in the framework of achieving the results embodied in
the strategy, followed by scaling and replication of the best solutions.

3. Creating conditions for piloting R & D results (test sites, testing centers, regulatory framework).

4. Timely synchronization of the regulatory and regulatory and technical field under the strategy for the devel-
opment of the country's electric power industry and positive results of R & D.

5. Increase the area of presence and active participation in the development of relevant international standards.

RASU JSC being an integrator in the ROSATOM loop in the areas of business of the automated process control
system, Electrical Engineering and Digital Energy, is creating not only new products demanded by the market, but
also creates an environment for increasing their demand by changing the regulatory field .

In particular, for the development of digital subjects, JSC «RASU», together with Rosenergoatom Concern JSC
and other interested organizations, is currently developing a product development strategy for Rosatom, including
such digital products as digital substation (DSP), technologies digital area of electrical networks (CRES), platform
solutions for the needs of energy, diagnostic and self-diagnostic technology, predictive analytics and others. At the
same time, products are created not only on the basis of domestic demand, but also for sales in the international
market.

Our goal is to enter the market of services for the modernization of existing energy systems of countries that
have decided to develop nuclear power generation, for comfortable integration of both nuclear power plants and
those who want to introduce new digital solutions.
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IIpuMeHenne HelipOHHBIX ceTel IJIsl BOCCTAHOBJIEHHS CUTHAJIA CO BTOPU4YHO#i 00MOTKH TpaHcdopmaTopa
TOKA B PEeKUMAX € INIYGOKHM HAChIIIEHHEM
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KaioueBble cioBa: HachlIleHHE TpaHC(HOPMATOPOB TOKA, MallIMHHOE 00yueHue, Heliponnsie cetd, LSTM, RNN.

AHHOTAIHA:

Ha ceromnsmauii feHb OOJBIIMHCTBO 3JIEKTPOIHEPIeTHUECKUX OOBEKTOB O0OPYIOBaHBI TPaAMIHOHHBIMU
TpaHC(hOpMaTOpaMHu TOKa, KOTOPEIE HMEIOT CKJIIOHHOCTh K HACHIIIEHHUIO U, KaK CIEICTBHE, K HEJJOCTOBEPHOMY IIpe-
00pa30BaHMIO MEPBUYHOTO CHUTHANA, KOTOPBIH COOTBETCTBYET TOKY, IPOTEKAIOMIEMY B MCCIIEIyeMOil IIenH, BO BTO-
PUYHBII CUTHAJ, KOTOPBIH, B CBOK OYEpedb, UJET HA YCTPOMCTBA PEJECHHON 3allMTHl U aBTOMATHKH, a TAK)KE Ha
npuOOpHl ydeTa IEKTPOIHEPTHH. B pesynbraTe MOTYT NPOUCXOAUTH JIOKHBIE OIEPATHBHBIC INEPEKIIOYEHUS Ha
SHEProo0BEKTax, a TAKKE yXYIIAeTcs KadyecTBO OCIMILIOTpapUpOBaHUS MPOLECCOB, IIPOUCXOAAIINX B SHEProCH-
creMe. B Hacrosimee BpeMsi IPEACTAaBICHO JOCTATOYHO MHOTO Pa3JIMYHBIX METOJOB PEIICHHS AaHHOH IpoOIeMbl,
HO BCE OHM OOJaNaloOT PSJOM CBOMX HENOCTATKOB, II0O3TOMY CYIIECTBYET HEOOXOIMMOCTH B pa3pabOTKe YHHBEp-
CaJIbHOTO HOBOTO MeTo/a 1o 0oph0e ¢ MocneICTBUSIMH HAaCHILICHUS TpaHc(opMaTopa Toka. B mpencrasnenHoi pa-
6oTe mpenaraeTcs HeCTAaHIAPTHBIM MOAXOJ, OCHOBAHHBIM Ha NMPUMEHEHHH TEXHOJIOTHH MAIIMHHOTO OOYYeHHs, a
HMMEHHO - HeHpoHHBIX ceTeil. CyTh METOa 3aKIII0YaeTcsl B BOCCTAHOBIICHNH NCKa)KEHHOTO CHTHAJIA ITyTeM 00paboT-
KM eT0 00y4eHHOW HeWpoHHOU ceThio. [Ipu pa3zpaboTke MOAEN HEUPOHHOHN CETH, CTIOCOOHON JTOCTpanBaTh CUTHA-
761, HE00X0AUMO OBLIO YYHUTHIBATH €€ THII, IO3TOMY B KaueCTBE OCHOBHOM OBlJa BBIOpaHa peKyppeHTHast HeHpoH-
Has ceTb. B kauecTBe OCHOBHOM apXMTEKTYpbl HEHPOHHOI ceTH Oblia BhIOpaHa MOJENb aBTOIHKOEPa, OCHOBAHHAS
Ha LSTM (Long short term memory — «aonras KpaTkocpouHasi maMsTh») apxuTekrype. OCHOBHAs IPHUYHHA TAKOTO
BBIOOpa 3aKIIIOYAeTCs B BO3MOYKHOCTH KOJMPOBAHUSI W JCKOJAMPOBAHUS BXOJHOIO CUTHaja, YTO OTPaHHMYUBACT
HEHPOHHYIO CETh B «0€3yMHOM» KONMPOBAHUH NTPABIIIHOTO CHT'HANIA U 3aCTaBIISET €€ UCKAaTh HEOOXOIUMBIE KOp-
pensnuu. IToMuMo 3TOT0, Kak M3BECTHO, At O0Jiee MPAaBUIIBHOTO U HOJIHOTO IIpolecca 00ydeHns1 HeHPOHHOW ceTH
HEeoOXoAnMa JOCTaTOYHO Ooibinas 0a3a JaHHBIX MPUMEPOB MCKAXEHUS BTOPHUYHOTO TOKa TpaHcdopmaropoB. s
3TOTO OBIIa CIIPOEKTHPOBAaHA TMOKO HacTpanBaeMasi MOJENb HACHIIEHHOTO TpaHCc(OpMaTopa TOKa B IPOrpaMMHON
cpene PSCAD, ymanock co3nate 6a3y JaHHBIX U1 00ydeHHs HeMpOHHOU ceTr B pazMepe O6oiee 1000 BEIOOPOK.

B pesysbrare npojnenanHoi paboThl HaMK ObUIa IMOJy4eHa rOTOBask MOJIENb PEKYpPPEHTHON HEWpPOHHOW ceTH,
CIIOCOOHAsi BOCCTAHABJIMBATh UCKAXEHHYIO BEPCHIO CHI'HAla CO BTOPUYHONW OOMOTKHM TpaHC(oOpMaTopa TOKa B pe-
XKHMMax ¢ IIyOOKHMM HachllieHHeM. B xoje nccnenoBanus ObUTH BBISIBJICHBI ITapaMeTPbl MOJIENIM HEHPOHHOH ceTH,
KOTOpbIe HEOOXOJUMBI JUISl MOJTYYeHHs] NMPAaBUIBLHON KPUBOM TOKa ¢ JOIMyCTHMOM morpemHoctbio B 10 %. Kpome
9TOT0, peallu3anus MpejJiaraeMoro crocoda Oblira OCyIIecTBIIeHa Ha OJJHOIIATHOM KoMIblotepe Raspberry Pi3, uto
IIpU JanbHEHIen pa3paboTKe MO3BOUT Pa3BEPHYTh CHCTEMY B PEXHME PEATbHOTO BPEMEHH C JOTOIHUTEIBHBIM
MIPEUMYIIECTBOM PEKOH(GHUTYPHPYEMOCTH, a TAK)XKE TIO3BOJIUT IMTOBBICUTH HAJAECKHOCTh PA0OTHI PENICHHON 3aIUTHI.
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Signal restoring device from the secondary winding of a current transformer based on neural networks
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Annotation:

Nowadays most electric power facilities use traditional current transformers, which tend to saturate and as a re-
sult inaccurately convert the primary signal, which corresponds to the flowing in the power system current, into a
secondary signal, which in turn goes to relay protection and automation devices, as well as electricity metering de-
vices. Therefore, there may be quality deterioration of oscillography processes occurring in the power system, and
false operations can occur at power facilities. Currently, there are many different methods of dealing with the conse-
quences of current transformer saturation. In the presented work a non-standard approach based on the use of neural
network technologies is proposed. The essence of the method based on the recovery of a distorted signal, by pro-
cessing it with a trained neural network.

During developing a neural network model, it was necessary to take into account its appearance as well as its
structure, therefore, the main applicable types of neural networks were investigated in this work. For simpler classi-
fication tasks, not complicated feedforward networks are usually used, but recurrent neural networks are preferable
for prediction and restoration of signals. To create a model capable to complete signals, the main task was to solve
the so-called sequence prediction problem. Thus, for correct operation the solution was based on the choice of a
suitable recurrent neural network architecture and correct signal representation for the model. The autoencoder
model based on LSTM (Long Short Term Memory) architecture was chosen as the main structure of the neural net-
work. The main reason for this choice is possibility of encoding and decoding the input signal, which limits the neu-
ral network from the “mindless” copying of the correct signal and makes her find the necessary correlations. In addi-
tion, as it is well known, for a more correct and complete learning process of a neural network, a sufficiently large
database of saturated current transformers samples is necessary. For this purpose, a flexibly customized model of a
saturated current transformer in the PSCAD software environment was de-signed, which made it possible to create a
database for training a neural network of about 1000 samples.

As a result of this work, we obtained a ready-made model of a recurrent neural network with an autoencoder ar-
chitecture that can restore a distorted current curve on the secondary winding of a current transformer. The study
revealed the parameters of the neural network model that are necessary to obtain the correct current curve, but due to
the structure of the developed model, the received signal does not repeat for 100% the primary signal of the current
transformer, due to the lack of trained data sampling, but potentially it can be achieved 99% similarity, by combin-
ing models of neural networks with different structures. In addition, the implementation of the proposed method was
carried out on a single-board computer Raspberry Pi3, which, with further development, will allow the system to be
deployed in real time with the additional ad-vantage of reconfigurability, and also will increase the reliability of re-
lay protection.
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Cunre3 ¢pynkuuii P3A HIIC ¢ npumeneHueM 6a3 3HAHUM

A.A. BomomnH, E.A. Bomommn, H.IT. I'pageBa, A.Jl. [Ipuxoapko
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Poccus
KonTakTHoE U102
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KuroueBble ciioBa: mudpoBas MOACTAHIINS, OHTOJIOTHS, 0a3a 3HAHUH, peJiciiHas 3amuTa

AHHOTAIHA:

Iupokoe BHeapenue mm¢ppossix nojacrannumii (LIIIC) onpenensier HEOOXOAUMOCTh aBTOMATH3ALMK OOJBIIMH-
CTBa 3TaloB WX NPOeKTHpoBaHMs. Ha naHHBIN MOMeHT onpexeneHue nepedns GpyHkuuii P3A sHeprooOdbexTa npo-
W3BOJUTCS CIIEUAIMCTAMU BPYYHYIO Ha OCHOBE HOPMAaTHUBHOH JOKYMEHTAallMM M COOCTBEHHBIX 3HAHWH M ONbBITA.
OnHako B HACTOsIIIIEE BPEMsI COBPEMEHHBIE IIPOrpaMMHBIE CPECTBA MTO3BOJISIOT ONMCHIBATE YEJIOBEUECKUE 3HAHUS 1
NPUMEHSTh UX B pabOTe MporpaMm i JOCTHXKEHUsI pe3ynbrara. OHOIl U3 OMMCAHHBIX TEXHOJIOTHUH SBISIETCS TEX-
Hostorusi 0a3 3HaHWiA, KOTOpas ompeessieTcsl Kak 0a3a NaHHBIX, COAepIKalias MpaBuiia BHIBOJA U MH()OPMALUIO O
YeJIOBEUECKOM OIIbITE M 3HAHUSAX B HEKOTOPOH MPEAMETHOH 00J1acTH.

IIpoexktupoBanue MU(POBIX MOJACTAHIIUN BKIIOYACT B ce0s pa3paboTKy (hailyioB MPOCKTHON NOKYMCHTAIIUH HA
si3bike onucanus cucteMbl SCL (System Configuration Language). Onus u3 (aiiioB Ha OCHOBE 3TOTO SI3bIKA - (haia
tdopmata SSD (System Specification Description) comepUT HHQOPMAIIHIO O TJIABHOW CXEME IMOJICTAHIINN U MOXKET
OBITh cOopMHPOBaH Ha HadarksHOM dTare npoektupoanus P3A HIIC npu moMomy G0NBIIOr0 KOJUYECTBA HPO-
rpaMM st paboTHI ¢ s136IKOM SC, KOTOpBIE MTO3BOJITIOT TeHEPUPOBATh B TOM urcie U SSD ¢aiiner.

B nmanHO# cTaThe ONMMCHIBAaeTCS MPUMEHEHWE TEXHOJIOTHH 0a3 3HAHWH JJs CuHTe3a mepedHs (GyHkmmid P3A
HIIC, nanHBIe 0 cXeMe U 000PYIOBaHUH KOTOPOi 0a3a 3HaHM noxydaeT u3 daira SSD nu YMU.

Cunre3 cocraBa GpyHnkuunii P3A ¢ npuMeHeHueM 6a3 3HaHMH MOXKHO pa30uTh Ha JiBa dtamna. [lepBhlii 3T0 nosyye-
HUM MHPOPMAIIMU O TJIaBHOW cXeMe MOACTaHIMH U3 (aiiina SSD, KoTopblil ABISETCS YacThI0 KOMIUIEKTa JIOKYMEH-
taruu P3A IIC, u co3ganue Mojenu 0a3bl 3HaHUI KOHKPETHOW MOJCTAHIINH, €€ aHAIN3 U J00aBIcHHe HE00XO0aU-
Mo#i s paboThl nHpopMmanuu. Yacte uHbOpMAIMK, HCOOXOAUMOU IS ompeseicHus mnepeuds ¢yHknuii P3A
HIIC, ue conepxamasics B daiine SSD, momkna ObITh q0OaBiieHa mojb3oBaresieM. Co3fganue 0a3bl 3HAHUN KOH-
KPETHOTO OOBEKTa OCYIIECTBISIETCS IIyTEM 3arpy3KH MOJIYYEHHBIX JAHHBIX B CIICIMAIBHO pa3pabOTaHHYIO OHTOJIO-
THIO, KOTOpast IIPEACTaBIsieT co00i HAOOp 3HAHMH, UX OTHOLICHUH M MPEACTaBICHHEM 3TOro B Oa3e 3HaHW. 1 BTO-
po¥i 3Tar, B KOTOPOM ISl CO3/1aHHOM Ha IEpBOM 3Tane 0a3bl 3HAHUH NPH MTOMOIIM MEXaHU3Ma JIOTHYECKOTO BBIBO/A
— pPHU30HEpPa B COOTBETCTBUH C 33JJaHHBIMH IPaBIJIAMU I'eHEpUpyeTcs nepedeHs QyHkiuui P3A g xaxkmoro 3amm-
Ia€MOTO IEMEHTA.
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Synthesis of digital substation PACS function list with application of knowledge base.
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Annotation:

The widespread introduction of digital substations determines the necessitation the automatization of the most
stages of their designing. Nowadays the definition of the power facility relay protection and automation function list
is performed by specialists manually based on regulatory documentation and their own knowledge and experience.
However, currently, modern software allows to describe human knowledge and apply it in the work of programs to
achieve results. One of these technologies is the knowledge base, which is defined as a database containing infer-
ence rules and information about human experience and knowledge in a certain subject area.

The digital substations designing includes the development of project documentation files in the System Descrip-
tion Language (SCL). One of the files based on this language is the SSD file (System Specification Description)
which contains information about the main substation scheme and can be generated at the initial stage of the PACS
designing using a large number of programs for working with the SCL.

This article describes the application of the knowledge base to synthesize the PACS function list, which receives
data on the scheme and equipment from the SSD file and HMI.

The synthesis of the PACS function list using knowledge bases can be divided into two stages. The first is to ob-
tain information about the substation scheme from the SSD file, which is part of the PACS documentation set, and
create a particular substation knowledge base model, analyze it and add the information which is necessary for oper-
ation. Some of the information needed to determine the PACS function list, which is not contained in the SSD file,
must be added by the user. The creation of a knowledge base of the object is carried out by loading the obtained data
into a specially developed ontology, which is a set of knowledge, their properties and representation of them in the
knowledge base. And the second stage, in which a PACS function list is generated for each protected element based
on the knowledge base created at the first stage, using the mechanism of logical inference - reasoner, in accordance
with the specified rules.
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Mudposas Tpanchopmanus B IHEPreTUKe HA OCHOBE eIMHOM MJIaT¢opMbl
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HUE

AHHOTALMA:

Hudposas Tpancdopmanus — 3T0 He MPOcTo BHexpeHne coBpeMeHHbIXx UT-cuctem. IlepeBona Ha «un¢posbie
PENBCH» OTACTBHBIX MPOIIECCOB TN JaXke BCETo OM3Heca HeAocTaTouHO. i mommHHOH 1udpoBoii Tpancdopma-
IIUH HY’KHO CHATH Oapbepsl AJIs HHTETPalliy JaHHBIX, CHCTEM, IPOIIECCOB, 000pyI0BaHNS, BCEX YIYACTHUKOB OM3HE-
ca. [lnsg sHepreTHdecKkoi KOMIIaHUM MEPexo ] K HOBOI mupoBoil mapagurMe o3HavaeT He TOJIBKO CHIDKEHHUE 3aTpaT
¥ ToBbINIeHHE () (HEKTUBHOCTH, HO TAK)KE CO3/IaHHE HOBBIX MOJICIICii OM3HECA U IIEMOYEK KOOTEPalH ¢ IMOCTaBIIH-
KaMH 1 OTPEOUTEISIMHA SHEPTHUH, CBIPBS U YCIIYT.

Taxoii mepexo BO3MOKEH Ha OCHOBE TaK HAa3bBIBAEMOTO «IHU(POBOTO SAIpay», KOTOPOE MOKET OOBEAUHUTH MHUPHI
UT-cuctem u peanmpHOCTH. L{HppoBOE Aapo cBHKET MEXIY cOOOM 3aKa3duMKOB, MIPOU3BOJACTBO U 000OpYIOBAaHUE,
MPOSKTHPOBAHNE W IUIAHUPOBAHUE YCIYT,IIOCTABKU,IIOKIIOUCHHS COTPYIHHUKOB, JKCILTyaTaIlMI0 00OpYIOBaHUS.
3Ty pPOJIb MOXKET BHIIIOJIHATE OHA CHCTEMAa MIH KOMILICKC CHCTEM.

Bo3MoskeH cTpyKTypHOBaHHBIN M HECTPYKTYPHUPOBAHHEIH MOAXOB! K IH(poBoil Tpanchopmarn. B pesynsraTe
HECTPYKTPHPOBAHHOTO IMOJIX0Aa BO3HUKAIOT Oaphephl MEXIy CHCTEeMaMH, popMaTaMH JaHHBIX, AeMapTaMeHTaMu.
YAIuHIIOTCS W IOPOXKAT MPOEKTh, 3hdekr oT mudpoBuzaiuu ocraeTcs TOYEUHBIM. UTOOBI 3TOr0 HM30€XKATH,
HEOOXOMMO ONHUPAThCS HA EAMHYIO OTKPBITYIO IUIATGOPMY, KOTOpasi NPEIOCTABIISIET METAMOJIEIb AaHHbBIX, yIIPaB-
JSIeT pecypcaMu, NPHIOKEHISIMH, OJKITIOUeHHEM UCTOYHUKOB JTaHHBIX, OIEPKUBACT ITOJHBIA KU3HEHHBIH UK
NPUJIOKEHUH U CEpPBUCOB, o0ecreunBaeT 0e30MacHoe yIpaBieHue JOCTYIOM K IU(PPOBBIM pecypcam.

[IpuBomsTcs mpuMepHl ycrentHoi nudpoBoil TpaHChOpMAMA HA OCHOBE €IMHON IIAT(QOPMBI B Pa3IHYHBIX
MTOTOTPACTISIX YHEPTETHKH.
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Digital transformation in energetics based on unified platform
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Abstract:

Digital transformation is not just implementing of modern 1T-systems. Transition of some processes or even en-
tire business onto “digital rails” is not enough. True digital transformation assumes removing barriers for integration
of data, systems, processes, equipment and all business stakeholders. For the energy company, the transition to a
new digital paradigm means not only reducing costs and increasing efficiency, but also creating new business mod-
els and chains of cooperation with suppliers and consumers of energy, raw materials and services.

Such a transition is possible only on basis of the so-called "digital core”, which can unite the worlds of IT sys-
tems and reality. The digital core will connect customers, production and equipment, design and planning of ser-
vices, supplies, connection of employees, equipment operation. This role can be performed by a single system or a
integration of systems.

A structured and unstructured approaches to digital transformation are possible. Barriers arise between systems,
data formats, and departments in result of an unstructured approach. Projects are lengthening and becoming more
expensive, the effect of digitalization remains fragmented. To avoid this, it is necessary to rely on a single open plat-
form that provides a meta-model of data, manages resources, applications, connects data sources, supports the full
life cycle of applications and services, and provides secure access control to digital resources.

Examples of successful digital transformation based on a single platform in various sectors of energy are given.
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AHHOTANMSA:

B pamkax poxiaza paccMaTpuBaeTcs HpoOJIeMaTHKa CHUCTEM ydeTa 3JeKTposHepru B llndposeix mnox-
CTaHIHUAX, 0030p MOTCHIHUAIBHBIX PEIICHHH U cOPMYINPOBAaH aBTOPCKUI B3IJIA HA ONTHMAalIbHOE pelieHHe, OT-
BEYAIOIIEe COBPEMEHHBIM TEXHHYECKHM M SKOHOMHYECKHM BBI30BaM. AKTYalbHOCTH MPOOIEMaTHKH 00yCIOBICHA
pactyiieit notpe6HocThIO B hopmupoBanuu [udposoro pemienns mis ACKYD, koTopoe 0TBe4aio Obl KaK TEXHU-
YECKHM, TaK M PEryJATOPHBIM TpeboBaHMAM phIHKA. [loapoOGHO paccMoTpeHa TpaHc(OpMaIus MOJIEBOTO YPOBHS
ACKYVYD u ypoBHs npubopoB yuera B ycnoBusx LludpoBoii moactanimu. PaccMoTpeHbl BOIPOCH CTOMMOCTH CO-
MMyTCTBYIOWIEH MHPPACTPYKTYPHI, CTOMMOCTH CO3TaHUS HU(PPOBOTO PEIICHUA B YCIOBHUAX HOBOTO CTPOUTEIHCTBA U
MoaepHu3anun. [IpoBeieH MOUCK ONTUMYMa MEKIY TEXHUUECKAM COBEPIICHCTBOM U CTOMMOCTBIO PEIICHUS KaK Ha
JTare CO3JaHus M MOJEPHU3AINN, TaK U B MpoIlecce IKCIUTyaTaluu. Pe3ynpTaThl aHan3a MpeIcTaBIeHBI B hopme
KOHIICTIIINH [IEJIEBOTO MPHOOpA M ero TEXHHICCKUX H CTOUMOCTHBIX XapaKTCPUCTHK.
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Approaches to the creation of metering systems in digital substation
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Abstract:

The report addressed the problem of electricity metering systems in digital substations, an overview of potential
solutions, the authors' point of view on the optimal solution that meets modern technical and economic challenges.
The issue is relevant and meets the growing need to create a digital solution that meets the technical and regulatory
requirements of the market. The transformation of the field level of the metering system and the level of metering
devices in the Digital Substation conditions is considered in detail. The issues of the cost of related infra-structure,
the cost of creating digital solutions in the conditions of new construction and modernization are present-ed. The
search for optimum between technical excellence and the cost of the solution was carried out both at the stage of
creation and modernization, and in the process of operation. The results of the analysis are presented in the form of a
concept of a target device and its technical and cost characteristics.
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Karouessie ciioBa:
KomOnHnpoBaHHbIE JIEKTPOHHBIC H3MEpUTEIbHBIE TpaHchopMaTopsl Toka U HanpspkeHus (OMTTH) 10-35 kB ¢
QHAJIOTOBBIMU U HH(POBBIMU Bbixogamu rpoussoactea OO0 «dnekrpouur-K», Kanyra.

AHHOTAIHA:

KoMOuHMpOBaHHBIE JIEKTPOHHBIE U3MEPUTENbHBIE TpaHchopMaTtopsl Toka u HanpsoxeHust (DU TTH) 10-35 kB ¢
QHAJIOTOBBEIMHU 1 IU(PPOBBIMHU BhIxogamu npoussogactea OO0 «dnexrpomut-K*», Kanyra.

OUTTH cootserctByer I'OCT P MOK 60044-7, TOCT P MBK 60044-8.

OUTT umeer paciMpeHHbIi auana3zon nuamepenuit ot 80 o 1000A B kimacce Tounoctu 0,5S u 5P30 (ot 1000A).

OUTTH npeana3HadeHsl Ui U3MEPEHMsI 1 MacIITAOHOTO TpeoOpa30BaHus HANMPSHKCHHUS U CHUJIBI TOKA, a TaKKe
JUISL TIepeiaur pe3yibTaToB MpeobpazoBaHuid B cucteMbl KYD, ycTpolcTBaM M3MEpeHHH, 3alUThI, aBTOMATHKH,
CUTHAJIM3ALH U YIIPABJICHUSL.

KoncrpykrusHo SUTTH oxnodazHbIi cocTONT U3 CIeQyIOMNX KOMIIOHEHTOB: 1) epBUYHBIE TIpeodpa3oBarenu
HaIpsDKeHHUsT; 2) TepBUYHBIE IIpeoOpa3oBaTeny CHibl TOKa; 3) AJIEKTPOHHBIM OJIOK HAa CTOPOHE HU3KOTO HaIpsKe-
HUSL.

OYHKIUIO TEPBUYHOTO Ipeodpa3oBaTens HANpSUKEHUS BBIMOMHSAET PE3UCTUBHBIA ACTHTENbh HAIPSIKCHUS
(LPVT).

OYHKIUIO IEPBUYHOTO ITPeoOpa3oBaTeNs CHIIBl TOKa BBHIOIHAIOT (B 3aBUCHMOCTH OT MOCTaBICHHBIX 3a7a4): 1)
manomouineii OTT, BTOpHYHas 0OMOTKa KOTOPOTo MOAKIIOUeHa K myHTupyromemy pesucropy (LPCT); 2) katym-
Ka POoroBckoro (B 2JIeKTPOHHBIH GJIOK BXOAWUT MHTETPATOP); 3) TPaJUIUOHHBIN HHIYKTUBHBIN TT.

OJNeKTPOHHBIN OJOK BBHIMOJHSET (YHKIMIO NMpeoOpa3oBaHUsl M O0OpabOTKM BBIXOIHBIX CHUTHAJIOB IEPBUYHBIX
npeoOpa3oBaTenel HANPSHKEHUS U CUITBI TOKA B IU(POBOH CUI'HAJ U Nepefavdy U3MEPEHHBIX 3HAUeHUH yCTPOHCTBaM
perneitHo# 3ammuThl, aBTOMATHKH, KYD 1 npyrum ycrpoiictBam Ha LIIIC B cootBeTcTBHE ¢ mpoTokoioMm |IEC 61850-
9-2.

OO6paboTKa CUTHAJOB OT BTOPUYHBIX KOHBepTepoB (a3 a/b/C mpousBoautcs cymmaropom CY, BCTPOCHHBIM B
SJIEKTPOHHBIN OJIOK.

DIeKTPOHHBII OJIOK BHIMOJHACT QYHKIHIO YCTPOWCTBA COMPsDKEHNMS ¢ udpoBoit muHo# mporecca (MU).

CUHXpOHU3AIHMS AIIEKTPOHHOTO OJoKa TpaHc(hOpMaTopa ¢ CHCTEMOW TOYHOTO BPEMEHH OCYIIECTBIISETCS IO
curtaiy 1PPS nnun nanHeIM cHHXpOHHM3aIMHK IO TpoToKoay PTP.

OUTTH umeer cneayromue BIXOAHbIE CUTHAIBI:

1) Hudposoii kanan Ethernet (100M6ut/c), notok no npotokony IEC 61850-9-2 ¢ 4acToTO# AMCKpETH3AUH:

-4 000 I'm (80 otueror) mm 4800 I'rx (96 oTueToOB) Ha MEPHO MPOMBIIIICHHOW YacToTHl 50 'l — 1yt HyX[ pe-
JIETHOM 3alUTBl U ABTOMATUKH;

-12 800 I'm (256 oTtuetoB) mu 14 400 ' (288 oTueToB) Ha IEpHO] MPOMBIIUIEHHOH YacTOThl 50 I,

Odmsmueckas cpena nepenadn JaHHBIX — kabens UTP (BuTast mapa).
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2) HuskoypOBHEBBI AaHAJIOTOBBIA CHTHAJI OT IMEPBUYHBIX

npeoOpazoBaTenell — KaK I JHarHOCTHKH MEPBUYHBIX Ipeodpa-

30BaTeNei, Tak u sl Tiepeaadn U3MEPEHHBIX 3HAaUeHUH TU(POBBIM YCTPOMCTBAM PEICHHON 3aIUTHI, aBTOMATHKH U

KVY3 (yctpotictBam co BctpoeHHbIM cymmaTopoM CVY). @usndeckas cpena nepenadn qaHHbix — kadenb UTP (Burtas
napa).

3)  AHaJOTOBBIH CUTHAJT OT BTOPUYHOM OOMOTKM cTaHmapTHOro uHayktueHoro TT. dusnueckas cpena nepe-
Jlauu JaHHBIX — MEHBIHM IPOBOIHUK.

[Muranue snekTpoHHOroO OJIoKa B HacTosmuii MoMeHT BHemHee (12B). Benyrces paboTsl o peanm3anny cXeMbl
0TOOpa MOIITHOCTH B CaMOM TpaHchopmarope.

Kommnekranuss SUTTH nepBuuHbIME 1IpeoOpa3oBaTensiMyi 3aBUCUT (MOXET ObITh OrpaHHYEHA) OT BHIOPAHHOTO
3akazuukom radapura Tpanchopmaropa

T"abapuTHbIil psa TpaHchopMaTopoB «aeKTpomuT-K ynoBieTBOpsieT TpeOOBaHuS TSI BCEX U3BECTHBIX THUIIOB
syeex 10-35 xB: KPY (3PY u OPY), KPVY3, KPVYT. Ilostomy n3rorosuts DU TTH Bo3mMoxHO B JIF060M rabapure,
HEOOXOIUMOM Kak il HOBOTO CTPOUTEIbCTBA, TaK M I IPOTPaMM PEKOHCTPYKIuH, perpodura u AUMC KVYD.
Orpannyenne — KoMIUiekTanus Tpancgopmaropa ITH HeBo3MOkHA B IPOXOAHBIX TpaHchopmaTopax cepuu TJIII-
10-1, THI-OK, TB-OK.

Jnst npOM3BOACTBA JIUTON M30JLIMH 3aBOJI IIPUMEHSET BCE M3BECTHBIC TEXHOJIOTHH JIUThS: » BakyyMmHas 3aimuB-
Ka KOMIIAyHJIOB; » 3ajiBKa KOMIIAYHIOB 1o JaBieHHeM - APG texHonorus; » JIMTbe MOJMYpPETAHOBBIX, IOK-
CHJHBIX M IUKJIOATN(HATHIECKIX KOMIIAyHIOB.

Texuomnorus APG (Automatic Pressure Gelation — ApromaTudeckoe >KeIUPOBaHHE IO JABICHUEM) — 3TO
Haunbosee nepeoBol U A3 PEKTUBHBIH METO/ 3aJMBKH [Uisl Iporu3BoacTBa VT B MUPOBOI AJIEKTPOTEXHUYECKOW OT-
paciu, UCHOIb3yeTCs BeIyIMMH MUPOBBIMH Npou3BoauTensamu UT.

OUTTH 6e3 37eKTpOHHOTO 0J0Ka C HU3KOYPOBHEBBIMH BBIXOIHBIMU CUTHAJIAMH OT NEPBUYHBIX IIpeoOpa3oBare-
JIel TOKa ¥ HaNpsDKEHMs TPOLIEN MOJI0KUTEIbHBIE UCIIBITAHUS 110 CXeMe «TOYKa-Touka» ¢ nudppossivu MII P3A
npoussoautencit OO0 HIIIT «3KPA», AO «UDA3». O6paszuamu DUTTH B rabapute omOpHBIX TPaHCPOPMATOPOB
TJIO-10 M1 ckommnexroBaHsbl onbITHBIE siueiiku KPY nmpousBoguteneit AO «42A3», OO0 «JHeprozaumra, UIeT
MIOJIOTOBKA K BHICOKOBOJIbTHBIM HCITBITAHUSIM.

OUTTH B xomImiekTe ¢ 3eKTpoHHBIM OJ0koM mponsBoactBa OO0 «/mKeHepHBIH IEeHTp «DHEPrOCepBUCH
MIPOXO/INT UCIIBITAaHMUS HA COOTBETCTBHE 3asBICHHBIM KiaccaM ToaHocTH (0,5S/5P 1o Toky, 0,2 — 1o HanpspKeHHUIo) B
nmabopatopun «UL «HEprocepBucy.
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Electronic Measuring Current and Voltage Transformers for DSS
by Electroshield -C°, Kaluga
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Key words: Combined electronic measuring current and voltage transformers (EMCVT) 10-35 kV with analog
and digital outputs manufactured by Electroshield-Co, Kaluga.

Abstract:

Combined electronic measuring current and voltage transformers (EMCVT) 10-35 kV with analog and digital
outputs manufactured by Electroshield-C°, Kaluga.

EMCVT complies with GOST R IEC 60044-7, GOST R IEC 60044-8.

EMCT has an increased measurement range from 80 to 1000A within the accuracy class of 0,5S and 5P30 (from
1000A).

EMCVT are designed for measurements and large-scale conversion of voltage and current, and for transmission
of the conversion results to power fiscal metering systems, measuring instruments, protective, automation, alarm and
control units.

In terms of design, one-phase EMCVT consists of the following components: 1) primary voltage converters; 2)
primary current converters; 3) an electronic unit at the low-voltage side.

Resistive voltage divider (LPVT) serves as a primary voltage converter.

The function of a primary current converter is performed by (depending on the tasks): 1) a low-power ECT with
the secondary winding connected to a shunting resistor (LPCT); 2) a Rogowsky coil (an integrator is a part of the
electronic unit); 3) a traditional inductive CT.

The electronic unit performs the function of conversion and processing of output signals of the primary voltage
and current converters into a digital signal and transmission of the measured values to relay protection and automat-
ic devices, fiscal metering systems and other devices at DSS in accordance with IEC 61850-9-2 protocol.

Signals from the secondary converters of a/b/c phases are processed by a Merging unit MU embedded into the
electronic unit.

The electronic unit performs the function of a transmitting system with a digital process bus (MU).

The synchronization of the transformer electronic block with the precise time system is performed in response to
1PPS signal or synchronization data over PTP protocol.

EMCVT has the below output signals:

1) Ethernet digital channel (L00Mbit/s), flow over IEC 61850-9-2 protocol with discretization frequency:

- 4,000 Hz (80 reports) or 4,800 Hz (96 reports) per an industrial frequency period 50 Hz — for relay protection
and automatics needs;

- 12,800 Hz (256 reports) or 14,400 Hz (288 reports) per an industrial frequency period 50 Hz.

Communication environment — UTP cable (twisted-wire pair).

2) Low-level analog signal from primary converters — both to diagnose primary converters, and to transmit
measured values to digital relay protection and automatic devices, and fiscal metering systems (devices with an em-
bedded merging unit MU). Communication environment - UTP cable (twisted-wire pair).

www.iec61850ru.ru



http://www.iec61850ru.ru/
mailto:mea@tf-el.ru

( MEXXOYHAPOHAS
KOH®EPEHLIMSA

LUWOPOBASA MNOACTAHLMSA
CTAHJAPT IEC 61850
LUWOPOBU3ALINA
ANEKTPUYECKUX CETEMN
MOCKBA, 2-4 MIONA 2019 FTOJA

3) Analog signal from the secondary winding of standard
inductive CT. Communication environment — copper conductor.

Currently, the electronic block has an external power source (12V). An option for internal power supply within
the transformer is being developed.

If EMCVT is equipped with primary converters depends on (can be limited) transformer dimensions chosen by
Customer.

Dimensions range of Electroshield-C° transformers comply with requirements of all known bay types 10-35 kV:
switchgears (indoor and outdoor), GIS, SIS. Therefore, EMCVT can be made with any dimensions required both for
a new construction, and for reconstruction, retrofit programs and automated measuring and information systems for
electric power fiscal metering. Limitation — EVT cannot be built into bushing-type transformers of TLP-10-1, TSh-
EK, TV-EK series.

To produce cast insulation, the facility applies all known casting technologies: compound vacuum casting; com-
pound automatic pressure gelation - APG technology;polyurethane, epoxy and cycloaliphatic compound casting.

APG technology (Automatic Pressure Gelation) is the headmost and most efficient casting method in IT produc-
tion in the global electrical engineering industry and it is used by the world leading producers.

EMCVT with no electronic block with low-level output signals from primary current and voltage converters
passed positive tests under “point-to-point” scheme with digital PSU manufactured by NPP EKRA (O0O0), ChEAZ
(AO). EMCVT specimens within the dimensions of support-type TLO-10 M1 transformers form testing switchgear
bays made by ChEAZ (AO), Energozashchita (OOO), now they are being prepared for high-voltage tests.

EMCVT equipped with an electronic block made by Engineering center Energoservice (OOQ) is being tested for
compliance with the declared accuracy classes (0,5S/5P for current, 0,2 — for voltage) by Energoservice TC labora-
tory.
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AHHOTAIMA:

Ha nmannb1ii MOMeHT 1idpoBast HOACTAHIMS CUUTACTCs Hanboee 3(h(HEeKTUBHBIM CITOCO0 MOBBIIICHUS POU3BO-
JTUTEITBHOCTH, 3PPEKTHBHOCTHA U HAJC)KHOCTH 000pyAOBaHUs mojacTaHnud. OTHOW U3 BAXKHBIX YacTed MU(PPOBBIX
MTOJICTAHIINH, KOTOpasl JOJKHBI OBITh MOJACPHU3UPOBAHA IS JOCTIIKCHHUS JKEJIACMOT0 Ka4eCTBa, SIBISIOTCS U3MEPH-
TEeJNBHBIC TPAHCPOPMATOPHI TOKA.

W3mepurenbHbie TpaHC(HOPMATOPEl HOBOTO TOKOJICHUS C BO3IYIIHBIM 33a30POM B CEpACYHHKE WM Jaxe 0e3
MarHuTHOTO CepJICYHHUKA IIOMOTYT PEIIUThH MPOOJIEMBI C HACHIIIIEHUEM, & HHOT/IA ¥ C OTPaHUYCHUEM TOKa KOPOTKOTO
3aMBIKaHUS, ¥ MOTYT TIPEIOCTABUTH TOPa3a0 OOJbIe TEXHUUECKUX MpenMyInecTB. [locneanne, Ha3pIBaeMble U3Me-
puTenbHBIMH TpaHchopmaTopamu Manoi MomHOCTH (LPIT), BRIBOAAT Ha PHIHOK HOBBIE KJIACCHI TOYHOCTH, TaKHe
kak TPX, TPY, TPZ u naxe ;qydqimuii 11 IepexoHbIX MporeccoB - TPE.

OTH KJIACChl TOYHOCTH TPEOYIOT MPOBEPKH COCTABHBIX M MTHOBEHHBIX OIMIMOOK MPH TOKaX KOPOTKOT'O 3aMbIKa-
HUSI, HO M3-32 OTCYTCTBUS HACHIIICHUS OOBIYHBIC METOIBI OIICHKH TOYHOCTH a0CONIOTHO HENPUMEHUMBI. To ke ca-
MO€ MOXKHO CKa3aTh O CHCTEMaX CPaBHCHHUS JAaHHBIX, MOCKOJBKY MOTOK JaHHBIX MOK 61850-9-2 He MoxeT OBITh
MTOJIKITFOYCH K OOBIYHOM CHCTEMe CpaBHCHHS aHAJIOTOBBIX CHTHANOB. [IpuioxkeHue st m3MepeHus ObLTo pa3pado-
TaHO U CPaBHEHUS JAHHBIX aHAJIOTOBOTO 3TaJOHHOTO TpaHcpopmaropa Toka ¢ EFOCT. B pamkax 3Toro mokiana
OyAyT MpencTaBIeHBI IPUMEPHI JTA00OPATOPHBIX YCTaHOBOK.

OnwucaHHbIC TPUMEHIEMbIC METO/IbI KaTHOPOBKU U pErucTpaiuu ¢ neppuyHbiM 3taioHoM EFOCT rapanTtupyror
BBICOKYIO 3P (QEKTHBHOCTh ¥ TOYHOCTH BO BCEX PEIKUMAX, a TAKXKE MPEBOCXOIHYIO COMOCTABUMOCTh C CBPOIMEHCKH-
MU ¥ POCCHICKIMH OCHOBHBIMHU CTaHJIapPTaMHU.
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Technical and practical aspects of CT for digital substations testing
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Key words: IEC 61850, digital substation

Abstract:

Digital Substation now sounds as the most efficient way to improve performance, efficiency and reliability of the
substation equipment. One of the important part of the digital substations that should be upgraded to reach desired
quality is Instrument Current Transformers.

The new generation of instrument transformers with air gap in core or even without magnetic core will help re-
solve problems with saturation and sometimes limitations of the short circuit current and can provide many more
technical advantages. Last ones called low power instrument transformers (LPIT) brings to the market new accuracy
classes as TPX, TPY, TPZ and even best one for the transients — TPE.

This accuracy classes requires to check composite and instantaneous errors at short-circuit currents, but due to
the absence of saturation conventional methods of accuracy estimation are absolutely inapplicable. The same can be
mentioned about data comparing systems, due to IEC 61850-9-2 data stream cannot be connected to the convention-
al analog-to-analog comparation system. A measurement application was developed to compare data of analogue
reference CT with EFOCT. Within this contribution examples of laboratory installation will be presented.

Described applied methods of calibration and registration with primary reference EFOCT guarantees high effi-
ciency and precision in all modes, and excellent traceability to European and Russian primary standards.
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HpnMeHe}me B JHEpPreTuke HAYKM 0 JaHHbIX H MAILIMHHOTO Oﬁy‘leﬂl/lﬂ
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AHHOTALMA:

[pesenTanus OyaeT NOCBAIIEHa TPUMEHEHHIO HAYKH O JaHHBIX M MAIIMHHOTO OOYYEHUs B DHEPTETHIECKOM OT-
paciu. ByayT npenctaBieHbBl HEKOTOPBIE TEOPETHUECKUE U MPAKTHYECKHE NMPUMEPBI, a TAK)KE HEKOTOPBIE 3aMeya-
HHSL O BO3MOKHBIX MTOJBOIHBIX KAMHAX M PUCKaX.

CoBpeMeHHBIE DHEPTOCUCTEMBI CTAIKUBAIOTCS ¢ HOBBIMH MTPOOJIEMaMH W3-32 PACTYIIEH HATPY3KH OT BO30OHOB-
JIsIeMOM TeHEpanuu, CTapCHUA aKTUBOB U U3BMCHCHHSA PBIHOYHBIX yCHOBHﬁ. B pe3yIbTaTe, CETEBHIC KOMIIAHUN HYX-
JAIOTCA B YIYUYLICHWH CHUTYAaIlMOHHOM OCBEJOMIICHHOCTH W B IOJJCP)KKE NMPHHATHS pemieHuit s 3PpPeKTHBHOTO
KOHTPOJIA U MOBBIMICHUA HAJACKHOCTH DHEPTrOCUCTEM. ]_II/I(I)pOBI/I?)aHI/IH CUHUTACTCA O)IHOﬁ 13 OCHOBHBIX ABMXKYIIUX
CWJI TIEPEMEH B DJIEKTPOSHEPTETUKE U OKA3BLIBAET OOINBIIOE BIMSHHE HA MHOTHUE €€ acleKThl. HOBBIE TEXHOIOIHH,
TaKHWC KaK HayKa O JaHHBIX U MallMHHOC o6yquI/Ie, 6y}IyT AKTUBHO NMPUMCHATHCA I MPOTHO3UPOBAHUA B0306-
HOBJIAEMBIX MCTOYHHMKOB SHEPTHM M 3JEKTPHUECKUX HArpy30K. B pacmpenenuTensHbix ceTsax mataukd 10T u UDY
Ha IUQPPOBEIX MOACTAHIUAX OYIyT COOUpATh GOBIINE 00BEMBI JAHHBIX. DTH JaHHBIE MOT'YT OBITH MTPOAHATU3UPO-
BaHBI M COMOCTABJIEHBI ¢ IPYTMMH HaOOpaMH JAHHEBIX, JJIs TIOJYYEHHsT HOBOTO TIpeCTaBIeHus o ceTH. Hike mpu-
BEJICHBI HEKOTOPbIE PUMEPHI IIU(POBU3AIINH PACTIPEICTUTENBHBIX CETEH:

*  VnpasjeHue Mpu OTKIIOYEHUH TATAHUS

DHEProKOMITAHWH MOTYT HCITOJIB30BaTh MOJIEITH MAITMHHOTO OOYUCHHSI TSl TPOTHO3MPOBAHUS U BBISBIICHUS TIe-
peboeB ToIauM DICKTPOIHEPTHH, UTO TO3BOJISET COKPATHTH BPEMs TIepephiBa B paboTe, MOBBICHTH HAJEKHOCTD U
ONITHMH3UPOBATh IJIAHMPOBAHUE PECYpPCOB W aucreTdepusaimu. CaMOBOCCTaHABINBAIOIINECS CHCTEMBI MOTYT aB-
TOMATHYECKH OOHAPYKUBATh M YCTPAHATD YA3BUMOCTH, CHIDKAsT BEPOSITHOCTH pocToeB. Hampumep: cucrema Smart
Cable Guard paspatorannas 8 DNV GL.

*  ONTUMH3UPOBAHHOE YIIPABJICHUE PACIIPEAEIICHHBIMU PECYPCAMU

DHEProKOMIIAHWK MOTYT NPUMEHSATh MAIWHHOE O0YYEHHWE s YAYUYIIECHHOTO YIPABJICHUS paclpeneaeHHbIMH
pecypcaMu, KOTOPOe ONTHMH3UPYET MOTOKH MOIIHOCTH B CHCTEME, YTO MOKET YMEHBIIUTH KAIIMTAJIbLHBIE BIIOXKE-
HHS B CETh NMPHU obecnedeHun OecrepeOOWHOCTH MOCcTaBoK. HampuMep: aBTOMaTH3AIMsA aKTHBHOTO HANPSKEHUS U
PEaKTHBHOM MOIIHOCTH U YMHasl 3apsiaKa dJIeKTPOMOOHIIEH.

"  VnpasieHue akTHBAMH OCHOBAHHOE Ha OOJIBITHX JaHHBIX

MarmaHOE 00ydYeHHe MOXET IMPE/ICKa3aTh BEPOATHOCTH OTKa3a O0OPYHIOBaHWs, UTO MO3BOJSET YJIYUIIUTH
yIpaBJICHHE aKTUBAMH U JIydIlle TIOHATh UX COCTOSTHUE, OCTABIIHNACS CPOK CITYKObI, IPHOPUTETHI 3aMEHBI, KOHTPOIIb
U PETyIMpOBaHie MOPTheTeM pecypcoB.

B 10 Bpemst Kak mudpoBU3AIMS MMPEIaracT MHOTO MPEUMYIIECTB, HEOOXOIUMO MPEOA0IETH MHOKECTBO TPYI-
HOCTEH, 4TOOBI MOJHOCTHIO PEATM30BaTh UX MOTEHIIMAN, TOCKOJIBLKY MHOTHE TPOMBILIUIEHHbIE TPOEKTHI, UCIIOJIB3Y-
OIME HAYKY O JaHHBIX M MAlIMHHOE 00yYeHHE, BCE €Ille He OTBEUYAIOT HAIUM OKHMIaHWsAM. BaxHbie Gapbepsl, KO-
TOpBIE €Ille HEOOXOIUMO TIPEOJIONIETh CBI3aHbI C YIIPABJICHUEM JAHHBIMH M HEOOXOIMMOCTBIO CO31aHus OOBICHHU-
MOM W HAJIEKHOM CHCTEMBI HCKYCCTBEHHOTO MHTEIUIEKTA/MAIIMHHOTO 00YUEHHUSI.
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Abstract:

The presentation will focus on applications of data science and machine learning in the Energy industry. Some
theory and practical examples will be presented, as well as some remarks on potential pitfalls and risks.

Modern power systems face new challenges due to the increasing infeed of fluctuating renewable generation, ag-
ing assets and changing market conditions. As a result, grid operators need improved situational awareness and deci-
sion support for effective control and improved grid reliability. Digitalization, is seen as one of the main forces driv-
ing the energy transition and will have a big impact on many aspects of the power industry. Emerging technologies
like data science and machine learning can actively be applied to predict renewable generation and electric loads. In
transmission and distribution grids, 10T sensors and IED’s in Digital substations will acquire large amounts of data.
This data can be analyzed and correlated with other data sets to gain new insights. Some examples of digitalization
in T&D are:

= QOutage management.

Utilities can use machine learning models to predict and identify outages, thus enabling reduction of downtime,
improved reliability and optimized resource- and dispatch planning. Self-healing grids can automatically detect and
address vulnerabilities, reducing the likelihood of outages. Example: DNV GL’s Smart Cable Guard system.

= Optimized distributed resource management.

Utilities can apply machine learning for enhanced distributed resource management which optimizes power
flows through the grid, which can reduce capital investments in the grid while ensuring security of supply. Example:
Volt/Var automation and EV smart charging.

= Data driven asset management.

Machine learning can predict the probability of asset failure, allowing enhanced asset management and a better
understanding of asset conditions, remaining lifetime, replacement priorities and portfolio management.

While digitalization offers many promises, many hurdles must be overcome to realize the full potential, as many
industrial projects using data science and machine learning are still falling short of expectations. Important barriers
that need to be overcome are related to data management and the need to create explainable and trustable Al/ML.
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MD3K 61850 uznanmue 2. [Ipoueaypsl HCIILITAHUSI HA COOTBETCTBHE cepBepy 2.0
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AHHOTALUA:

UCAIug BBIIYCTHII HOBBIE NMPOLEAYPHl UCTIBITAHUS Ha COOTBETCTBHE CEpBEpY, Kakue OYAyT M3MEHEHUs M IO-
CJIC/ICTBHSA?

MexaynapoaHas rpynmna noissoBateineidn UCA (UCAIUQ) ony6irkoBaia HOBbIE MPOLEAYypsl HcbITanuii MOK
61850 u3ganue 2 B 1ekadpe MpOILIOro roja.

B xommnanuu DNV GL 66U pacCMOTPEHBI CIIEAYIOIINE BOTIPOCHL:

-KakoBo BiHsIHME HOBBIX MPOILEAYP MUCIBITAHWUHN IJIs MPOU3BOJIUTENCH, KOTOPBIE B HACTOsIIEEe BpeMs paspabda-
TBHIBAIOT HOBBIE CUCTEMBbI?

-Kaxne m3meHeHus ABisoTCS Hanbosee Ba>KHBIMA?

-Uero oxxumaTh 0T OyIymux 0OHOBJICHHH POLETY Pl HCTIBITAHMA?

[NockonbKy cTaHAAPT MPOIOIDKAET pa3BUBaThes (M3maHue 1, m3nanue 2 u T.1.), [Iponeaypsl TecTUpOBaHUS Tak-
K€ Pa3BUBAIOTCSI.

C BeimyckoM Bepcuu 2.0 Ob1T0 100aBICHO MHOTO MOIPOOHBIX TECTOBBIX IMpUMEpOoB A mpoBepku SCL u 1oKy-
MEHTAI[UH, TECTOBBIC MIPUMEPHI B pa3enax mpoBepku «accormanusi» U «GOOSE coobuieHus» ObLIN pa3padboTaHbI
6onee moapoOHO. YBeIWYeHHE ATUTEIHHOCTH TECTUPOBAHMSA HE MPOTHO3UPYETCS, OJAHAKO OyIeT pa3syMHO Iepe-
CMOTpPETh TPOLEIYPbl UCTIBITAHUS TIepe] HOBBIM TeCTUpOBaHHEM. [IpUATHO OTMETHUTH, YTO MHOTHE TECTOBBIE ClIe-
Hapuu npoBepku SCL Hamicanbl Ha OoJiee MOHATHOM S3bIKE JUIsl HHXKEHEpOB. Takke Tenepb OyAeT Mpoliie reHepH-
poBath ¢aitnel SCL, Tak Kak mpaBuia CTaau 00Jee YSTKUMHU U CTPOTUMHU.

Oo0pariiaem Ballle BHUMaHHE Ha TO, 4TO mporpammubiii npoaykt «SCL Checker» ot kommanuu DNV GL yxe
CJIEI0BATI MHOTUM M3 3TUX IPaBUJI, TEIIEPh OHU TAK)KE 3aMMCAaHBl B OyMa)KHOM BapHaHTE MPOLEAYP HCIBITAHUH.

Juis BHeApeHns Oymymux n3MeHeHu B npoueaype ucnsitaanit, UCAlUQ mpoBoAXUT MPOBEPKY CaMbIX OOIBITNX
TpyaHocTelt uctons3oBanmst MOK 61850 B sxcruryartarum. Jlonrocpodnas meis (MpoIeyp) HCIBITAHANA COCTOUT HE
TOJIBKO B TOM, YTOOBI OXBATUTh TEOPETHUECKUE BO3MOXHOCTH, a TAKXKE B TOM, YTOOBI MPEJOTBPATUTH MTPOOIEMBI
HHTEPOIIEepadeIbHOCTH Ha MeCTax.

Hanpumep, cymectByetr MHoro npobiem c¢ daiiamu SCL B pealibHBIX POEKTaX, 0COOCHHO €CIM B HUX y4acT-
BYIOT HECKOJIBKO IIPOM3BOAUTENIEH U HHTErpaTopoB. [l03TOMY cylIecTBYIOT Ipoueayps! A HHCTPYMEHTa TECTUPO-
BaHus SCL, KoTOpBIe JTydIlle ONUCHIBAIOT Co3/laHne U uMnopt ¢aiinos SCL.

Baxno ormeruts, uto UCAlug npekpatut Beigauy ceptudukaroB anst ycrpoiictB MOK 61850 uznanme 1
(ycTpoiicTBa Bce eie MOTYT MpOWTH HcmbITanus, Ho ceprudukar UCAlug He Oymer BBIIaBaThes). ITO IeiaeTcs
JUTSL TOTO, 9TOOBI 3aCTaBUTh dHeprokommanuu rnepeiitn Ha MOK 61850 uznanus 2. B poHOBOM pexume pa3padaThi-
BaeTCsl TECTOBas IporpaMMa JijIsl MpoBepku koMOuHawu u3nanuii 1 m 2 MOK 61850 Ha moacrantuu. s HOBBIX
YCTPOMCTB PEKOMEHIYETCS MPOXOIUThH TOJILKO UCTIBITAHUS 110 H3JAHUIO 2.

[Tpouexyps! UCTIBITAaHNI HA COOTBETCTBHE KIMEHTA HE U3MEHATCA B OIIDKaiieM OyayIieM, OMHAKO Al pasjerna
moxnucku 9-2LE oxunaercs Beimyck u3nanus 2.1.
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IEC 61850 edition 2 Server test procedures 2.0
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Abstract:

The UCAIug has released new testing procedures for testing Edition 2 servers, what are the changes and what is
the impact?

UCAIug has released the new IEC 61850 edition 2 test procedures in December of last year.

DNV GL will answer the following questions:

-What is the impact of these new test procedures for manufacturers that are currently developing new systems?

-What are the most important changes?

-What is to be expected for future test procedure updates?

As the standard keeps evolving (Edition 1, Edition 2, etc), the test procedures are also evolving.

With the 2.0 release many detailed test cases were added for SCL and documentation, more detailed test cases
were made for association and GOOSE. It is not expected to need a lot more time for testing, however it will be
smart to check the test procedures before a new test. Good to note that many SCL test cases are clearer for engi-
neers, it will be easier to generate SCL files as the rules are more explicit and strict.

Please note the DNV GL SCL checker was already following many of these rules, now they have been put on
paper in the test procedures as well.

For future test procedure changes, the UCAIug is checking where the biggest problems with using IEC 61850 in
the real world are. The long term goal of the testing (procedures) is not just to cover theoretical possibilities but es-
pecially prevent interoperability issues in the field.

As an example, there are many problems with SCL files in real projects, especially when several manufacturers
and integrators are involved. Because of that there are SCL test tool procedures that cover the generation and im-
porting of SCL files in a better way.

Important to note, the UCAIlug will stop with issuing certificates for IEC 61850 Edition 1 devices, the devices
can still be tested, but no UCAIug certificate can be issued. This is done to push utilities to move to Edition 2. In the
background a test program is developed to test the combination of Edition 1 and 2 in a substation. For new devices it
is better to only go for Edition 2 testing.

Test procedures for client will not change in the near future, however for 9-2LE the subscribing part is coming
and an Edition 2.1 version is coming.
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PI' 10 TK 57 MK - O630p HOBOBBeJIeHUI B pa3jM4yHbIX o0aactax crangapra IEC 61850
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IT4Power
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AHHOTALHA:

- Craryc MOK 61850, penakuus 2, nonpaBka 1 ¥ COOTBETCTBYIOIIAS ITyOJIMKaIMs KOMIIOHEHTOB KO/

- MapipyTtuzupyemsrii GOOSE

- YCOBEpIIEHCTBOBAHMS MNpolecca MPOSKTUPOBAHMS IS MOJIEPKKH Oosiee 3((GEKTHBHOTO MPOEKTHPOBAHMUS,
BKJIIOYasl JOTMYECKOE MOJETUPOBAHNE

- COBMECTUMOCTH MEX/Ty BEPCHAMHU CTaHAAPTA - YTO OBUIO J0OABIICHO B TIONPaBKy | M3gaHuA 2 M KaK 3TO BIHUACT
Ha CHCTEMBI, UCTIONB3YIOIINE PA3INIHbIE BEPCUU
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Update of TC57 Working Group activities
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Abstract:
- Status of IEC 61850 edition 2 Amendment 1 and the associated publication of code components

- routable GOOSE
- enhancements on the engineering process to support a more efficient engineering including logic modeling
- compatibility between versions of the standard — what has been added to the amendment 1 of Edition 2 and

what is the impact on systems using various versions
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23. Cunxponmsanus. HIIC

Cucrema o0ecrneyeHus eJUHOT0 BpeMeHH M(PPOBOI MOJACTAHIMHA

10. B. UBanos, A.C. Uepemnon
000 «IIpocodpt-Crucremb»
Poccus
KoHTakTHOE JIMLIO:
®UNO: ranos IOpwuit Bacuiasesnu
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KuroueBble cioBa: cuctema obdecnieuerus eauHoro speMenu (COEB), rmobanpHble HABUTAIIMOHHBIE CITYyTHHUKO-
Bole cucTeMsl (THCC), mupoBele MPOTOKOJIBI CHHXPOHHM3AIMKM BpeMeHH, precision time protocol (PTP), network
time protocol (NTP).

AHHOTAIMSA .

HakormieHHBIH OMBIT B MPAKTUYECKOH peau3alud MPOeKTOB IU(POBOH MOJCTAHIUHN MOCICTHIX HECKOIBKUX
JIeT TIOKa3bIBACT, YTO CHCTEMa 0OeCIeueHHs ¢IMHOTO BPEMEHH SBIISCTCS KIFOUEBOW MOJCHCTEMON MU(POBOM MOJ-
cTaHouu. IMEHHO OT TOTO, HACKOJIBKO YCIENTHO OYIyT pelIeHbl MPAKTHYECKUE BOTPOCHI M0 PEaTn3alii CUCTEMBI
o0ecrieYeHrsT €MUHOTO BPEMEHH, OTBEYAOMICH BCeM HEOOXOTUMBIM TPeOOBaHUAM, OyIyT 3aBUCETh U MEPCIICKTUBEI
TI0 YCIIENIHOM MPOMBIIUICHHOH peanu3aluy Beel nudpoBoii noacTaniyy B 1enoM. CBsI3aHO 3TO B IEPBYIO 04Yepe/ib
C TeM, 4TO Terepb, B paMkax 1udposoii noacraniwu, COEB craia HEOTheMIIEMOH YaCThIO CUCTEM YIIPABJICHUS — B
MIEPBYIO OYepelb CUCTEM peJIeHHO 3alUThl U MPOTUBOABAPUMHON aBTOMATUKHU.

CrnenctBueM TOro, uyto B pamkax nugposoit noacranimu COEB ucmonbs3yercss B CUCTEMax YIIPaBICHHUS U €€
MOKa3aTeNM OKa3bIBAIOT HEMOCPEACTBEHHOE BJIMSHUE HA XapaKTEPUCTUKH HCIOJB3YIOIINX €€ CUCTEM YIMpaBlICHHUS,
SIBIIICTCS. TO OOCTOSTENBCTBO, UTO HAa MIEPBOEC MECTO BBIXOJSAT BOIIPOCH! 0OECIICYCHUST HIMEHHO ITOKa3aTelei HaIexK-
Hoctn COEB. Ilpu 3TOM, BBEITONHEHHE TPeOOBAHWH K MOKa3aTelNsIM HAIC)KHOCTH, HE NOJDKHO O0ECIeYnBaThCS 3a
CYeT CHIKCHHUS TpeOoBaHMUI K MeTpoJormdeckuM xapakrepuctakam COEB u 310, B CBOIO 0UYepeib, JOMOTHUTEIEHO
YCIIOXKHSIET peIIaeMylo 3aaqy.

B nanHoO# paboTe aHAMM3UPYETCS HAKOIUICHHBIN OMBIT B MPAKTUYECKOH pean3aluy MPOEeKTOB IH(PPOBOH TOA-
CTaHIIMH MOCICTHUX HECKOJIBKUX JIET, PACCMATPUBACTCS UCTOPHUS Pa3BUTHs TPCOOBAHUIN K MapaMeTpaM U XapakKTe-
puctukam COEB u n3y4arorcst Bce HEOOXOIUMBIC TeXHHUYECKUE TpeOoBaHus, KOTophie nmpeansaistorcs k COEB co
CTOPOHBI UCNOJB3YIOIIHUX €€ CUCTEM.

Heo0x0a1mMo 0TMETUTB, UTO BOIIPOCHI oOecrieueHus TpedyeMbIx nokasatesnei HagesxxHoctn COEB He orpannun-
BAETCsI TOJIBKO TEXHUYECKHMHU BOIPOCAMH, OHU BKIIFOYAIOT B Ce0s1 BOIPOCH OPraHU3AI[MOHHOTO XapaKkTepa, HopMa-
TUBHOTO W Jp., OJHAKO JaHHas paboTa OrpaHMYMBACTCS TOJNBKO TEXHWYECKHMHU BOIPOCAMH, B PaMKaxX KOTOPOH,
paccMaTpUBAIOTCS COBPEMEHHBIE TEXHOJIOTHH M TEXHUYECKHE CPEeACTBa, KOTOophle mo3BoisttoT moctpouts COEB ¢
HEOO0XOIUMBIMU METPOJIOTHICCKIMHU XapaKTEPUCTUKAMH U TIOKa3aTeISIMU HaIS)KHOCTH.
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Clock synchronization system of digital substation
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Key words: clock synchronization, global positioning systems, clock network protocols, precision time protocol
(PTP), network time protocol (NTP).

Abstract:

Last years practical implementation experience of the digital substation projects reveals that the clock synchroni-
zation system is a key subsystem of the digital substation. Moreover, practical implementation prospects of the digi-
tal substation depends on the clock synchronization system quality. Acceptable clock synchronization system should
meet all the necessary requirements of the digital substation standards. This caused by integration of the clock syn-
chronization system in relay protection and emergency control systems. Now clock synchronization system is inher-
ent part of digital substation any control system.

Reliability indicators of the clock synchronization system come first, because the clock synchronization system
is used in all control systems and operation of the systems directly affects the characteristics of the control systems.
At the same time, the fulfillment of the requirements for reliability indicators should not influence to metrological
characteristics of the clock synchronization system that also should meet correspondent requirements.

This paper analyzes the accumulated experience in the practical implementation of digital substation projects
over the past few years, examines the history of the development of requirements for the parameters and characteris-
tics of the clock synchronization system and studies all the necessary technical requirements that are imposed on the
clock synchronization system by the systems using it.

It should be noted, that the issues of ensuring the required indicators of the reliability of the clock synchroniza-
tion system are not limited to technical issues, they include questions of an organizational nature, regulatory, etc.
However, technical issues of the problem are only considered in the study. Modern technologies and technical
means which allow to design the clock synchronization system with necessary metrological characteristics and reli-
ability indicators.
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IIpuMeHeHne METO0B CHHXPOHH3ALMH N0 TAPAMETPAM aBaAPUITHOT0 peXUMa /ISl peain3alii «IIHHbI
npouecca» no crangaprty MOK 61850

A.A. Bonomms, E.A. Bonomms, /1.0. bnaropasymos, B.1. [loOpbiHuH
OI'bOY BO «HanunoHanbHeIHM Ucclen0BaTENbCKUIM yHUBEPCUTET «MOCKOBCKHH YHEPTETUUECKUI HHCTUTYTY,
000 «M23C»
Poccus
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Opranuzanusi: T'60Y BO HUY M3U
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Karouessie cioBa: MOK 61850, i poBast noacTaHus

AHHOTALMA:

B HacTosiee BpeMs CyIIeCTBYET OOJIBIIOE KOTHIECTBO CIIOCOO0B CHHXPOHHU3AILNH BPEMEHH, 00€CTICUNBAIONINX
TOYHOCTH B npejienax 1 mc. B Hacrosimee BpeMs st 3Tux neneil npumensiercst mpotokoia NTP (SNTP). C Brenpe-
HUEM CHCTEMbl MOHUTOPHUHTA MepexoaHbIX pexkuMoB (CMIIP) u cucteM P3A ¢ HCIOJIb30BaHHEM «IIAHBI IMPOIIECCay
BO3HUKAECT HEOOXOAMMOCTh B OOecredeHHH 6osiee BBICOKOW TOYHOCTH CHHXPOHM3AIMU YCTPONCTB IO BPEMEHH, B
npenenax 1 mkc, cornmacHo Tpebosanusm IEC 61850-5.

B pamkax Hacrosimield pabOTBI IpeyIaraeTcsi CHHXpOHHU3AIMsl U3MEPEHHH 110 TapaMeTpaM aBapHiHOTO pexuMa
(ITAP). ITpn >TOM CHHXpPOHHM3AIMSI BPEMEHM IO MCTOYHHMKAM CHTHAJIOB TOYHOTO BPEMEHM He TpeOyeTcs, TaK Kak
n3mepenns B YCO cunxponusupytotes o I[TAP. B kaxnom YCO umeetcs myckooii opran (I10), kotopslii cpaba-
TBIBAET NP HACTYIUIEHUN TEXHOJOTMYECKOTO HApYIICHNUSI.

s peammzanuu 110 ucnons3yercs BeiBneT-npeoOdpa3oBaHue, TaK KaK OHO IO3BOJIIET MPOBOANUTE aHATIN3 Iepe-
XOJIHOT'O IIpoLECcca U ONPEAEIISITh C 3aJaHHOW TOYHOCTbIO MOMEHT BO3ZHUKHOBEHHUS aBapuiiHoOM cutyauuu. Ilo cpas-
HEHUIO ¢ mpeoOpazoBanneM Dypbe, BeWBIET-MpeoOpa3zoBaHue COCOOHO C Topas3mao Oojiee BHICOKOH TOYHOCTHIO
OTIpeNIeNATh JIOKAJIbHBIE OCOOCHHOCTH CHI'HAJIOB, BIUIOTH JO Pa3phIBOB 1-To pona (ckaukoB). B kadecTBe mMarepuH-
CKHX BEHBIIETOB ObLIM BHIOpaHKI BeliBieTh Mopiie u Xaapa.

B pamxax HacTosmel paboTsl OBIJIO pAaCCMOTPEHO MPUMEHEHHE BeHBIET-TIPeoOpa3oBaHms A CHHXPOHU3AINH
mmepernit Ha npumepe [1C 500/110/10 kB mis pa3aumgHbIX BUIOB BO3MYIICHUH: KOPOTKUX 3aMBIKaHHHA, HAOPOCOB
MOIITHOCTH, OTKIIIOUCHHH JIMHUH, HECHHYCOMJAIbHBIX PEXUMOB. {11 MOJICITMPOBAHHS BBIIIETIEPEUNCICHHBIX BO3-
MYIIEHUH HCIIOIB30BAINCH TPOTPAMMHO-ANINAPATHBI KOMIUIEKC MOJAEINPOBAHUS SHEPTOCHCTEM B pEabHOM Bpe-
menn RTDS, nporpammubiii koMmiiekc s moaenupoBanusi sHeprocucteM PSCAD u mporpammHas cpena
MATLAB.

Ha npumepe paccMOTpPEHHBIX OMBITOB OBUIO YCTAHOBJICHO, YTO MOTPEIIHOCTH onpeeeHus: MomenTa K3 He mpe-
BBIIIAeT 1 MKC, 4YTO MO3BOJISIET UCTIONB30BaTh YKa3aHHBIM CIIOCOO CUHXPOHM3ALUN U3MEPEHHUH JUIsl «IIMHBI IIpoLec-
ca» ¢ nepenaueit usmepenuii no nporokony SV. AL peabHBIX yCTPOWCTB MOTYT IPOBOJUTH U3MEPEHHUS C 0OJIb-
IIEH YaCTOTOM IUCKPETU3aLUK, [I03TOMY PACCMOTPEHHBINA METO/] IPUMEHUM HA IIPAKTUKE.

[IpumeHeHne HOBOTO CHOCO0a CHHXPOHM3AIMK U3MEPEHHH B MEPCIEKTUBE MO3BOJIUT OTKA3aThCsl OT UCIIOJIb30-
BaHUs npoTtokoia PTP 1 moporocTosimmero 000pyIoBaHUs IS €T0 ITOIICPIKKH.
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